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Abstract

Introduction — To understand the environment in which autonomous ships will operate, it is
necessary to define the shipping industry. Maritime transport is an integral part of globalization
and the modern world. The shipping industry has a share of more than 80% in international
transport goods, while it has been characterized as the backbone of world trade (ICS, 2021). The
maritime trade sector is constantly growing, and this can be seen in Figure 2, where the
increasing trends of international trade combined with the global gross domestic product, and the

global population, in a time horizon up to 2030, are evident.

Aim - Based on the above mentioned, it should be said that the purpose of this thesis is to make
an in-depth research about the Safety of Maritime Autonomous Surface Ships (MASS).
Secondly, through this study, an effort is made in order to interpret the results of the research, to
present the conditions that shape them and to come up with proposals that will improve these

conditions.

Methodology - The methodology type which is used for the conduction and writing of the
specific dissertation, is concerned to the qualitative as also the quantitative analysis about the
Safety of Maritime Autonomous Surface Ships (MASS). According to a different approach, the
qualitative research is research that emphasizes and focuses on meaning rather than human

behavior.

Results — The 48% of the participants consider the reduction of human errors quite an advantage
for MASS, the 31% consider it a moderate advantage and the 16% a big advantage, the 41% of
the participants agreed with the fact that the fares of merchandise will lower due to the energy
savings of MASS, the 28% totally agreed and the 26% neither agreed nor disagreed and the 30%
of the participants totally agreed with the fact that the fares of merchandise will lower due to the
savings from the crew cost that will no longer be needed in MASS, the 29% agreed as well and

the 25% neither agreed nor disagreed.

Conclusion — As autonomous technology and related legislation will continue to develop, it is

important for the shipping community to stay abreast of changes to stay informed and ready for



the shift to autonomous shipping. All the while, opportunities can arise at any time for both
shipowners and managers, as well as IT and communications companies, taxonomists, surveyors
and shipyards. In addition, the practical approach to the project of autonomous ships is also

decisive.
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1.Introduction

Modern history has shown that the rapid scientific and technological development in
recent decades has resulted in the replacement of man by machines in several aspects of
everyday life. This happens in various sectors of the industry as well as in the shipping industry.
In ancient times, there were ships with hundreds of male sailors, while in modern times, large
ocean-going ships carrying out sea transport have only a few sailors in their crews. Although the
size of modern ships is increasing, the number of crews is decreasing: the largest container ships
today are over 400 meters long, carry over 20,000 containers, and usually have a crew of only 20

people (Deloitte, 2011).

In the automotive industry as well, autonomous vehicles have been around for a few
years. Examples of autonomy in transportation systems are autonomous parking systems, drone
aviation, and driverless taxis. However, in the maritime transport sector the progress of
autonomy is slower and with more difficulties in the application of such technologies (Ghaderi,
2020). Although already from in 1957 some robotic autonomous underwater vehicles
(Autonomous Underwater Vehicles — AUVs) were developed and some “remotely operated”
vessels (Remotely Operated Vehicles — ROVs), their use has been limited to research or even
military purposes, while the speed and the depths at which they are operational are very limited.
Although these applications have provided the opportunity for testing and development in
construction, propulsion, dynamics, control and navigation as well as detection, path planning
and communication in small autonomous vessels, unfortunately there are still no large-scale

applications (Sahoo, Dwivedy, & Robi, 2019).

The milestone date for the introduction of autonomous ships at an early stage, however,
was November 2017. This date was a milestone for the British company ASV Global, which
took care of presenting to the public the first autonomous ship that was registered in the English
registry and acquired an English flag. The C-Worker 7 as it was named by ASV Global is a
flexible, autonomous marine vehicle that was designed and used not naturally for crew transport
or the transport of some cargo, since it was a single 7 meter vehicle, but mainly for

environmental work and studies. More specifically, some of the main activities of the C-Worker



were the detection of hydrocarbons, the collection of useful data in the oceans, the inspection and

monitoring of the environment.

The first operational activity of the C-Worker took place on the beach of Egypt. Its basic
structure consisted of a single room containing a multi-shot sound system and side-scan sonar.
Its purpose was to track the Seven Antares ship through appropriate sensors. The C-Worker
activity completed after 37 days. During its operation the vehicle was also monitored by an
AsView control system through a station installed on Seven Antares. Their in-house developed
ASView software is a control system designed for autonomous control and remote control of
unmanned and manned ships. The integrated autonomy computer (ASView-Core) is connected
via radio link (UHF, L or S band) or satellite link (V-Sat, Inmarsat) to the parent company. An
equally important role in the process was played by the server (ASView-Base), the HMI (Human
Machine Interface) and the portable remote controls (ASView-Helm). Vessels can be controlled

in four main ways:

Remote operation - direct remote control by the operator.
Auto mode - autopilot to maintain speed and direction.

Mission mode - following the predetermined mission points.

D N N NN

Autonomous operation - additional control aid to avoid collision.

The completion of his research produced very important results in terms of its usefulness,
its functionality and the amount of interactivity it had and will have in operational actions
concerning the sea. First, its presence contributed to the reduction of an additional research
vessel at the same time and cost savings. Second, it provided greater operational flexibility due
to better endurance than a manned craft. Thirdly, the possibility of research in very shallow
waters was now given, and fourthly, the risk for personnel working on small boats was

significantly reduced.



2. Literature review

2.1 Introduction — Autonomous Surface Ships — Technology and Automation in
Shipping Industry

2.1.1 Basic Terms and Definitions

Within the framework of the Strategic Plan 2018-2023 of the International Maritime
Organization (IMO), a specific strategic direction has been developed for the "Integration of new
and evolving technologies into the regulatory framework". The aim of the strategic planning is to
enable the shipping industry to benefit from new and progressive technologies and to address
potential concerns and risks regarding safety, environmental impact and the impact on shipping
and its people, both aboard and ashore. So, in 2017, the issue of "autonomous ships" was

officially added to the international agenda of the IMO and its member states (IMO, 2021a).

First it is very important to separate the concept of automatic from autonomous. Someone
can consider something to be "automatic" when it can perform a process without human control.
The human gives an order and the process is carried out automatically. On the other hand, to
consider something as "autonomous" human intervention should be absent. In this particular
case, while ships already have many automatic systems for many years (most ships carry out
transports in autopilot mode) they cannot be considered as autonomous. In an ideal situation,
fully autonomous ships will perform all functions without any human intervention, including

decision-making processes (Hancock, 2019).

In the context of the IMO strategy that was mentioned, and with the aim of separating
AUVs and ROVs, which are autonomous vessels — mainly underwater — for research purposes,
from autonomous vessels that perform international maritime transport, the IMO uses the term
MASS for the latter — Maritime Autonomous Surface Ships. The term MASS is used to describe
a ship which, at some level, can operate independently and without human intervention.

Specifically, the IMO recognizes four levels of autonomy as described below (IMO, 2021a):

v Level 1: This level includes ships with automated procedures but with human decision-
making support. The crew on board are responsible for the operation and control of the ship's
systems and functions. Some operations may be automated and sometimes unattended, but there

are always sailors on board ready to take control.
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v Level 2: This level includes ships that have the possibility of remote control but also have
a crew. Control and operation of the ship is performed from a location on land. The crew is

however available on board and can take control and operate the ship's systems at any time.

v Level 3: This level includes ships that can be fully operated remotely and have no crew.

The ship is controlled and operated from a location on land. There are no sailors on board.

v Level 4: Fully autonomous ships belong to this level. The ship's decisions and actions are

completely determined by the ship's operating system.

In addition, Lloyd's English Surveyor suggests some more specific definitions and a
classification system of ship autonomy levels (AL) from level 0 to level 6, taking into account
the degree of each advanced function and the degree of human involvement. The different
definition of autonomy levels by the different organizations is a brake on the studies around
autonomous ships so far. There is usually no specific acceptable separation, and different
functions may be included in the different levels of autonomy. Until autonomous ships operate
normally and there is an accepted, by all involved members of shipping and international
transport, a categorization of the levels of autonomy, there will be difficulty in their

comprehensive study and development.

2.1.2 Today’s Shipping Industry

To understand the environment in which autonomous ships will operate, it is necessary to
define the shipping industry. Maritime transport is an integral part of globalization and the
modern world. The shipping industry has a share of more than 80% in international transport
goods, while it has been characterized as the backbone of world trade (ICS, 2021). The maritime
trade sector is constantly growing, and this can be seen in Figure 2, where the increasing trends
of international trade combined with the global gross domestic product, and the global

population, in a time horizon up to 2030 are evident.
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PREDICTED INCREASES IN WORLD SEABORNE TRADE, GDP AND POPULATION
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Diagram No.1 - Forecast trend of global maritime trade, GDP and population to 2030 (ICS, 2021)

One of the most basic elements of the shipping industry, is that it is an international
industry with a global character. This is also reflected in the composition of the global fleet
which at the beginning of 2020 amounted to approximately 98,000 merchant vessels, equivalent
to a tonnage of 2.06 billion DWT. The ships of the global shipping fleet are registered in more
than 150 different states (ICS, 2021), have flags and crews from all over the world, and operate
routes to ensure the maritime transport of goods worldwide. In 2019 in particular, the global
merchant shipping fleet grew by 4.1%, representing the highest growth rate since 2014.
(UNCTAD, 2020).

Recently, with the outbreak of the coronavirus disease (COVID-19) pandemic, the global
interdependence of nations has become more apparent than ever, creating new trends that have
played a decisive role in every aspect of everyday life. The shipping industry has not been
unaffected, on the contrary, it has found itself in the spotlight, dealing not only with the
immediate effects brought about by the pandemic, but also with longer-term concerns,
concerning changes in the operation of supply chains and globalization patterns, changes in the
world's consumption habits, development new business models, the management and assessment
of new risks, as well as an increased global sustainability and low carbon agenda. The sector was
also called upon to deal with the effects of growing trade protectionism and inward-looking
policies of various states. This recent pandemic has highlighted the importance of maritime
transport, which continuously supplies the world's population with basic consumer goods in

times of crisis but also in times of recovery (UNCTAD, 2020).

For several years, the term "Fourth Industrial Revolution" or "Industry 4.0" has been used

12



to describe the trend towards automation and connectivity in industries through the exchange,
processing and exploitation of data. Taking into account the numerous interpretations around
Industry 4.0, we can summarize by saying that it is the effort to completely digital/digitized
processes in the production systems achieved by the use of specific tools. These tools are Internet
of Things (IoT), Robotics and Automated Intelligence (IR), Cloud Computing (CC), Artificial
Engineering (AM), Big Data Analytics (BDA), Augmented Reality (AR) etc. The goals of these
technologies are to provide mass customization of products, expand the use of automatic and

flexible systems, and facilitate communication between components, systems, and people.

Industry 4.0 enables the optimization of products, the creation of new services and the
development of business models for better communication. Therefore, the future of the shipping
industry depends on the digital transformation process and requires appropriate systems to
acquire, transmit, store and analyze large amounts of data in real time. Digitized and intelligent
data exploitation is expected to bring significant benefits to the shipping industry, reducing
operating costs while increasing overall revenue, and extending the life of machinery (Sullivan et

al, 2020, Aiello, Giallanza, & Mascarella, 2020).

All these developments of the Industry 4.0 era are putting the shipping industry under
intense pressure for innovative improvements. Although this era is characterized by
unprecedented technological possibilities and developments, the motivation for change is not
exclusively technological. In 2015, 193 countries endorsed the 17 goals of the sustainable
development as part of the 2030 agenda for sustainable development. This agenda requires action
by all stakeholders to eradicate poverty and achieve sustainable development by 2030 globally.
The introduction of the 17 sustainable development goals is another source of pressure on
shipping and the IMO as a member of the United Nations has started implementing actions to

achieve them.
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Picture No.1 - The 17 UN Sustainable Development Goals (IMO, 2021b)

By understanding the importance and size of the shipping industry and international
maritime trade, and at the same time the pressure the industry is under for change, we can
understand the key role of autonomous ships. According to reports, the market for maritime
autonomous ships in 2020 is estimated at $1.1 billion annually and is expected to grow by 7%
annually, approaching $1.5 billion in 2025. In addition, 96% of the nearly 3,000 patents (patents)
related to autonomous shipping technology globally were registered in China. This will lead all
nations involved to develop and implement autonomous utilitarianism in the next five years

(UNCTAD, 2020).

The autonomous ships mark the gradual removal of humans from their control and
operation. To achieve this, use must be made of available technology as well as further

development of new innovative and original technologies. So, the first challenge facing the
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shipping industry that wants to become autonomous is to find the right technology and trust it to

replace traditional crews.

There are already several technology systems that contribute to the automation of ship
operations. The various risks and errors that can arise from these systems are the same in
traditional manned vessels as in unmanned vessels. But the big difference in autonomous ships is
related to the technology systems that try to replace human sense and presence. Today, most
ships have unmanned engine rooms, whose monitoring and control, for the longest time, is done
from a different position on the ship. The real challenge, however, is that the engine room
functions can be controlled from some remote station outside the ship or not controlled at all and
operate autonomously. Then we will analyze some of the basic systems that are necessary for the
operation of the ships and how they can be part of the autonomous ships or to what extent they

can contribute to it.

2.1.3 Safe Navigation Systems in Autonomous Ships
In navigation, one of the most important issues facing mariners is collision avoidance. To

understand the importance of safe navigation, it is enough to consider that during the period 2014
- 2020, the main cause of most marine accidents was errors in navigation including loss of
control, collision and grounding (EMSA, 2020). However, it is a general finding that collision
avoidance is a complex problem with multiple factors. The degree of complexity depends on the
situation of exogenous factors (traffic, weather conditions, condition of waterways) and
endogenous factors (ship type, on-board technologies, crew, etc.), affecting navigation. Also, the
crew's degree of ability to reliably navigate depends on both the level of experience and the

psychological state of each individual.

The subjective nature of humans is sometimes enhanced by the ship's intelligent support
systems such as radar devices, Automatic Radar Plotting Aid (ARPA), Automatic Identification
System (AIS), Electronic Information System chart display (Electronic Chart Display and
Information Systems - ECDIS) and the global navigation satellite system (Global Navigation
Satellite System - GNSS). Also, international regulations for preventing collisions at sea
(International Regulations for Preventing Collisions at Sea - COLREGs) have been established
with the aim of minimizing the subjective thinking and action of people during navigation.

However, even if COLREGs are fully defined, their human interpretation is still subjective, since
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ship maneuvers are performed in real time and sometimes under demanding extrinsic conditions

(Statheros, Howells & Maier, 2007).

Therefore, it is not surprising that the success of autonomous ship navigation is highly
dependent on the development of effective intelligent collision avoidance algorithms in real time.
Most of these algorithms try to mimic human cognitive navigation abilities. To understand how
the "captain" works and to identify its similarities or differences with intelligent navigation
algorithms, someone must first consider all human functions performed for collision avoidance
purposes (Statheros, Howells & Maier, 2007). To do this we need to analyze all the factors that

affect ship collision avoidance.

In Picture No.2, the most important factors affecting safe navigation are presented, such
as the type of ship, sea lanes and their characteristics, weather conditions, and available
navigation technology. Regarding the type of ship, he can understand that a ship's
maneuverability and behavior has a lot to do with its construction and thus different ship types
have different navigational requirements. Also, for different types of ship (and cargo) there is
traditionally also corresponding training for the crews. In autonomous ships, the algorithms have
been developed that "understand" and can provide a prediction of the ship's behavior, but
sometimes the navigation situation is too complex for such real-time algorithms to work

effectively.
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Picture No.2 - Factors affecting safe navigation on ships (Statheros, Howells & Maier, 2007)

Then, in terms of the state of the sea lanes, it relates to shipping traffic and port traffic in
real time. Of course, this factor also includes the "movement" at the bottom of the sea, which
most of the time is uncertain. For safe navigation based on this factor traditional manned crews
rely on COLREG rules. It is important to note that most intelligent algorithms for ship navigation
do not communicate with each other or with the traffic control center, unlike the captains who
use the available means of communication. Therefore, the algorithms calculate the safest and
optimal collision avoidance trajectory based primarily on the current state (speed, direction) of

each vessel or obstacle and secondarily on the COLREGs rules.

Regarding weather conditions affecting the safe navigation of a ship, so far captains
receive the information from available communication systems and satellites and then decide its
course. However, most available algorithms for autonomous ships do not consider real-time
meteorological data. Finally, regarding the technology available on board, today the crews have

at their disposal a multitude of systems, sensors and instruments that help them navigate safely.
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But again, the available algorithms are not yet developed to such an extent that they take data
from all the instruments and systems that most modern ships have at their disposal to avoid a

collision.

Generally, at an experimental stage, some intelligent ship navigation systems have been
developed. Mathematical models of ship collision avoidance are effective when exogenous
factors are not extreme. However, in case of extreme conditions the dynamics of the ship is non-
linear, which introduces great complexity into the calculations. This complexity eliminates the
ability of the ship's autonomous navigation system to act in real time. In addition, a combination
of technologies such as neural networks, fuzzy logic, expert system and mathematical algorithms
are available that can support an autonomous ship navigation system. Hybrid systems are the
ones that look very promising but require a high level of intelligence to harmoniously merge the
various Al technologies. On the other hand, machine intelligence does not prove to be fully equal

to human intelligence to be established in autonomous ships (Statheros, Howells & Maier, 2007).

2.1.4 Collision Avoidance Systems in Autonomous Ships

Recently, an extensive study entitled "Collision-avoidance navigation systems for
Maritime Autonomous Surface Ships: A state of the art survey" was published, which we will
then analyze in order to explain and understand collision avoidance systems for autonomous

ships (Zhang et al., 2021).

Initially, this study talks about the difficulty of developing intelligent algorithms for safe
navigation, due to the uncertainty that characterizes the factors that affect navigation, with the
marine environment being the most important factor. The sea and its bottom are vast and human
understanding of the sea is very limited. There are many places in the world's oceans that have
yet to be studied but even in places where advanced environmental information is available there
are always situations that cannot be predicted. In addition, to fully understand the current
situation the ship receives a lot of information from internal and external sensors and other tools.
Internal sensors refer to the ship's "control center" and provide data on the various onboard
systems (such as the propulsion system, autopilot system, collision avoidance system, etc.) but
also data such as the amount of fuel. External sensors refer to the GNSS satellite system, sea

area, wind speed and direction, water depth, sound and visual signals (e.g. lights of other ships).
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Data received from other tools include AIS data, meteorological forecast data and tide log data.

Due to the different characteristics of these three sources of information received by a
ship, uncertainties and confusion are likely to arise. Finally, there is also a large degree of
uncertainty regarding the accuracy of predicting obstacle motion and collision trajectory. The
perception of all sensors and the entire decision-making process or navigation process has
distinct space-time characteristics. So far, these sensors cannot detect or report the behavioral
intention and movement state of dynamic obstacles, such as direction and speed of movement.
Based on the above, it is understood that in an uncertain environment, the navigation decision-
making system and algorithms of an autonomous ship should have the ability to evaluate the
current situation based on heterogeneous information from multiple sources and the ability to

create the optimal navigation strategy in order to face the problems of uncertainty.

In addition, in this study a separation of the collision avoidance system is made into five
subsystems: global route optimization, navigation situation awareness, navigation decision
making, control and execution) and communication high performance (HP communication).
Figure 5 shows in detail the architecture of the navigation / collision avoidance system for
autonomous ships and describes the cooperative relationship between the five subsystems, as we

will describe them below (Zhang et al., 2021).
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2.1.5 Route Optimization in Autonomous Ships
The route optimization subsystem aims to initially set the guidelines — with the help of

ECDIS and the GPS system — to study and plan the best and safest route based on known
obstacles and ports. The general principle of optimal routing is to find the shortest collision-free
path from the known starting point to the known destination point according to existing
information about possible obstacles (e.g. ice, reefs) or weather conditions in the marine
environment. In general, this practice is limited to existing data sets, spatial constraints, hydro-
meteorological data and COLREGs rules. Of course, whether it is determining the relationship
between points, creating a database of coastal points, or using various visualization algorithms to
solve the shortest path, there are still problems such as the difficulty of establishing a practical
model and the lack of adaptability of models. With the development of Big Data technology and
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its widespread application in the maritime domain, the optimal route can be achieved by
evaluating, classifying, and forecasting the massive AIS track data. Such models and software
already exist and are used to optimize sea routes based on global maritime traffic, weather

conditions, and factors such as ship speed and consumption.

2.1.6 Awareness of Navigation Status in Autonomous Ships
Navigational situational awareness is essentially the perception of internal and external

information about both the ship and the marine environment. This subsystem is the basis for
decisive decisions in the navigation of the ship and accurate information is very important. Many
kinds of sensors are used such as ECDIS, various radars, LiDAR sensors, high-definition
cameras, AIS, etc., which can obtain high-precision information for safe navigation, hydro-
meteorological information, dynamic information of other ships and information about ports in
real time. This multi-source information is merged and processed, so that static and dynamic

obstacles are mapped in ECDIS and sent to the decision-making system.

In general, navigation situation awareness can be divided into three levels: obtaining
information about the navigation environment, understanding the path scenario, estimating and
predicting the situation. For traditional manned ships, the perception of information about the
navigational environment generally refers to the acquisition of the position, course, speed,
relative direction, relative distance of the ship and the target ship if any. The assessment and
forecast of the situation, are the assumption of a future state of the ship in the dynamic marine
environment, including predicting the trajectory and movement of other ships or obstacles.
However, existing research on navigation situation awareness is simply related to the analysis of

collision scenarios based on COLREGS rules.

21



No. property categories sub-properties object properties
1 location attribute longitude hasLongitude
latitude hasLatitude
2 data attribute relative distance distToEntity
direction hasDirection
speed hasVelocity
current state currentAttribute
maximum hasMax
minimum hasMin
3 relationship attribute join conditions connectTo
from
to
incorporate relational has
orientation relation hasBehindLeft
hasBehind
hasBehindRight
hasFrontLeft
hasFront
hasFrontRight
hasLeft
hasRight
position relationship isOn
isFrom

Table No.1 - Characteristics of an ontology model (Zhang et al, 2021)

In the same study, it is proposed that the navigation state awareness subsystem performs
the state estimation using ontological features. Heterogeneous information from multiple sources
is obtained, defined as specific entities and classified based on their properties. Table 2 shows
such a model that includes "entities", such as location defined by data such as longitude and

latitude.

2.1.7 Making Decisions in the Operation of the Autonomous Ships
The decision-making subsystem is the most basic part of the navigation system of

autonomous ships. The subsystem receives its results as input navigational situation awareness
subsystem and collects all information of the navigational situation, including not only the
current position, speed and course of the autonomous ship, but also information about potential
obstacles. Based on this information it "decides" the route the ship will follow. The decision-

making system also receives as information the results provided by the path optimization
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subsystem. In general, the decision-making subsystem requires further development and is not
yet complete. Decision-making algorithms should be "trained" using tools such as artificial
intelligence and machine learning to decide the safest path to avoid collisions without human

intervention.

2.1.8 Controlling and Running Navigation
After deciding on the sea route, the ship will follow, the navigation is made. Major

functions of the subsystem are to control speed, thrust and rudder so that the safest trajectory that
has been decided is followed. During the execution of the route of the autonomous ship, some
deviations and possible errors between the predicted and the current route are taken into account.
This is due to the uncertainty caused by ocean currents, unexpected weather and other
environmental factors. Therefore, a feedback control layer is required that will continuously
control the motion of the ship based on these errors during the execution of the route. In this
way, navigational decisions can be adjusted in real time and re-planned, with the aim of avoiding

the dangers that arise without having been initially foreseen.

In terms of controlling the ship's movement, it is not significantly different for an
autonomous ship and a conventional ship. Both types of ships have six degrees of freedom in
their movement, they follow a certain predetermined trajectory, and the control of these
movements is constantly monitored taking into account the error of the current and planned path.
The only difference is who will have the control of the ship's motion, the crew on board, the

crew ashore or some well-trained algorithm.

2.1.9 High Performance Communication in Autonomous Ships
The high-performance communication subsystem guarantees the exchange of data or

safety information between satellite, ship and land. There are four modes of communication with
respect to autonomous ships: (1) ship-to-ship, (2) ship-to-shore, (3) ship-to-wireless data nodes,
(4) ship-to-satellites. Due to the need to transmit a lot of information from sensors, from system
performance instruments, from cameras and radars, the communication volume is large.

Therefore, unmanned ships require high-speed, high-performance networks.

When it comes to navigation / collision avoidance, the high-performance communication

subsystem is particularly important. It has been found that on busy sea freight routes the
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increased use of AIS causes overloading of the automatic digital signal exchange network. The
International Association of Marine Aids to Navigation and Lighthouse Authorities (IALA) has
already started using the very high frequency data exchange system (VHF Data Exchange
System - VDES). The VDES includes different communication subsystems such as AIS and
Application Specific Messages Archive (ASM) channels. The key feature of VDES is that in
addition to direct ship-to-ship communication, it uses a satellite component that can support all
the types of communication we mentioned above providing greater data capacity and greater

range.

2.1.10 Electronic Navigation in Autonomous Ships
In 2006, the development of an e-Navigation system under the auspices of the IMO

began. The e-Navigation system is a system for the coordinated collection, integration, exchange,
display and analysis of marine information by electronic means in order to enhance the
capabilities of navigation and other related services, improving the level of safety at sea but also
the protection of the marine environment. Electronic navigation seeks to integrate existing
navigational technology to maximize safety and improve the efficiency of maritime transport.
The IMO has developed a Strategy Implementation Plan (SIP) for the implementation of
electronic navigation in the following ship processes/functions. As user needs evolve, new e-

navigation strategies can be incorporated into SIP as appropriate (IMO, 2021c¢).
S1: Improved, harmonized and user-friendly ship bridges
S2: Means for standardized and automated reporting

S3: Improving the reliability, durability and integrity of bridge equipment and navigation

information

S4: Integration and presentation of available information on graphical displays received via

communication equipment

S5: Improved communication of various navigation software
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Diagram No.2 - Diagram of the operation of the MCP platform (Zhang et al, 2021)

Upon the development of electronic navigation technology, the Maritime Connectivity
Platform (MCP) was also developed and tested, which is a global communication network that
enables the efficient, secure, reliable and seamless electronic exchange of information between
all shipping stakeholders (Figure 6). The combination of electronic navigation with autonomous
ship functions and artificial intelligence technology can significantly reduce the impact of human

error and enhance navigational safety and maritime transport efficiency.

2.1.11 Sensor Systems in the Operation of the Autonomous Ships
As was mentioned in the previous chapter, several new technologies are needed for

autonomous ships and safe navigation, including sensors. Autonomous ships should be equipped
with innovative sensors that will support both the ship itself and the remote-control center or
operators loading and unloading goods. Sensors help to "aware" of a situation and are essential
for safe navigation in terms of transport quality and protection of the environment in which an
autonomous ship operates. Below we will focus on the most common modern sensors used for
situational awareness and autonomous navigation as well as the available technologies that can

be combined to form part of autonomous shipping (DMA, 2017, Ringbom et al., 2020).
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2.1.12 Modern Sensors
The range of sensors available on modern traditional manned vessels typically includes

perceptual sensors such as cameras, radar, and positioning sensors such as Global Navigation
Satellite Systems (GNSS) and Inertial Navigation Systems (INS). Furthermore, the automatic
identification system (AIS) is not basically a sensor but is used as a source of data for the
position of ships in real time. Other sensors implemented in autonomous vessel systems may
include audio pickup systems to detect and locate external sound signals, weather sensors that
can be used to monitor navigational conditions and the operating conditions of other sensors, and
sensors that monitor the internal condition of the vessel e.g. engine performance (Thombre et al.,

2020).

More specifically, Global Navigation Satellite Systems (GNSS) is a term that covers
various satellite navigation systems such as the US-based GPS (Global Positioning System), the
Russian GLONASS Satellite System, the European Satellite System Galileo Navigation and the
Chinese BeiDou Navigation Satellite System (BDS). GNSS systems rely on receiving radio
signals from satellites and using them to determine a ship's position. To improve the validity of
position estimation, GNSS systems are often combined with Inertial Navigation Systems (INS)
that use Inertial Measurement Units (IMUs) to estimate vessel motion in order to provide correct

position estimates (DMA, 2017).

Also, an important information system is the AIS (Automatic Identification System) used
to collect and transmit data via VHF radio frequencies as required by the SOLAS Convention
(chapter V, regulation 19) for all passenger ships and cargo ships as well as fishing vessels over
15 meters in length. AIS data is useful for situational awareness, but its availability, correctness
and validity are not guaranteed for all vessels. Therefore, AIS cannot provide sufficient

information for autonomous navigation (Ringbom, et al., 2020).

Then RADAR (Radio Detection and Ranging) and LiDAR (Light Detection and
Ranging) sensors essentially measure a range based on radio frequencies and optical or infrared
light frequencies, respectively. An important difference between RADARs and LiDARs is in the
dispersion of the signal in space. The RADARSs use antennas with a relatively large beam width,
so there are difficulties in distinguishing small structural details in the objects they detect.

Modern LiDARs, on the other hand, rely almost exclusively on lasers and therefore have much
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better resolution in the signals they receive. Therefore, LIDAR sensors can image a model in
great detail, even from a great distance. Their disadvantage, however, is that they are very
sensitive to weather phenomena, such as rainfall. In contrast, radio waves penetrate clouds,
smoke and fog better and therefore RADARs are the obvious choice as long-range systems on
ships. Available LiDAR sensors are generally considered insufficient for most uses on an
autonomous ship while their development requires high costs mainly due to the extreme weather
phenomena they must support. However, it is likely that the range and resolution of LiDAR
technology will improve in the near future, allowing their use on autonomous ships (Thombre et

al., 2020).

Picture No.4 - Performance of a marine environment as captured by a LIDAR (DNV - GL, 2018b)

Finally, in sensor systems, various visual and audio sensors are important. By optical
sensors we mean all sensors that capture at least a two-dimensional image similar to a human
eye, while acoustic sensors are mainly microphones and especially microphone arrays, which
have the potential to provide valuable information about the marine environment. In an
autonomous navigation system, cameras are used in place of the standard "shift" of sailors
(watchkeeping). Different types of camera systems are necessary for different shift work. For

example, multiple camera sensor arrays may be needed for 360-degree surveillance around the
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vessel. The main challenge with camera systems in marine applications is the requirement for
increased resolution, which, in turn, increases the requirements for computing capacity, storage
capacity and data transfer. As for sound sensors, they can be useful both for describing the ship's
environment (e.g. different types of ships could be detected, classified, and tracked by analyzing
the sounds they make, such as engine sounds), as well as for the automatic detection of

emergencies such as damage detection (Thombre et al., 2020). Remote Control Centers

An important element of the innovation of autonomous ships, in almost all levels of
autonomy, are the remote-control centers or shore control centers (remote-control station/center
or shore control center). The effectiveness of shore control centers is mainly based on
communication with the ship and it is crucial to have properly trained personnel and at the same
time have sufficient information available so that the operators are fully aware of the ship's

situation.

For a remote operator to gain full awareness of the ship's situation, sufficient information
must be transferred from the ship's sensors and systems to the shore control center in a timely
manner. This places requirements on the type, volume and latency of the information transmitted
and how it is presented to the remote operator. Although the conventional modern sensors that
we analyzed in subchapter 2.4.1 are mainly used, the information must be presented in a way that

can be understood by the remote operator (DNV - GL, 2018).

The various information in the remote-control center, it could be the same as available on
the bridge of a conventional ship. The main problem that arises is the connectivity and
telecommunication of the ship with the control center which, although constantly improving, has
only been tested in areas with significant communications capacity. The maximum capacity
required for real-time transmission of information from sensors and instruments can be several
tens of megabits per second depending on the sensors used. Availability, latency and
communication capability depend primarily on the telecommunications carrier available at the
specific location of the ship, as well as the communication technology used on board and at the
control center. Ships operating close to shore will be able to take advantage of ground carriers’
telecommunication while ships operating on the high seas must rely on data transfer via satellite

communication (DNV - GL, 2018).

28



In addition, a significant problem arises with the maintenance or repair of communication
equipment on board. Since the maintenance of the equipment on board cannot be carried out
during the autonomous operation of the ship, the reliability should be such that the maintenance
is carried out only during the stay in the ports (DNV - GL, 2018b). For levels of autonomy where
navigation relies entirely on the ground control center, the remote operator/navigator must make
immediate decisions based on the awareness of the situation at hand or evaluate decisions
already made by an algorithm, based on always the safest navigation and operation of the ship.
However, in the end, the final decision will depend on the ability, skills and best judgment of a

human in the control center, as is the case with traditional manned ships (DNV - GL, 2018b).
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Picture No.5 - Operation diagram of a remote-control center (DNV — GL, 2018b)

Picture No.5 shows the basic functions of a remote-control center for autonomous ships.
The ship is equipped with various automations such as automatic reports, automatic
anchoring/mooring systems and systems that support its fully automatic operation. Then the data
resulting from the automations on board combined with the data from satellites are processed
appropriately. The control center supports functions such as remote monitoring of the ship,
control of mechanical systems, decision making, navigation and piloting, collision avoidance,
etc. Finally, the control center can help optimize a ship's operations by helping to save energy

and manage fleets for greater profitability.
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The safety and quality in shipping has to do both with the safe operation and management
of the ship, cargo and crew, as well as with environmental management and the prevention of
pollution from ships. The new technologies, systems and equipment intended to be used for the
autonomous ships should follow all the safety and quality rules of the international conventions
to ensure its safe operation. However, issues that endanger the safety of the ship such as cyber-
attacks, but also the effects that the operation of the autonomous ship can have on the

environment, are a great challenge for shipping.

2.1.13 Cyber Security in the Operation of the Autonomous Ships
As autonomous ships are heavily dependent on automated systems that require excellent

connectivity both with each other and with global satellite networks, cyber threats are among the
most worrying in terms of their security. This is an ever-increasing risk in increasingly digitized
shipping. Most of the safety issues that autonomous ships face are almost the same as
conventional ships. For traditional manned vessels the guidelines for dealing with safety issues
are well established and the institutional and legislative framework for good practice in maritime
transport already exists. Cyber security is a very recent security issue in shipping and that is why
the various parties involved are constantly enriching and strengthening their armor against such
risks. It is therefore important to first see what the case has been so far for conventional ships

before analyzing the situation for autonomous ships.

In June 2017, it was decided under the ISM Code that from the year 2021 shipowners
must have implemented cyber risk management within their ship security management system
(SMS) (Tam & Jones, 2018). Already in the shipping community there are concerns and
thoughts about dealing with cyber-attacks since there have been several large attacks. The best-
known example is the 2017 attack on the shipping company A.P. Moller — Maersk, which fell
victim to a major cyber-attack caused by the NotPetya malware, which also affected many
organizations worldwide. As a result, Maersk's operations were disrupted with huge
implications. Specifically, Maersk's container ships were left "unruly" at sea and its 76 port
terminals around the world were shut down. Recovery was quick, but within a short time the

company suffered financial losses of up to $300 million (Greenberg, 2018).

So far, efforts have been made by various stakeholders such as ship owners, classification

societies and international regulatory bodies, with the aim of shielding the shipping industry
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from cyber-attacks. A recent survey showed that while the threat may be common, it is treated
very differently among industry professionals around the world. Data collected from two sample
groups (one in Europe and one in Asia) demonstrated that, based on the stage and level of
technology adopted by those involved, cyber security is perceived differently between these two
groups while the pandemic of COVID-19 has highlighted these differences more strongly
(Karamperidis, Kapalidis, & Watson, 2021).

Despite the increasing number of cyber incidents on corporate networks and data, the
maritime transport sector has been slow to respond to them. The fact that cyber risk is somewhat
"intangible" means that its consequences may not be obvious and in these cases difficult to
identify and address. Many times, computers, software, applications or technology systems on
board can continue to operate without noticeable performance problems after attacks. However,
there are also cases where a cyber breach, it can affect an organization's entire infrastructure,

including its fleet and offices around the world (Karamperidis, Kapalidis, & Watson, 2021).

Figure 10 comes from a British security consultancy and shows in detail the points of a
traditional ship that can be the target of attacks. These include sensors, communication systems,
connectivity networks, automation, load, ballast, stability systems, navigation systems, etc. As
the complexity of ships continues to increase, so do the vulnerabilities of ships. For this reason,
each company is asked to study the possible threats and risks based on its ships and then consider

the ways of acting and dealing with the attacks.
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Picture No.6 - Ship Vulnerabilities in a Cyber Attack (PenTestPartners.com, 2022)

According to BIMCO's cyber security handbook, typical vulnerable shipboard systems
are the following (BIMCO, 2020):

 Cargo management and loading systems. The digital systems used for loading, managing and
controlling cargo, including dangerous cargo, communicate with various systems ashore,
including port terminals. These systems usually include tracking elements of the ship's path of
loading, unloading, etc., which are available through the Internet. These communications make

cargo management systems as well as cargo and container data (type, quantity, value) vulnerable

to cyber-attacks.

» Bridge systems. The increasing use of digital systems connected to satellite networks for
information and data delivery makes these systems vulnerable. Non-satellite linked bridge

systems can be just as vulnerable as terrestrial sources are used to update them. A cyber incident
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can extend to disrupting or interfering with an operation and therefore can affect all navigation-

related systems, including ECDIS, GNSS, AIS, VDR and Radar/ARPA.

» Navigation systems. The use of digital systems to monitor and control machinery, propulsion
and steering systems makes these systems vulnerable to cyber-attacks. The vulnerability of these

systems can be increased when used in conjunction with remote monitoring and control.

» Access control and security systems. Digital systems used to support access control to ensure
the physical security of a ship and its cargo, including surveillance, ship security alarm and on-

board electronic systems are vulnerable to cyber-attacks.

» Administrative and crew welfare systems. Computer networks used for ship management or
crew welfare are particularly vulnerable when accessing the internet and email. This can be
exploited by cyber attackers to gain access to onboard systems and data. Software used by ship

management companies or ship owners is also included in this category.

* Public passenger networks. The various wired or wireless networks installed on board for the
benefit of passengers, for example systems entertainment of visitors, should be considered

vulnerable and not linked to no system vital to the safety of the ship.

» Passenger service and management systems. The digital systems that used for boarding,
servicing and access control may hold valuable passenger data. Smart devices (tablets, portable

scanners, etc.) can be used to gain access by hackers to other systems.

* Communication systems. Internet connectivity via satellite and/or other wireless
communication increases the risk of attacks, and recent research shows that, for example, VSAT
signals are vulnerable to attack. In some cases, encrypted communication systems should be
preferred. Some systems also include communication with public authorities to transmit the
required ship and cargo reporting documents. Authentication and verification of various

documents by said authorities should be strictly followed.

Picture No.7 shows the potential attackers as well as the potential motivations for
cyberattacks gathered by BIMCO. It is found that shipping can be faced with a variety of

incidents, from simple incidents of crew negligence that may plug in an infected USB, to
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government organizations or terrorist’s intent on harming global trade.

Finally, it is important to separate the ship's systems into two technology categories. The
former support Information Technology (IT), in which data is used for information, and include
networks, accounts, e-mails, electronic manuals, etc. The latter support Operational Technology
(OT), in which data is used for operational processes. OT systems can be SCADA, ECDIS, AIS,
GPS, remote support, onboard measurement and control systems. A cyber-attack on IT systems

can damage a company's reputation or finances, while an attack on OT systems can lead to

consequences that harm the crew, the environment, the safety of the ship (BIMCO, 2020).

Group Motivation
Accidental actors B No malicious mative but still end up causing unintended harm through bad luck,
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Picture No.7 - Potential attackers and motivations for cyber-attacks on ships (BIMCO, 2020)
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2.1.14 Cyber Security for Autonomous Ships
Although the shipping industry is aware of the importance of cyber security, there is still

confusion about how serious the cyber threat really is, what the risks are to businesses and what
actions can be taken to address them should be taken. Autonomous ships, depending on their
level of autonomy, can have little to no crew. This to some means that these ships are not as
vulnerable to piracy incidents as there is no crew to take hostage. But this does not reduce the
chances of the risk of cyber-attacks. Autonomous ships which basically depend on Information
and Communication Technologies, may be the target of attackers who could remotely control the

ship, resulting in serious damage or disruption to the ship's functionality.

Picture No.8 shows systems that are considered basic and necessary for autonomous
ships, along with their vulnerabilities and possible types of attacks (Tam & Jones, 2018). For
example, it is possible for an attack on the navigation systems of an autonomous ship to include
course alteration, power failure (obfuscation), cargo theft, damage, etc. Attacks can also be made
on navigation systems (AIS, GNSS, RADAR), cargo handling systems (deck equipment,
mooring and anchoring mechanisms, engine room), and sensor systems (speed, environment,

proximity, cameras).

An attack on the autonomous ship's navigation system enables hackers to gain control of
the ship and direct it wherever they wish. Such attacks can cause incalculable damage to
international trade. Various studies have been done with possible scenarios and possible
countermeasures, in order to inform and sensitize all the relevant agencies in order to create even
more secure systems. (Hoyhtya et al, 2017, Kavallieratos, Katsikas & Gkioulos, 2018, Tam &
Jones, 2018).
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Picture No.8 Cyber Attack Scenarios (Tam & Jones, 2018)

Someone can note that the above systems do not differ greatly from the systems
considered vulnerable in traditional manned ships. Therefore, many of the guidelines and
procedures followed for manned vessels will also apply to autonomous vessels. However,
additional care is needed for systems on land, in case a remote-control center is used depending
on the level of autonomy of the ships. It should also be mentioned that training the staff about the
risks and how to deal with the cyber-attack will be an additional cost on the balance sheet of the
unmanned ship, especially since the shipping company can be held liable if it does not take
reasonable measures to protect the information from unauthorized access. Undoubtedly, security

from cyber-attacks should be a priority when designing new technologies for autonomous ships.
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2.2 Technologies for MAAS — Existing Applications and Systems Contexts
The idea of autonomy in shipping, is not new. In 1973 in the book "Ships and Shipping of

Tomorrow", Rolf Schonknecht described the ships of the future as ships that would sail using
computers while a captain could carry out his duties in an office building somewhere on land. A
little later, in the 1980s, the idea of unmanned smart ships was discussed in Japan, but when
cheaper foreign crews became available, the idea was dropped. In the 2000s, the concept of
smart ships re-emerged, first through an IMO initiative in 2005 aimed at increasing maritime
safety, and in 2007 in a document on the development of the European shipping industry by
Waterborne TP.

The IMO vision for electronic navigation (e-Navigation) was defined a