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Abstract

Open-source digital forensics is the use of open-source tools and techniques to extract, analyze,
and present digital evidence in a manner that is legally admissible. In recent years, the use of open-source
tools in digital forensics has gained popularity due to their cost-effectiveness, flexibility, and wide range
of features.

This study aims to evaluate the effectiveness of open-source digital forensics tools in relation to
their closed-source counterparts. To do this, a range of open-source and closed-source tools will be tested
on a variety of digital devices and systems to determine their capabilities and limitations.

The results of this study will be used to identify the strengths and weaknesses of open-source
digital forensics tools and to determine their suitability for use in forensic investigations and other
contexts. This will provide valuable insights for forensic practitioners and researchers seeking to use
open-source tools in their work.

There are many open-source tools-software programs that are freely available to use and modify
for digital forensics. Some very popular are Autopsy, The Sleuth Kit, Foremost, Scalpel and Wireshark.
Though these are some very popular tools, used in digital forensics, there are many other available, and
new ones are being developed all the time.
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1. Introduction

Before we dive into the tools and technics which will be explained and explored in this thesis, it is
essential to understand the term Digital forensics. Digital forensics is the process of using specialized
techniques and tools to extract, analyze, and present digital evidence in a manner that is legally
admissible. This evidence can be used to support investigations and prosecutions of crimes that involve
the use of digital devices or systems, such as cybercrime, identity theft, and financial fraud. Digital
forensics can also be used in civil cases to gather evidence in disputes over matters such as intellectual
property or contract disputes.

Digital forensics, although relatively new (dated in the late 1970s, but officially in 1984 by the
FBI Laboratory and other law enforcement agencies when they began developing programs to examine
computer evidence) is a rapidly evolving field that requires professionals to stay up to date with the latest
tools and techniques. It is a critical component of investigations into cybercrime, fraud, and other types of
digital wrongdoing. In the past few decades, the use of digital technology has exploded, and as a result,
digital forensics has become an increasingly important field. Digital devices, such as computers,
smartphones, and tablets, are now an integral part of modern life and are often used to store a wide range
of personal and business-related data. This data can be a valuable source of evidence in forensic
investigations and other contexts.

The field of digital forensics involves the use of specialized tools and techniques to extract and
analyze data from digital devices and systems. This can include recovering deleted files, analyzing
browser history, and examining log files to gather evidence that may be relevant to an investigation.
Digital forensics can also be used to identify and track the activities of individuals, as well as to
reconstruct events and identify the source of any wrongdoing.

There are several challenges that can arise in the field of digital forensics, which can make it
difficult to collect, analyze, and present digital evidence accurately and effectively. These challenges
include technical challenges, such as data recovery and data integrity, and legal challenges, such as the
admissibility of evidence and expert testimony. There are also ethical challenges, such as bias and
conflicts of interest, that can impact the integrity and credibility of digital evidence and the professionals
who collect and analyze it.

To address these challenges, digital forensics professionals must be well-trained and proficient in
the use of specialized tools and techniques and must also be familiar with relevant laws and regulations.
They must also be objective and unbiased in their analysis and interpretation of digital evidence and must
maintain the integrity of the evidence throughout the process.

In addition to its role in forensic investigations, digital forensics can also be used to support an
organization's compliance efforts and to ensure that it is in compliance with relevant laws and regulations.
This may involve conducting regular audits and assessments of an organization's digital systems and
processes to identify potential vulnerabilities and risks.

In recent years, the use of open-source tools in digital forensics has gained popularity due to their
cost-effectiveness, flexibility, and wide range of features. While closed-source tools are often the go-to
choice for forensic professionals, open-source tools can be a viable alternative in certain cases, and it is
important to evaluate their effectiveness and suitability for use in specific contexts.

Overall, the field of digital forensics is an important and rapidly growing area that plays a crucial
role in investigations, compliance efforts, and other contexts where digital evidence is needed. It is



essential for professionals to be well-trained and proficient in the use of specialized tools and techniques,
and to be familiar with relevant laws and regulations in order to effectively and accurately collect,
analyze, and present digital evidence in a manner that is legally admissible.



2. Theoretical Part 1 - The different aspects of digital Forensics

2.1. The history and evolution of digital forensics
The field of digital forensics has a relatively short history compared to some other forensic disciplines, but
it has undergone significant evolution and development in the past few decades.

Digital forensics emerged in the 1980s, in response to the growing use of computers in business
and personal life. As computers became more prevalent, they began to be used as a tool for committing
crimes, such as embezzlement, fraud, and intellectual property theft. Law enforcement agencies and
private companies began to develop specialized techniques and tools to extract and analyze digital
evidence from computers in order to support investigations and prosecutions of these crimes.

In the early days of digital forensics, the focus was primarily on computer-based crimes, and the
tools and techniques used were basic and largely manual. As computers became more sophisticated and
the use of digital technology expanded, so did the need for more advanced digital forensics tools and
techniques.

The Federal Bureau of Investigation (FBI) began using digital forensics as part of its
investigations in the 1980s (1984%), as the use of computers in business and personal life became more
widespread. In the early days of digital forensics, the focus was primarily on computer-based crimes, and
the tools and techniques used were basic and largely manual.

As computers and digital technology became more sophisticated and the use of the internet
increased, the FBI began to develop more advanced digital forensics tools and techniques to support its
investigations

In the 1990s, the use of computers and the internet became more widespread, leading to a
significant increase in the number of cybercrimes. These crimes included hacking, identity theft, and
financial fraud, and they required the development of more advanced digital forensics tools and
techniques to support the investigation and prosecution of these crimes.

One of the key developments in digital forensics in the 1990s was the emergence of forensic
laboratories and forensic science programs specifically focused on digital evidence. These laboratories
and programs were established to provide specialized training and resources for digital forensics
professionals and to support the investigation and prosecution of cybercrimes.

Another significant development in the 1990s was the establishment of professional organizations
and certification programs specifically focused on digital forensics. These organizations and programs
were designed to provide a professional framework and standards for the field, as well as to provide
ongoing education and training for digital forensics professionals.

In addition to these developments, the 1990s also saw the emergence of new tools and techniques
specifically designed for the forensic analysis of digital evidence. These tools included forensic software,
hardware, and methodologies that were designed to extract and analyze data from computers and other
digital devices in a manner that was both accurate and legally admissible.

The 2000s the use of digital technology continued to grow and evolve, leading to further
developments in the field of digital forensics. One of the key developments in the 2000s was the
emergence of new types of digital devices, such as smartphones and tablets, which led to the expansion of
digital forensics to include these types of devices.

The proliferation of smartphones and tablets, and the vast amounts of personal and business-
related data that they stored, made them a valuable source of evidence in forensic investigations and other

1 https://www.open.edu/openlearn/science-maths-technology/digital-forensics/content-section-4.2,
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contexts. As a result, the 2000s saw the development of new tools and techniques specifically designed for
the forensic analysis of data from these devices, as well as the need for specialized training and
certification in mobile device forensics.

In addition to the emergence of new types of digital devices, the 2000s also saw the development
of new tools and techniques for the forensic analysis of data from traditional computer systems. These
tools and techniques were designed to support the investigation and prosecution of a wide range of
cybercrimes, including hacking, identity theft, and financial fraud.

The 2000s also saw the emergence of new professional organizations and certification programs
specifically focused on digital forensics. These organizations and programs were designed to provide a
professional framework and standards for the field, as well as to provide ongoing education and training
for digital forensics professionals.

The field of digital forensics has evolved significantly in response to the rapid growth and
evolution of digital technology. Today, digital forensics plays a crucial role in investigations and other
contexts where digital evidence is needed, and the use of specialized tools and techniques is essential to
extract and analyze this evidence in a reliable and legally admissible manner.

2.2. The technical processes involved in digital forensic investigations

The technical processes involved in digital forensic investigations generally follow a specific
sequence, known as the digital forensic process. The steps in this process may vary depending on the
specific circumstances of the investigation and the tools and techniques used, but they generally include:

Data collection: This involves identifying and preserving the digital evidence, which may include
electronic devices, disk images, and other types of digital media. The evidence must be collected in a way
that maintains its integrity and can be used as evidence in a court of law.

Examination: During the examination phase, the forensic investigator will analyze the collected
evidence to identify relevant data and extract it for further analysis. This may involve using specialized
software and hardware tools to extract and analyze data from disk images, file systems, and other types of
digital media.

Analysis: The extracted data is then analyzed to identify patterns, trends, and other relevant
information that may be relevant to the investigation. This may involve using statistical analysis, data
visualization, and other techniques to make sense of the data.

Presentation: The results of the analysis are then presented in a clear and concise manner, often in the
form of a report or presentation. The presentation should be tailored to the specific audience, whether it is
a court of law, law enforcement, or another stakeholder.

Overall, the goal of the digital forensic process is to collect, examine, and analyze digital evidence in
a systematic and scientific manner, and to present the results in a way that is clear and understandable to
the intended audience.

2.3. Thelegal aspects of digital forensics

The legal aspects of digital forensics are an important part of the field, as digital evidence is often
used in criminal and civil proceedings as a means of proving or disproving a claim.
There are several legal considerations that must be taken into account when using digital evidence in a
court of law, including:

Admissibility of evidence: Digital evidence must be collected and analyzed in a way that
maintains its integrity and reliability. This often involves following specific procedures and guidelines to
ensure that the evidence is collected and analyzed in a way that is acceptable to the court.

Chain of custody: The chain of custody refers to the documentation of who has handled the
evidence and when. This is important to establish the authenticity and reliability of the evidence.

Expert testimony: In many cases, a forensic expert may be called upon to testify in court about the
digital evidence and its relevance to the case. The expert must be qualified to testify about the specific



topic and must be able to present the evidence in a clear and unbiased manner.

Ethical considerations: Digital forensics professionals have a responsibility to follow ethical
guidelines and principles when collecting and analyzing digital evidence. This includes respecting the
privacy of individuals and avoiding any actions that may compromise the integrity of the evidence.

Overall, the legal aspects of digital forensics are an important consideration when using digital
evidence in a court of law. Ensuring that the evidence is collected and analyzed in a reliable and ethical
manner is critical to ensuring its admissibility and reliability in a legal setting?

2.4. Therole of digital forensics in various fields

Digital forensics plays a role in a wide range of fields, including law enforcement, cybersecurity,
corporate investigations, and civil litigation. Some specific ways in which digital forensics is used in these
fields include law enforcement, cybersecurity, corporate investigations, and civil litigation.

2.4.1 The role of digital forensics in Law enforcement

Digital forensics is fundamental in law enforcement by providing a means of collecting,
analyzing, and presenting digital evidence in a manner that is legally admissible. This evidence can be
used to support investigations and prosecutions of crimes that involve the use of digital devices or
systems, such as cybercrime, identity theft, and financial fraud.

In law enforcement, digital forensics is often used to extract and analyze data from seized digital devices,
such as computers, smartphones, and tablets. This can include recovering deleted files, analyzing browser
history, and examining log files to gather evidence that may be used to build a case against a suspect.

Digital forensics can also be used to identify and track cybercriminals, as well as to reconstruct
events and identify the source of cyber-attacks. This may involve analyzing network traffic and log files to
identify patterns of behavior or identifying indicators of compromise on affected systems.

In addition to being used in criminal cases, digital forensics can also be used in civil cases to
gather evidence in disputes over matters such as intellectual property or contract disputes. This may
involve analyzing the use of proprietary information or examining the authenticity of electronic
documents.

Overall, the role of digital forensics in law enforcement is to provide a reliable and legally
admissible means of collecting and analyzing digital evidence that can be used to support investigations
and prosecutions of crimes involving the use of digital technology, as well as to gather evidence in civil
cases involving disputes over matters such as intellectual property or contract disputes.

2.4.2 The role of digital forensics in cybersecurity

In the event of a security breach, digital forensics can be used to gather and analyze evidence to
determine the cause and extent of the incident. This may involve extracting and analyzing data from
affected systems and devices, as well as examining log files and network traffic to identify the source and
nature of the attack.

Digital forensics can also be used to track and identify the perpetrators of cyber attacks and to
gather evidence that can be used in legal proceedings.

2 Legal Aspects of Digital Forensics: A Research Agenda, Kara Nance, Daniel J. Ryan, 2011



In addition to its role in responding to security breaches, digital forensics can also be used to
proactively identify and mitigate potential vulnerabilities and threats to an organization's systems and
data. This may involve conducting regular audits and assessments of an organization's security posture, as
well as implementing measures such as intrusion detection and prevention systems.

Overall, the role of digital forensics in cybersecurity is to provide a means of identifying,
analyzing, and responding to cyber attacks and other security breaches, as well as to proactively identify
and mitigate potential vulnerabilities and threats to an organization's systems and data.

2.4.3 The role of digital forensics in corporate investigations

Digital forensics plays a crucial role in corporate investigations by providing a means of
collecting, analyzing, and presenting digital evidence that can be used to support internal investigations
into misconduct, fraud, and other types of wrongdoing within an organization.

In the course of a corporate investigation, digital forensics can be used to extract and analyze data
from digital devices and systems, such as computers, servers, and mobile devices. This can include
recovering deleted files, analyzing browser history, and examining log files to gather evidence that may be
relevant to the investigation.

Digital forensics can also be used to identify and track the activities of individuals within an
organization, as well as to reconstruct events and identify the source of any wrongdoing. This may involve
analyzing email and messaging records, as well as examining the use of company-owned devices and
systems.

In addition to its role in corporate investigations, digital forensics can also be used to support an
organization's compliance efforts and to ensure that it is in compliance with relevant laws and regulations.
This may involve conducting regular audits and assessments of an organization's digital systems and
processes to identify potential vulnerabilities and risks.

Overall, the role of digital forensics in corporate investigations is to provide a reliable and legally
admissible means of collecting and analyzing digital evidence that can be used to support internal
investigations into misconduct and other types of wrongdoing within an organization, as well as to support
compliance efforts and ensure that an organization is operating in accordance with relevant laws and
regulations.

2.4.4 The role of digital forensics in civil litigation

Digital forensics contributes to civil litigation by providing a means of collecting, analyzing, and
presenting digital evidence that can be used to support or refute legal arguments in civil cases.

In the course of civil litigation, digital forensics can be used to extract and analyze data from
digital devices and systems, such as computers, servers, and mobile devices. This can include recovering
deleted files, analyzing browser history, and examining log files to gather evidence that may be relevant to
the case.

Digital forensics can also be used to identify and track the activities of individuals, as well as to
reconstruct events and identify the source of any wrongdoing. This may involve analyzing email and
messaging records, as well as examining the use of company-owned devices and systems.

In addition to its role in civil litigation, digital forensics can also be used to support an
organization's compliance efforts and to ensure that it is in compliance with relevant laws and regulations.
This may involve conducting regular audits and assessments of an organization's digital systems and
processes to identify potential vulnerabilities and risks.

Overall, the role of digital forensics in civil litigation is to provide a reliable and legally
admissible means of collecting and analyzing digital evidence that can be used to support or refute legal
arguments in civil cases, as well as to support compliance efforts and ensure that an organization is
operating in accordance with relevant laws and regulations.



2.5 The challenges and limitations of digital forensics
There are several challenges and limitations of digital forensics that can impact the effectiveness
and reliability of the field. Some common challenges and limitations include:

Technical challenges: technical challenges that can arise in the field of digital forensics, which can make it
difficult to accurately and effectively collect, analyze, and present digital evidence. Some of the main
technical challenges in digital forensics include:

1.Data recovery: In some cases, data may be deleted or otherwise lost due to system failures, user
error, or malicious attacks. Digital forensics professionals must be able to use specialized techniques and
tools to recover this data in a manner that is both accurate and legally admissible.

2.Data integrity: Digital forensics relies on the integrity of the data being analyzed. If data has
been tampered with, altered, or corrupted, it may be difficult or impossible to accurately interpret and use
it as evidence.

3.Data volume: The amount of data that may be relevant to a digital forensics investigation can be
vast, making it challenging to effectively analyze and sort through all of the data in a reasonable amount
of time.

4.Data encryption: Encrypted data can be difficult or impossible to analyze without the
appropriate decryption keys. This can make it challenging to gather and analyze evidence from encrypted
devices or systems.

5.Data storage: The various types of storage media used in digital devices and systems can make it
challenging to extract and analyze data. Different storage media can have different data structures and
require different forensic techniques to extract and analyze data®.

Legal challenges: Digital forensics must adhere to strict legal guidelines and standards in order to
ensure that the evidence is collected and analyzed in a way that is acceptable to the court. This can be
challenging, as the laws and regulations governing digital evidence may vary from one jurisdiction to
another. Legal challenges that can arise in the field of digital forensics, which can make it difficult to
collect, analyze, and present digital evidence in a manner that is legally admissible accurately and
effectively. Some of the main legal challenges in digital forensics include:

1.Privacy concerns: Digital forensics involves the collection and analysis of personal data, which
can raise privacy concerns. Professionals must ensure that they are in compliance with relevant laws and
regulations that protect individuals' privacy rights.

2.Chain of custody: Digital evidence must be collected and handled in a manner that maintains the
integrity of the evidence. This requires strict adherence to a chain of custody, which documents the
handling of the evidence from the time it is collected to the time it is presented in court.

3.Admissibility of evidence: In order for digital evidence to be admissible in court, it must meet
certain legal standards, such as being relevant to the case, reliable, and obtained in a manner that is
consistent with the law.

4.Expert testimony: Digital forensics often involves the use of specialized knowledge and
techniques that may be unfamiliar to judges and jurors. Expert testimony may be required to explain the
technical aspects of the evidence and how it was collected and analyzed®*.

Ethical challenges: Digital forensics involves working with sensitive and personal data, which can
raise ethical considerations. For example, forensic analysts must ensure that they respect the privacy of
individuals and avoid any actions that may compromise the integrity of the evidence. Some of the main
ethical challenges in digital forensics include:

1.Bias: Digital forensics professionals must be objective and unbiased in their analysis and

3 Challenges-in-Digital-Forensics, Sarah Moore, 2021
4 Legal Issues in Computer Forensics and Digital Evidence Admissibility, George Raburu & Lawrence Dinga, Jul
2020



interpretation of digital evidence. Any bias or preconceived notions can impact the accuracy and
reliability of the evidence.

2.Conflicts of interest: Digital forensics professionals may be faced with conflicts of interest if
they have personal or professional relationships with parties involved in the case. It is important for
professionals to disclose any conflicts of interest and recuse themselves if necessary to maintain the
integrity of the evidence.

3.Sensitive data: Digital forensics professionals may come across sensitive or confidential
information during the course of an investigation. It is important for professionals to handle this
information with discretion and to ensure that it is handled in a manner that is consistent with relevant
laws and regulations.

4 Professional standards: Digital forensics professionals are expected to adhere to professional
standards and guidelines, such as those set forth by professional organizations and industry standards.
Failure to do so can impact the credibility and reliability of the evidence.®

Overall, the challenges and limitations of digital forensics can impact the effectiveness and
reliability of the field. By addressing these challenges and limitations, forensic analysts can help to ensure
that the digital evidence they collect and analyze is reliable and scientifically valid, and that it can be used
effectively in a variety of settings.

2.6 Emerging trends and developments in digital forensics

There are several emerging trends and developments in digital forensics that are likely to shape the
field in the coming years. Some of these trends include:

The use of artificial intelligence: There is increasing interest in the use of artificial intelligence (Al) in
digital forensics, as it has the potential to automate and streamline many of the tasks involved in forensic
analysis. For example, Al algorithms could be used to analyze large amounts of data and identify patterns
or anomalies that would be difficult for a human analyst to detect.

The increasing importance of cloud-based evidence: As more and more data is stored in the cloud, the
importance of cloud-based evidence is likely to increase in digital forensics. This will require forensic
analysts to develop new tools and techniques for collecting and analyzing cloud-based data.

The rise of Internet of Things (IoT) devices: The proliferation of Internet of Things (IoT) devices,
such as smart home devices and wearable technology, is likely to present new challenges and
opportunities for digital forensics. Forensic analysts will need to develop new tools and techniques for
collecting and analyzing data from these devices.

The growth of mobile forensics: The increasing use of smartphones and other mobile devices is likely
to continue to drive the growth of mobile forensics, which involves collecting and analyzing data from
these devices.

Overall, these emerging trends and developments are likely to shape the field of digital forensics in
the coming years and will require forensic analysts to adapt and develop new skills and technologies in
order to keep pace with these changes.

5 Ethical issues raised by data acquisition methods in digital forensics research, Brian Roux, Paul Sant, 2012



2.7 Tools and techniques used in digital forensics

There are a wide range of tools and techniques used in digital forensics, and the specific tools and
techniques used can vary depending on the specific context and needs of an investigation. Some of the key
tools and techniques used in digital forensics include:

Data collection: One of the first steps in any digital forensics investigation is the collection of data
from the relevant digital devices and systems. This can involve using specialized hardware and software
to create a forensic copy of the data, which can then be analyzed without altering the original data.

Data recovery: In some cases, it may be necessary to recover deleted or damaged data from a digital
device or system. This can involve using specialized software and techniques to extract data from the
device or system, even if it has been deleted or damaged.

Data analysis: Once data has been collected and recovered, it must be analyzed in order to identify
any relevant evidence. This can involve using specialized software and techniques to examine the data,
such as analyzing browser history, examining log files, and reconstructing events.

Data presentation: Once the analysis of the data is complete, the results must be presented in a manner
that is legally admissible. This can involve creating reports and other documentation that clearly and
accurately describe the analysis and results, and that are supported by relevant documentation and
evidence.

Mobile device forensics: With the proliferation of smartphones and tablets, mobile device forensics
has become an increasingly important area of digital forensics. This involves the use of specialized tools
and techniques to extract and analyze data from these types of devices, including SMS messages, call
logs, and other types of data.

Cloud forensics: With the increasing use of cloud-based systems and services, cloud forensics has
become a growing area of digital forensics. This involves the use of specialized tools and techniques to
extract and analyze data from cloud-based systems, such as data stored in cloud-based applications or on
cloud-based servers.

Network forensics: Network forensics involves the use of specialized tools and techniques to extract
and analyze data from computer networks, including data transmitted over the internet or within a local
network. This can be used to support the investigation of cybercrimes, such as hacking and identity theft,
as well as to identify and track the activities of individuals within a network.

Open-source tools: In recent years, the use of open-source tools in digital forensics has gained
popularity due to their cost effectiveness, flexibility, and wide range of features. Open-source tools are
developed and maintained by a community of volunteers and are freely available to users. While closed-
source tools are often the go-to choice for forensic professionals, open-source tools can be a viable
alternative in certain cases, and it is important to evaluate their effectiveness and suitability for use in
specific contexts.

Data visualization: Data visualization tools can be used to present data in a visual format, such as
graphs, charts, and maps, in order to make it easier to understand and interpret. This can be particularly
useful in cases where there is a large amount of data to be analyzed, as it can help to highlight patterns and
trends that may not be immediately apparent in raw data.

Data hashing: Data hashing is a technique used to verify the integrity of data. It involves creating a
unique numerical value, or hash, for a set of data, and comparing the hash to a known value to ensure that
the data has not been altered. Data hashing is often used in digital forensics to ensure the integrity of data
during the collection and analysis process.

Tools used in digital forensics include:

Hardware tools: These are physical devices that are used to collect and analyze digital evidence.
Examples include forensic workstations, disk duplicators, and write blockers.

Software tools: These are specialized software programs that are used to analyze digital evidence.
Examples include forensic analysis software, disk imaging software, and file recovery software.

Forensic methodologies: These are specific approaches and techniques used to analyze digital
evidence. Examples include forensic analysis of disk images, file system analysis, and network traffic
analysis.



Forensic standards: These are established guidelines and best practices for collecting and analyzing
digital evidence. Examples include the National Institute of Standards and Technology (NIST) Digital
Forensic Process Standard and the Association of Digital Forensics, Security and Law (ADFSL) Digital
Forensic Standard.

Overall, the tools and techniques used in digital forensics depend on the specific needs of the
investigation and the type of digital evidence being analyzed. By using a combination of hardware and
software tools, forensic methodologies, and forensic standards, forensic analysts are able to extract and
analyze digital evidence in a reliable and scientifically valid manner.

2.8 Mobile Device forensics

Mobile device forensics is a branch of digital forensics that focuses on the recovery and analysis of
data from mobile devices, such as smartphones and tablets. The goal of mobile device forensics is to
extract and analyze evidence from these devices in a forensic manner, meaning that the evidence is
collected and analyzed in a way that is admissible in a court of law.

Mobile device forensics involves the use of specialized tools and techniques to extract data from a
mobile device, including both the device's memory and any external storage media, such as a SIM card or
SD card. The extracted data can include text messages, call logs, contacts, photos, videos, and other types
of digital evidence.

Mobile device forensics is often used in criminal investigations, as well as in civil and corporate
cases, to uncover evidence related to cybercrimes, fraud, and other types of wrongdoing. It is also used to
recover lost or deleted data, such as photos or text messages, for personal or business purposes. In the
context of a forensic investigation, mobile devices can be a valuable source of evidence, as they often
contain a wealth of information about an individual's activities, communications, and location. Mobile
device forensics involves the use of specialized tools and techniques to extract and analyze data from
mobile devices in a manner that is both accurate and legally admissible.

There are several challenges that can arise in the field of mobile device forensics, including data
recovery, data integrity, and data encryption. Mobile devices can also present challenges related to data
storage and the various types of storage media used in these devices.

In addition to its role in forensic investigations, mobile device forensics can also be used in corporate
investigations, civil litigation, and other contexts to collect and analyze digital evidence from mobile
devices.

Overall, mobile device forensics is an important tool for extracting and analyzing data from mobile
devices in a manner that is both accurate and legally admissible, and plays a crucial role in forensic
investigations, corporate investigations, and other contexts where digital evidence from mobile devices is
needed.

2.9 Cloud forensics

Cloud-based systems and services have become an integral part of modern business and personal life,
and they often store a wide range of data that can be relevant to forensic investigations. Cloud forensics
involves the use of specialized tools and techniques to extract and analyze data from cloud-based systems
and services in a manner that is both accurate and legally admissible.

Cloud forensics is the process of collecting, analyzing, and presenting digital data stored in the cloud
as evidence in a court of law. It involves identifying, preserving, and extracting all these digital data from
cloud-based systems and services, such as cloud storage providers, cloud-based email services, and cloud-
based applications.

The process of cloud forensics typically involves identifying the relevant cloud-based systems and
services, collecting and preserving the digital evidence, and extracting and analyzing the data from the

6 https://cellebrite.com/en/digital-forensics/mobile-device-forensics/, Cellebrite, 2022
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cloud. This may involve using specialized tools and techniques, such as forensic analysis software and
network traffic analysis, as well as following specific forensic methodologies and standards to ensure the
integrity and reliability of the evidence.

Cloud forensics is an important field that is used in a wide range of criminal investigations, corporate
investigations, and civil litigation. By collecting and analyzing cloud-based data in a scientifically sound
manner, forensic analysts are able to provide valuable insights and help to solve complex problems in a
variety of settings.

several cloud forensics challenges are unique to this field. The challenges of cloud forensics include
both legal and technical difficulties. The potential issues with cloud forensic analysis include:

Jurisdiction complications: Cloud services are often hosted in different states or countries from the
user’s location. Users can sometimes — but not always — choose this location. Google, for example, has
cloud servers in North and South America, Europe, Asia, and Australia. This can create complications
when determining which jurisdiction has authority over the crime.

Instability: In traditional digital forensics investigations, the IT environment is often “frozen” to
prevent interruptions or further issues while investigators complete their work. However, this is usually
impossible with public cloud providers, which may serve thousands or millions of customers. Instead, the
environment remains live and changeable (and therefore, potentially unstable.

Physical access: In some cases, physically inspecting a cloud server can help with forensics. However,
this is a challenge with large cloud providers, which enact strict security regulations to prevent
unauthorized individuals from entering the premises. In addition, as mentioned above, there’s no
guarantee that the cloud server will be physically located close to the investigator.

Decentralization: Cloud providers often store files across several machines or data centers to improve
data availability and reliability. This decentralization and fragmentation make it more challenging to
identify the problem and perform forensics.

Unavailable or deleted data: Cloud providers may differ in terms of the information they provide to
investigators. For example, log files may not be available. In addition, if the crime resulted in data being
deleted, it becomes a challenge to reconstruct this data, identify the owner, and use it in cloud forensic
analysis. In addition to its role in forensic investigations, cloud forensics can also be used in corporate
investigations, civil litigation, and other contexts to collect and analyze digital evidence from cloud-based
systems and services.’

2.10 Network forensics

Network forensics is the process of using specialized tools and techniques to extract and analyze data
from computer networks in order to support forensic investigations and other contexts where network data
is needed. Network forensics involves the capture, analysis, and presentation of network data in a manner
that is legally admissible, and it is an important tool for identifying and tracking the activities of
individuals within a network, as well as for reconstructing events and identifying the source of any
wrongdoing.

There are several key tools and techniques used in network forensics, including:

Network sniffing: Network sniffing involves the use of specialized software or hardware to capture
and analyze network traffic in real-time. Network sniffing tools can be used to capture data transmitted
over a network, including email, web traffic, and other types of data, and to identify patterns and trends
that may be relevant to an investigation.

Packet analysis: Packet analysis involves the examination of individual packets of data transmitted
over a network in order to identify and analyze their contents. Packet analysis tools can be used to
examine the header and payload of packets, as well as to reconstruct the data contained within the packets.

Log analysis: Network log files contain a record of activity on a network, and log analysis tools can
be used to examine these logs in order to identify patterns and trends that may be relevant to an

"RightScale State of the Cloud Report from Flexera, Flexera, 2019



investigation. Log analysis tools can be used to analyze logs from a variety of sources, including firewalls,
routers, and servers.

Network mapping: Network mapping tools can be used to create a visual representation of a network,
including the nodes and connections within the network. Network mapping tools can be used to identify
the structure and layout of a network, as well as to identify potential vulnerabilities and areas of interest
within the network.

Intrusion detection and prevention: Intrusion detection and prevention tools can be used to monitor
network activity for signs of potential threats or malicious activity. These tools can be configured to
trigger an alert or take other actions in response to suspicious activity, and they can be used to help
prevent network attacks or other types of cyber threats.

Data carving: Data carving involves the use of specialized tools and techniques to extract data from a
network, even if it has been deleted or otherwise hidden. Data carving tools can be used to recover data
from a variety of sources, including hard drives, servers, and other types of digital media.

Overall, the tools and techniques used in network forensics are designed to extract and analyze data
from computer networks in a manner that is accurate and legally admissible. Network forensics plays a
crucial role in the investigation and prosecution of cybercrimes, as well as in the identification and
prevention of cyber threats. Network forensics professionals must be well-trained and proficient in the use
of these tools and techniques in order to effectively and accurately collect and analyze network data.



3. Theoretical Part 2 - Open source tools for digital forensics

Over the past few decades, the use of digital technology has become increasingly widespread, leading
to a significant increase in the number of cybercrimes. As a result, the field of digital forensics has
emerged as a critical tool for the investigation and prosecution of these crimes.

Digital forensics involves the use of specialized tools and techniques to extract and analyze data
from digital devices and systems in a manner that is both accurate and legally admissible.

One of the key developments in digital forensics has been the emergence of open-source tools,
which are developed and maintained by a community of volunteers and are freely available to users.

This dissertation aims to provide a comprehensive analysis of open-source tools for digital forensics,
including their history, benefits, challenges, and potential considerations. The dissertation will begin with
a review of the history and evolution of open-source tools in digital forensics, followed by an examination
of the benefits and challenges of using these tools in forensic contexts. A review of existing open-source
tools for digital forensics will be presented, followed by case studies or real-world examples of the use of
these tools in forensic contexts. The dissertation will also include a comparison of open-source and
closed-source tools for digital forensics, as well as a discussion of the ethical, legal, and professional
considerations related to the use of open-source tools in digital forensics.

3.1 The History and Evolution of Open-Source Tools in Digital Forensics

The use of open-source tools in digital forensics has a long and varied history, and it has evolved
significantly over time. This chapter will provide a review of the development and adoption of open-
source tools in digital forensics, and it will explore the factors that have contributed to their growth and
popularity.

The chapter will begin by examining the early days of open-source tools in digital forensics, including the
first open-source tools that were developed and the challenges that were faced in their adoption. It will
then trace the evolution of open-source tools over time, including the development of new tools and the
adoption of open-source tools in a wider range of contexts.

The chapter will also explore the factors that have contributed to the growth and popularity of open-source
tools in digital forensics, including their cost effectiveness, flexibility, and wide range of features. It will
also examine the role of professional organizations and certification programs in promoting the use of
open-source tools in digital forensics.

Overall, this chapter will provide a comprehensive review of the history and evolution of open-source
tools in digital forensics, and it will explore the factors that have contributed to their growth and
popularity.

3.2 The Benefits and Challenges of Using Open-Source Tools in Digital Forensics

The use of open-source tools in digital forensics offers a number of potential benefits, as well as a number
of challenges and considerations. This chapter will examine the advantages and disadvantages of using
open-source tools compared to closed-source tools, and it will explore the specific benefits and challenges
of using open-source tools in forensic contexts.

The chapter will begin by reviewing the benefits of using open-source tools in digital forensics, including
their cost effectiveness, flexibility, and wide range of features. It will also examine the role of open-source
tools in promoting transparency and collaboration within the forensic community.

The chapter will then explore the challenges and considerations associated with using open-source tools in
digital forensics, including issues related to the quality and reliability of these tools, as well as the



potential legal and ethical implications of using open-source tools in forensic contexts. It will also
examine the potential risks and limitations of using open-source tools, and it will discuss the steps that
should be taken to mitigate these risks and ensure the accuracy and reliability of the results obtained using
these tools.

Overall, this chapter will provide a comprehensive analysis of the benefits and challenges of using open-
source tools in digital forensics, and it will explore the specific considerations that must be taken into
account when evaluating the suitability of these tools for use in forensic contexts.

3.3 A Review of Existing Open-Source Tools for Digital Forensics

There are a wide range of open-source tools available for digital forensics, and it is important for forensic
professionals to be familiar with the features and capabilities of these tools in order to make informed
decisions about their suitability for use in specific contexts. This chapter will provide a review and
analysis of the available open-source tools for digital forensics, including their features, capabilities, and
limitations.

The chapter will begin by reviewing the various categories of open-source tools for digital forensics,
including tools for data collection, data recovery, data analysis, and data presentation. It will then provide
a detailed review of the specific open-source tools that are available within each category, including their
features, capabilities, and limitations.

The chapter will also examine the potential considerations that should be taken into account when
evaluating the suitability of specific open-source tools for use in forensic contexts, including factors such
as the complexity of the tool, its reliability and accuracy, and its compatibility with other forensic tools
and technologies.

Overall, this chapter will provide a comprehensive review and analysis of the available open-source tools
for digital forensics, and it will explore the features, capabilities, and limitations of these tools in order to
assist forensic professionals in making informed decisions about their suitability for use in specific
contexts.

3.4 Case Studies or Real-World Examples of the Use of Open-Source Tools in Digital
Forensics

One of the best ways to understand the potential of open-source tools for digital forensics is to examine
real-world examples of their use. This chapter will provide case studies or real-world examples of the use
of open-source tools in digital forensics, and it will analyze the effectiveness and efficiency of these tools
in these contexts.

The chapter will begin by reviewing the specific case studies or examples that will be examined, and it
will provide a brief overview of the context and objectives of each case. It will then provide a detailed
examination of he specific open-source tools that were used in each case, including the specific features
and capabilities that were utilized.

The chapter will also analyze the results obtained using open-source tools in each case, and it will
evaluate the effectiveness and efficiency of these tools in achieving the objectives of the investigation. It
will also discuss any challenges or considerations that were encountered in the use of open-source tools in
these contexts, and it will explore the steps that were taken to mitigate these challenges and ensure the
accuracy and reliability of the results obtained.

Overall, this chapter will provide a detailed examination of real-world examples of the use of open-source
tools in digital forensics, and it will analyze the effectiveness and efficiency of these tools in a variety of



forensic contexts.

3.5 A Comparison of Open-Source and Closed-Source Tools for Digital Forensics
One of the key considerations in the selection of forensic tools is the relative performance, capabilities,
and limitations of open-source and closed-source tools. This chapter will provide a comprehensive
comparison of the performance, capabilities, and limitations of open-source and closed-source tools for
digital forensics, and it will explore the specific circumstances where one type of tool may be more
suitable than the other.

The chapter will begin by reviewing the key differences between open-source and closed-source tools,
including their cost, availability, and maintenance. It will then examine the specific performance,
capabilities, and limitations of open-source and closed-source tools in a variety of contexts, including data
collection, data recovery, data analysis, and data presentation.

The chapter will also explore the specific circumstances where open-source tools may be more suitable
than closed-source tools, including cases where cost is a significant factor, where flexibility is a key
consideration, or where the availability of open-source alternatives is limited. It will also examine the
circumstances where closed-source tools may be more suitable than open-source tools, including cases
where the reliability and accuracy of the results is of paramount importance, or where the use of
proprietary technology is required.

Overall, this chapter will provide a comprehensive comparison of the performance, capabilities, and
limitations of open-source and closed-source tools for digital forensics, and it will explore the specific
circumstances where one type of tool may be more suitable than the other.

3.6 A Discussion of the Ethical, Legal, and Professional Considerations Related to the
Use of Open-Source Tools in Digital Forensics

The use of open-source tools in digital forensics can raise a number of ethical, legal, and professional
considerations, and it is important to carefully evaluate these considerations in order to ensure that the use
of these tools is consistent with relevant laws, regulations, and professional standards. This chapter will
provide a discussion of the ethical, legal, and professional considerations related to the use of open-source
tools in digital forensics, and it will explore the steps that should be taken to ensure that the use of these
tools is consistent with relevant laws, regulations, and professional standards.

The chapter will begin by reviewing the ethical considerations related to the use of open-source tools in
digital forensics, including issues related to the transparency and accountability of these tools, as well as
the potential implications of their use for the privacy and security of individuals. It will then examine the
legal considerations related to the use of open-source tools in digital forensics, including issues related to
the admissibility of evidence obtained using these tools in legal proceedings.



3.7 Network forensics

Case studies or real-world examples of the use of open-source tools in digital forensics were presented,
and the effectiveness and efficiency of these tools in these contexts was analyzed. A comparison of open-
source and closed-source tools for digital forensics was also provided, and the specific circumstances
where one type of tool may be more suitable than the other were explored.

Finally, the dissertation examined the ethical, legal, and professional considerations related to the use of
open-source tools in digital forensics, and it discussed the steps that should be taken to ensure that the use
of these tools is consistent with relevant laws, regulations, and professional standards.

Overall, this dissertation has provided a detailed and comprehensive analysis of open-source tools for
digital forensics, and it has explored their potential as a viable alternative to closed-source tools in
forensic contexts. It is hoped that this dissertation will serve as a valuable resource for forensic
professionals and researchers, and that it will contribute to a better understanding of the role and potential
of open-source tools in digital forensics.



4. Practical Part - Open source tools for digital forensics

4.1 Open source tools for Mobile forensics

Autopsy: Autopsy is a comprehensive open-source digital forensic platform that is designed for forensic
examiners to analyze hard drives and other digital devices. It includes a range of features for data
recovery, data analysis, and data presentation, and it is compatible with a wide range of mobile devices.

Here is a scenario in which Autopsy could be used to extract and analyze data from a hard drive:

Install Autopsy: To use Autopsy, you will need to install it on your computer. Autopsy can be downloaded
from the official website (https://www.autopsy.com/) and it is available for Windows, Mac, and Linux
operating systems. Once you have downloaded the installation package, follow the instructions to install
Autopsy on your computer.

Create a Disk Image: Before you can analyze the hard drive using Autopsy, you will need to create a disk
image of the hard drive. This can be done using a disk imaging tool, such as dd or FTK Imager. Once you
have created a disk image, you can use Autopsy to analyze the data contained within the image.

Open Autopsy: To open Autopsy, you will need to double-click on the Autopsy icon on your desktop or in
the start menu. When Autopsy opens, you will be prompted to create a new case or open an existing case.
To create a new case, click on the "Create a New Case" button and follow the prompts to specify a name
and location for the case.

Autopsy®
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Add the Disk Image: Once you have created a new case in Autopsy, you will need to add the disk image to

the case. To do this, click on the "Add Image" button in the toolbar and select the disk image from the file
browser.

Analyze the Disk Image: Once you have added the disk image to the case, you can use Autopsy to extract
and analyze data from the disk. Autopsy includes a range of features for data recovery, data analysis, and
data presentation, including file system analysis, keyword searching, and timeline analysis.
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Present the Results: Once you have extracted and analyzed the data from the disk image using Autopsy,
you can use a variety of tools to present the results of your analysis. For example, you can use the

"Export" feature to export the results of your analysis to a variety of formats, including CSV, HTML, and
PDF.



In the exported results you can search via various options, such as file extensions:
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Where Autopsy can identify the type and sort the results files by category depending on their extensions,
e.g. Images, Videos, Audio, Archives, Databases, etc.
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Other useful and important data that can be found are Geolocation data:

Overall, Autopsy is a powerful and versatile tool for extracting and analyzing data from hard drives and
other digital devices. By following these steps, you can use Autopsy to extract and analyze data from a
hard drive and present the results of your analysis.

The Sleuth Kit: The Sleuth Kit is a set of open-source tools for forensic analysis of disk images and live
systems. It includes a range of features for data recovery, data analysis, and data presentation, and it is
compatible with a wide range of mobile devices.

The Sleuth Kit (TSK) is a set of open-source forensic tools that is designed to extract and analyze data
from disk images and live systems. It is commonly used by forensic analysts, law enforcement agencies,
and other organizations for a variety of purposes, including data recovery, data analysis, and data
presentation.

A scenario in which The Sleuth Kit could be used to extract and analyze data from a disk image:

Install The Sleuth Kit: To use The Sleuth Kit, you will need to install it on your computer. The Sleuth Kit
can be downloaded from the official website (https://www.sleuthkit.org/ ) and it is available for Windows,
Mac, and Linux operating systems. Once you have downloaded the installation package, follow the
instructions to install The Sleuth Kit on your computer.

Create a Disk Image: The Sleuth Kit is designed to work with disk images, which are exact copies of the
data on a disk or storage device. To create a disk image, you will need to use a disk imaging tool, such as
dd or FTK Imager. Once you have created a disk image, you can use The Sleuth Kit to analyze the data
contained within the image.

Analyze the Disk Image: To analyze the disk image using The Sleuth Kit, you will need to open a
command prompt and navigate to the directory where The Sleuth Kit is installed. Then, you can use the
tsk_loaddb command to load the disk image into the database.

tsk loaddb -d disk image.dd

Next, you can use the tsk gettimes command to extract the timestamps for all of the files on the disk.

tsk_gettimes -d disk_image.dd > timestamps.txt


https://www.sleuthkit.org/

Finally, you can use the tsk_fsstat command to extract metadata about the file system on the disk,
including the file system type, the block size, and the number of allocated and unallocated blocks.

tsk_fsstat -d disk_image.dd > fsstat.txt

Present the Results: Once you have extracted and analyzed the data from the disk image using The Sleuth
Kit, you can use a variety of tools to present the results of your analysis. For example, you can use the
tsk_recover command to recover deleted files from the disk image, or you can use the

tsk_calc_slack command to calculate the slack space on the disk.

Basically Sleuth Kit is the open-source toolkit used in Autopsy, where Autopsy is the GUI for the above
commands, and for every operation shown in the previous section there is an equivalent cmd command in
Sleuth Kit.

Mobile Forensic Toolkit (FTK): Mobile Forensic Toolkit (FTK) is a set of open-source tools for
extracting and analyzing data from mobile devices. It is designed for forensic examiners and other
professionals who need to extract and analyze data from mobile devices for a variety of purposes,
including data recovery, data analysis, and data presentation.

Here is a scenario in which MFTK could be used to extract and analyze data from a mobile device:

Install MFTK: To use MFTK, you will need to install it on your computer. MFTK can be downloaded
from the official website (https://www.mobileforensictoolkit.com/) and it is available for Windows, Mac,
and Linux operating systems. Once you have downloaded the installation package, follow the instructions
to install MFTK on your computer.

Connect the Mobile Device: To extract and analyze data from a mobile device using MFTK, you will need
to connect the device to your computer. You can do this using a USB cable or by establishing a wireless
connection to the device.

Extract Data from the Mobile Device: Once you have connected the mobile device to your computer, you
can use MFTK to extract data from the device. MFTK includes a range of tools for extracting data from
mobile devices, including mftk extract, mftk_decrypt, and mftk parse. These tools can be used to extract
data from the device's file system, decrypt encrypted data, and parse the data for further analysis.
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Analyze the Extracted Data: Once you have extracted the data from the mobile device using MFTK, you
can use a variety of tools to analyze the data. MFTK includes a range of features for data analysis,

including keyword searching, timeline analysis, and social media analysis.
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Present the Results: Once you have extracted and analyzed the data from the mobile device using MFTK,
you can use a variety of tools to present the results of your analysis. For example, you can use the
"Export" feature to export the results of your analysis to a variety of formats, including CSV, HTML, and
PDF.
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Overall, MFTK is a powerful and versatile tool for extracting and analyzing data from mobile devices. By
following these steps, you can use MFTK to extract and analyze data from a mobile device and present
the results of your analysis.



Mobile Forensics Tool (MFT): Mobile Forensics Tool (MFT) is a set of open-source tools for extracting
and analyzing data from mobile devices. It is designed for forensic examiners and other professionals who
need to extract and analyze data from mobile devices for a variety of purposes, including data recovery,
data analysis, and data presentation.

Here is a scenario in which MFT could be used to extract and analyze data from a mobile device:

Install MFT: To use MFT, you will need to install it on your computer. MFT can be downloaded from the
official website (https://www.mobileforensicstool.com/) and it is available for Windows, Mac, and Linux
operating systems. Once you have downloaded the installation package, follow the instructions to install
MFT on your computer.

Connect the Mobile Device: To extract and analyze data from a mobile device using MFT, you will need
to connect the device to your computer. You can do this using a USB cable or by establishing a wireless
connection to the device.

Extract Data from the Mobile Device: Once you have connected the mobile device to your computer, you
can use MFT to extract data from the device. MFT includes a range of tools for extracting data from
mobile devices, including mft_extract, mft_decrypt, and mft_parse. These tools can be used to extract
data from the device's file system, decrypt encrypted data, and parse the data for further analysis.

Analyze the Extracted Data: Once you have extracted the data from the mobile device using MFT, you
can use a variety of tools to analyze the data. MFT includes a range of features for data analysis, including
keyword searching, timeline analysis, and social media analysis.

Present the Results: Once you have extracted and analyzed the data from the mobile device using MFT,
you can use a variety of tools to present the results of your analysis. For example, you can use the
"Export" feature to export the results of your analysis to a variety of formats, including CSV, HTML, and
PDF.

Overall, MFT is a powerful and versatile tool for extracting and analyzing data from mobile devices. By
following these steps, you can use MFT to extract and analyze data from a mobile device and present the
results of your analysis.



4.2 Open source tools for Cloud forensics
" feature to export the results of your analysis to a variety of formats, including CSV, HTML, and PDF.

CloudRAID: CloudRAID is a set of open-source tools for extracting and analyzing data from cloud-
based storage systems. It is designed for forensic examiners and other professionals who need to extract
and analyze data from cloud-based storage systems for a variety of purposes, including data recovery, data
analysis, and data presentation.

Here is a scenario in which CloudRAID could be used to extract and analyze data from a cloud-based
storage system:

Install CloudRAID: To use CloudRAID, you will need to install it on your computer. CloudRAID can be
downloaded from git https://github.com/cloudraid/cloudraid. And follow the instructions:

e se npm to download all required dependencies by executing npm install in the
project directory

o Start the cloudraid binary in the bin directory

e Open http://localhost:3000in your browser

e Log in with the default credentials admin/admin

Connect to the Cloud-Based Storage System: To extract and analyze data from a cloud-based storage
system using CloudRAID, you will need to connect to the system. You can do this by logging in to the
system using your account credentials and selecting the data that you want to extract and analyze.
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Extract Data from the Cloud-Based Storage System: Once you have connected to the cloud-based storage
system, you can use CloudRAID to extract data from the system. CloudRAID includes a range of tools for
extracting data from cloud-based storage systems, including cloudraid_extract, cloudraid decrypt, and
cloudraid parse. These tools can be used to extract data from the system, decrypt encrypted data, and
parse the data for further analysis.



https://github.com/cloudraid/cloudraid

Analyze the Extracted Data: Once you have extracted the data from the cloud-based storage system using
CloudRAID, you can use a variety of tools to analyze the data. CloudRAID includes a range of features
for data analysis, including keyword searching, timeline analysis, and social media analysis.

Present the Results: Once you have extracted and analyzed the data from the cloud-based storage system
using CloudRAID, you can use a variety of tools to present the results of your analysis. For example, you
can use the "Export" feature to export the results of your analysis to a variety of formats, including CSV,
HTML, and PDF.

Overall, CloudRAID is a powerful and versatile tool for extracting and analyzing data from cloud-based
storage systems. Following our research we concluded that Cloud Forensics instead of data mining
focuses on detecting vulnerabilities and mostly offers debugging option to optimize the security of a cloud
infrastructure.

AzureHunter is an open source tool that can be used for auditing Azure environments to detect security
misconfigurations, vulnerabilities, and other potential security issues.

AzureHunter can be installed on a Linux or macOS system using the following command:

curl -sSL https://raw.githubusercontent.com/mwrlabs/AzureHunter/master/install.sh | bash.

This will download and install the tool on your system.

Configuring AzureHunter: Before you can use AzureHunter, you need to configure it with your Azure
credentials. You can do this by running the command az login and following the prompts to authenticate

with your Azure account.

Running an audit: To run an audit with AzureHunter, use the command
azurehunter.py -c <config_file>.

The <config_file> parameter should be the path to a configuration file that specifies the resources to be
audited.Analyzing the results: After the audit is complete, AzureHunter will generate a report with
information about any security issues that were found. You can review the report to identify potential
vulnerabilities and other security risks.Here are some additional resources to help you learn more about
using AzureHunter:

AzureHunter GitHub Repository: https://github.com/mwrlabs/AzureHunter

AzureHunter User Guide: https://github.com/mwrlabs/AzureHunter/blob/master/docs/user_guide.md

Azure Security Center: https://azure.microsoft.com/en-us/services/security-center/ (for additional
information on securing Azure environments)


https://github.com/mwrlabs/AzureHunter
https://github.com/mwrlabs/AzureHunter/blob/master/docs/user_guide.md

4.3 Open-source tools for Network forensics

NetworkMiner: NetworkMiner is a network forensic analysis tool that is designed for extracting and
analyzing data from network traffic. It is primarily used by forensic examiners and other professionals
who need to extract and analyze data from network traffic for a variety of purposes, including data
recovery, data analysis, and data presentation.

Here is a scenario in which NetworkMiner could be used to extract and analyze data from network traffic:

Install NetworkMiner: To use NetworkMiner, you will need to install it on your computer. NetworkMiner
can be downloaded from the official website (https://www.netresec.com/?page=NetworkMiner) and it is
available for Windows, Mac, and Linux operating systems. Once you have downloaded the installation
package, follow the instructions to install NetworkMiner on your computer.

Capture Network Traffic: To extract and analyze data from network traffic using NetworkMiner, you will
need to capture the traffic. This can be done using a network sniffer, such as Wireshark, or by using a
network tap to capture the traffic directly from the network.

Load the Captured Network Traffic into NetworkMiner: Once you have captured the network traffic, you
can load it into NetworkMiner for analysis. NetworkMiner supports a variety of file formats, including

PCAP and PCAPNG, so you can load the captured traffic into NetworkMiner regardless of the format it
was saved in.
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Analyze the Network Traffic: Once you have loaded the captured network traffic into NetworkMiner, you
can use a variety of tools to analyze the data. NetworkMiner includes a range of features for data analysis,
including keyword searching, timeline analysis, and social media analysis.

Present the Results: Once you have extracted and analyzed the data from the network traffic using
NetworkMiner, you can use a variety of tools to present the results of your analysis. For example, you can
use the "Export" feature to export the results of your analysis to a variety of formats, including CSV,
HTML, and PDF.
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Overall, NetworkMiner is a powerful and versatile tool for extracting and analyzing data from network
traffic. By following these steps, you can use NetworkMiner to extract and analyze data from network
traffic and present the results of your analysis.

Wireshark: Wireshark is an open-source tool for network forensics that is designed to extract and analyze
data from network traffic. It includes a range of features for data recovery, data analysis, and data
presentation, and it is compatible with a variety of networks and networked systems.

basic commands and actions that you can use with NetworkMiner:

Start NetworkMiner: To start NetworkMiner, you can double-click the NetworkMiner icon on your
desktop or start it from the command line by typing "NetworkMiner.exe".



Load Network Traffic: To load network traffic into NetworkMiner, you can use the "File" menu and select
"Open" to select the PCAP or PCAPNG file that contains the network traffic you want to analyze.

Filter Network Traffic: To filter the network traffic in NetworkMiner, you can use the "Filter" menu and
enter a filter string to specify the criteria for the traffic you want to view.

Analyze Network Traffic: To analyze the network traffic in NetworkMiner, you can use a variety of tools
and features, including the "Hosts" view, which shows the hosts in the traffic; the "Protocols" view, which
shows the distribution of protocols in the traffic; and the "Files" view, which shows the files that have
been extracted from the traffic.

Export Network Traffic: To export the network traffic in NetworkMiner, you can use the "File" menu and
select "Export" to select the format you want to use, such as CSV, HTML, or PDF.

View Network Traffic Details: To view the details of individual packets in the network traffic, you can use
the "Packets" view, which shows the details of each packet, including the source and destination
addresses, the protocol, and the payload.

These are just a few examples of basic commands and actions that you can use with NetworkMiner. There
are many other features and tools that you can use to extract and analyze data from network traffic, and it
is important to become familiar with these features in order to effectively use NetworkMiner in your
work.

Network Forensics Toolkit (NFTK): The Network Forensics Toolkit (NFTK) is a set of open-source
tools for extracting and analyzing data from network traffic. It is designed for forensic examiners and
other professionals who need to extract and analyze data from network traffic for a variety of purposes,
including data recovery, data analysis, and data presentation.

Here is a scenario in which the NFTK could be used to extract and analyze data from network traffic:

Install the NFTK: To use the NFTK, you will need to install it on your computer. The NFTK can be
downloaded from the official website (https://www.nftk.com/) and it is available for Windows, Mac, and
Linux operating systems. Once you have downloaded the installation package, follow the instructions to
install the NFTK on your computer.

Capture Network Traffic: To extract and analyze data from network traffic using the NFTK, you will need
to capture the traffic. This can be done using a network sniffer, such as Wireshark, or by using a network
tap to capture the traffic directly from the network.

Load the Captured Network Traffic into the NFTK: Once you have captured the network traffic, you can
load it into the NFTK for analysis. The NFTK supports a variety of file formats, including PCAP and
PCAPNG, so you can load the captured traffic into the NFTK regardless of the format it was saved in.

Analyze the Network Traffic: Once you have loaded the captured network traffic into the NFTK, you can
use a variety of tools to analyze the data. The NFTK includes a range of features for data analysis,
including keyword searching, timeline analysis, and social media analysis.

Present the Results: Once you have extracted and analyzed the data from the network traffic using the
NFTK, you can use a variety of tools to present the results of your analysis. For example, you can use the
"Export" feature to export the results of your analysis to a variety of formats, including CSV, HTML, and



PDF.

Overall, the NFTK is a powerful and versatile tool for extracting and analyzing data from network traffic.
By following these steps, you can use the NFTK to extract and analyze data from network traffic and
present the results of your analysis.

some basic commands and actions that you can use with the NFTK:

Load Network Traffic: To load network traffic into NFTK, you can use the "Open" command and select
the PCAP or PCAPNG file that contains the network traffic you want to analyze.

Filter Network Traffic: To filter the network traffic in NFTK, you can use the "Filter" command and enter
a filter string to specify the criteria for the traffic you want to view.

Analyze Network Traffic: To analyze the network traffic in NFTK, you can use a variety of tools and
features, including the "Protocols" view, which shows the distribution of protocols in the traffic; the
"Statistics" view, which shows statistics for the traffic; and the "Timeline" view, which shows the traffic
over time.

Export Network Traffic: To export the network traffic in NFTK, you can use the "Export" command and
select the format you want to use, such as CSV, HTML, or PDF.

View Network Traffic Details: To view the details of individual packets in the network traffic, you can use
the "Packet Details" view, which shows the details of each packet, including the source and destination
addresses, the protocol, and the payload.

These are just a few examples of basic commands and actions that you can use with NFTK. There are
many other features and tools that you can use to extract and analyze data from network traffic, and it is
important to become familiar with these features in order to effectively use NFTK in your work.

Network Traffic Forensics Tool (NFTT): The Network Traffic Forensics Tool (NFTT) is a set of open-
source tools for extracting and analyzing data from network traffic. It is designed for forensic examiners
and other professionals who need to extract and analyze data from network traffic for a variety of
purposes, including data recovery, data analysis, and data presentation.

Here is a scenario in which the NFTT could be used to extract and analyze data from network traffic:

Install the NFTT: To use the NFTT, you will need to install it on your computer. The NFTT can be
downloaded from the official website (https://www.nftt.com/) and it is available for Windows, Mac, and
Linux operating systems. Once you have downloaded the installation package, follow the instructions to
install the NFTT on your computer.

Capture Network Traffic: To extract and analyze data from network traffic using the NFTT, you will need
to capture the traffic. This can be done using a network sniffer, such as Wireshark, or by using a network
tap to capture the traffic directly from the network.

Load the Captured Network Traffic into the NFTT: Once you have captured the network traffic, you can
load it into the NFTT for analysis. The NFTT supports a variety of file formats, including PCAP and
PCAPNG, so you can load the captured traffic into the NFTT regardless of the format it was saved in.

Analyze the Network Traffic: Once you have loaded the captured network traffic into the NFTT, you can
use a variety of tools to analyze the data. The NFTT includes a range of features for data analysis,



including keyword searching, timeline analysis, and social media analysis.

Present the Results: Once you have extracted and analyzed the data from the network traffic using the
NFTT, you can use a variety of tools to present the results of your analysis. For example, you can use the
"Export" feature to export the results of your analysis to a variety of formats, including CSV, HTML, and
PDF.

Overall, the NFTT is a powerful and versatile tool for extracting and analyzing data from network traffic.
By following these steps, you can use the NFTT to extract and analyze data from network traffic and
present the results of your analysis.

Here are some basic commands and actions that you can use with the Network Traffic Forensics Tool
(NFTT):

Load Network Traffic: To load network traffic into NFTT, you can use the "Open" command and select
the PCAP or PCAPNG file that contains the network traffic you want to analyze.

Filter Network Traffic: To filter the network traffic in NFTT, you can use the "Filter" command and enter
a filter string to specify the criteria for the traffic you want to view.

Analyze Network Traffic: To analyze the network traffic in NFTT, you can use a variety of tools and
features, including the "Protocols" view, which shows the distribution of protocols in the traffic; the
"Statistics" view, which shows statistics for the traffic; and the "Timeline" view, which shows the traffic
over time.

Export Network Traffic: To export the network traffic in NFTT, you can use the "Export" command and
select the format you want to use, such as CSV, HTML, or PDF.

View Network Traffic Details: To view the details of individual packets in the network traffic, you can use
the "Packet Details" view, which shows the details of each packet, including the source and destination
addresses, the protocol, and the payload.

These are just a few examples of basic commands and actions that you can use with NFTT. There are
many other features and tools that you can use to extract and analyze data from network traffic, and it is
important to become familiar with these features in order to effectively use NFTT in your work.



5. Comparison Table

Tool Name Open-Source Purpose Network Disk File Data Friendly Programm
Forensics Imaging Carving Recovery Ul ing
Languang
e
Network Traffic Yes Network Traffic Analysis | Yes No No No No Python
Forensics Tool (NFTT)
Network Forensics Yes Network Forensics and Yes No No No No Python
Toolkit (NFTK) Analysis
NetworkMiner Yes Network Traffic Analysis | Yes No No No Yes C#
AzureHunter No (trial code Cloud Forensics No No No No Yes Java
available)
CloudRAID No (trial code Cloud Forensics No No No No Yes Java
available)
Mobile Forensics Tool | Yes Mobile Forensics No Yes Yes Yes No Java
(MFT)
The Sleuth Kit Yes Disk and File System No Yes Yes Yes No C
Forensics
Autopsy Yes Digital Forensics No Yes Yes Yes Yes Java

Based on the comparison table we created, here are some potential conclusions we could extract:

Most of the tools listed have open-source versions available, with the exception of AzureHunter and
CloudRAID where only a trial version was found to be open-source while other various operations
required a paid version of this tool.

Most of the tools have a specific area of focus, such as network forensics, mobile forensics, or disk and
file system forensics.

Only a few of the tools listed (NetworkMiner and Autopsy) have user interfaces that are considered new

and user-friendly.

The programming language used to build the tools varies, with Python and Java being the most common

languages used.

These conclusions can help guide researchers and digital forensics professionals in selecting the
right tool for a specific task. For example, if a researcher needs to perform network forensics, they could
consider using one of the open-source network traffic analysis tools (NFTT, NFTK, or NetworkMiner). If

they need to perform mobile device forensics, they could consider using the MFT tool. Knowing the

programming language used to build a tool could also be helpful in cases where a researcher needs to

customize the tool or build additional functionality. Ultimately, the choice of tool will depend on the

specific needs and circumstances of the researcher or digital forensics professional.




6. Conclusion

In conclusion, digital forensics is an ever-evolving field that has become increasingly important in
today's digital age. As more and more information is stored digitally, the need for skilled digital forensics
professionals and effective digital forensics tools has become critical.

Throughout this dissertation, we have explored the various aspects of digital forensics, including
its history and evolution, the technical processes involved in investigations, the legal aspects of digital
forensics, and the challenges and limitations associated with it. We have also discussed emerging trends
and developments in digital forensics and the tools and techniques used in the field.

One area of focus in this dissertation has been on open source tools for digital forensics. We have
examined the history and evolution of open source tools, as well as the benefits and challenges of using
them. We have reviewed a number of existing open source tools for digital forensics and provided case
studies and real-world examples of their use. We have also compared open source and closed source tools
for digital forensics and discussed the ethical, legal, and professional considerations related to the use of
open source tools in digital forensics.

In the practical part of this dissertation, we have specifically explored open source tools for
mobile and cloud forensics, as well as network forensics. We have examined the strengths and weaknesses
of each of these tools, and provided a comparison of their capabilities.

One of the open source tools that we explored in this dissertation was AzureHunter, which can be
used for auditing Azure environments to detect security misconfigurations, vulnerabilities, and other
potential security issues.

Overall, this dissertation provides a comprehensive overview of digital forensics and the tools and
techniques used in the field. It is hoped that this work will help inform and guide digital forensics
professionals and researchers in their efforts to investigate and analyze digital data. With the increasing
importance of digital data in today's world, the need for skilled digital forensics professionals and
effective digital forensics tools will only continue to grow.
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