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NepiAnyn

Méoa amno tnv napovoa SUTAWMATIKN Slatplpr, 0 avayvwoTng UIMopPEel va evnUePWOEL yla
TN XPron, To TPOMOo AELToupylag Kal TIg SuvatoTNTEG Tou epyaleiou Sysmon Kabwg emiong
TIAPOUCLAlETAL £VOC TPOTIOG EYKATAOTAONG KAl TOPAUETPOMOinong tou epyaleiov. To
Sysmon TapéXel aVAAUTIKEC TTANPOGDOPIEC OXETIKA HE TIG Snuioupyieg Stadlkaolwy, TIG
ouvdEoelg SIkTUoU Kol TIG aAAayEG oto Xpovo Snuloupyiag Twv apxeiwv ota Windows
ocvotnuata. OAeg autég ol MAnpodopieg mou mapdyel to Symon cuAAéyovtal o€ cupfBavrta
TIOU Ttapayovtal and To 6o to epyadeio xpnoLUOmMOLWVTACG TN GUAAOYH CUUBAVTWY Twv
Windows Kkal otn ouvéxela Umopel va yivel n avaluon toug amo ekel. O avayvwotng
EVNUEPWVETOL TAUTOXPOVA YLO TOUG TPOTOUC PE TOUG OMOLOUCG UIOPOUV VA EVIOTILOTOUV
ETUOEOELG EOWTEPLKNAG HETAKIVNONG €VOC eTuTiOEpEvoU péoca oe éva Siktuo pe Windows
Domain.

EmutAéov kot TN OSLAPKELD TNG OUYKEKPLUEVNC avadopds VIVETAL Ml OVOAUTIKA
napouaciaon kat avaAuon 600 avadopd ot LeB0SOAOYIEC, OTIG TEXVIKEG KAl OTO EpYaAEia
TIOU XPNOLUOTIOLEL £€vag ETMITIOEPEVOC LE OKOMO va METaklvnBel eowteplka (Lateral
Movement) og éva Siktuo pe Windows Domain, £€xovtog wg TEAKO OKOTO va yivel domain
admin eite va umtokA€eL debopéva.

Abstract

Through this dissertation, the reader can be informed about the use, operation and
capabilities of the Sysmon tool as well as a way to install and configure the tool. Sysmon
provides detailed information on process creations, network connections, and changes in
file creation time in Windows systems. All of this information generated by Symon is
collected in events generated by the tool itself using the Windows event collection and
then can be analyzed from there. At the same time, the reader is informed about the ways
in which an attacker's internal movements can be detected in a network with Windows
Domain.

In addition, during this report, a detailed presentation and analysis of the methodologies,
techniques and tools used by an attacker in order to move internally (Lateral Movement) in
a network with Windows Domain, with the ultimate goal of becoming a domain admin or
steal data.

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 4




MetaTTuxiakr AilaTpiBn Apdakog MixanA

MINAKAZ NMEPIEXOMENQN

TTEDIANWIIN ettt ettt ettt ettt e e bt e e e be e e teeesabeeebeeeeabeeeabeeeseeesabaeeasseesaseeesasesabasesseeanseesasaeesseeanns 4
Y o1 1 T ST PP PRSP 4
TTINAKAZ TTEPIEXOMENQIN ..ottt ettt ettt ettt e e e e e st e e e s e e s e reeeeeeeeanan 5

1 ELOOIYWIVH contteeeereeeeitee ettt e eiteeeetteeeeteeeetteeebeeeetbeeaabae e saeesasesensseeassaesabesesssaeaasaeesseesntesenseeeanseesbesennseean 7
1.1 ZTOXOG KOLL OKOTIOG SLOTPUBIIG 1 vveeeurreesureesreeeiereestesessseessseeesesessseessesasssesansesessseesssssessssesnsesensees 7
0 I YU Ly T YT oo 11 TSR 7

2 Epyoieio MapakoAoUBNGONG ZUMBAVTIWY = SYSIMON .....veieeiieiieeeieeeciteesteeesieeesteeessreesnseesseeesaseeas 9
2.1 TapouciaoT TOU EPYOAELOU SYSIMON ....eiiiiiieiieeciieeetee ettt e et e eetveeeteeeeteeesteeeeaveesbeseesseesnreeenns 9
2.2 Acttoupylec KaL AUVOTOTNTEG TOU EPYAAEIOU SYSMON.....eiiiiiieiiiecieeeiee et eetee ettt e 11
2.3 Eykotaotacn, Xprion KoL PUBLLON TOU SYSMON ....ccccveieciieeeieeeeiie et eieeeeteeeeteeeeaveeeveeeeavee s 17
2.4 PuBuon tou Sysmon e xprion apxelou .xml configuration file ........ccoeevceeeiieevceeccieecen, 21

3 Apxeia Kataypadrnc cupBavtwy o€ cUGTAMOTO WINAOWS.......coocuvieieerieeeeeieee e e e 24
3.1  ALOXWPLOUOG TWV APXELWY KOTOYPODNG . cvvreerereerreeereeeiteeeeireeeeteeeeteeeeseeesreeeeseeesssesenseeesaseens 24
3.2 Katnyopieg Twv apXelwVv KAToypodrG BACEL KPLOLUOTNTOG ..cecueeeeereeereeerreeeireeeereeenseeesnreeas 25
3.3 TMpoypappa MPoBOoANC TWV OPXELWV KATOYPADIIC cocuveeerreeereeeerieeereeeeteeeereeeeteeeeareeeereeesaneeas 26
3.4 Afloonueiwta apyeia kataypadng yla TNV avixveuon ECWTEPLKAC LETAKIVAONG .....cuuu....... 29
3.5 Mapapetpornoinon apXelwv KATOYPADNG WINAOWS.....ccvveecieieiiieciee ettt 36

4  Texvikeég kal Taktikeég Eowtepkng Metakivnong Bacel MITRE ATT&CK ......ccccveeecveeeciveecveeennee. 40
4.1 NOYLOULKO OVATITUENC EDOPHOVUIV «eeeerereeeereeetreeereeeetreeereeesteeesseeeeseeeesseesasesessseesssessasseesseenn 41
4.2 Component Object Model and Distributed COM ........ccccviiiiiiiiieeceee e e 42
4.3 EKUETOAAEUOH ATIOUOKPUGHUEVWY UTINPEGLUIIV . eeeeerererreeereeenteeeeseeeiseeessseesasesessseessseesssesesaseens 44
4.4 ECWTEPLKO SPEAIPRISNING...c..viiiiie e et e e be e e saa e e s ateesbaeesabee s 47
A.5  LOBON SCIIPTS cuuetritiieetteiiiiiiiteteeeessssiittteeeesessstrrteeeeesesssstaraaeeeessssssssasaaeeesssssssssseeeeesssnnssssnn 48
4.6 Pass the HAash ..ot s et 49
A7 Pass the TICKET. .o e s e s s s 50
4.8 TIPWTOKOAAD REMOLE DESKLOP ..vviieviieeeteeciee ettt ettt ettt ettt e e eave e et e eeaeeeeareean 52
4.9 ATIOUAKPUGCHEVI QVTLYPODN COXELOU c.vveiiereieieeeeieeeetreeeteeeetee e et e eeteeeetreeeteeeeareeereeenneeesareean 56
4.10  ATIOUOKPUOHEVECG YTINPEGLE . c.veeerreeereeeieeeitteeecieeeetreeeteeesteeesteeeteeessreesbeeessseesaseessaeesasenns 58
4.11 Avamopoaywyn HECW ADOUPOUHUEVIIV LEGUIV ....uvererereeereeeirreesreeeiteeesreesereeessseessseesssesessseens 60
4,12 KOLWVOXPNOTO WEDIOOL....ccuiiiiiieciie ettt ettt ettt et tte e s be e eeaveesabeesabaeesaree s 61
4.13  MNopoPioion KOWWOXPNOTOU TIEPLEXOEVOU ....uveeeureeeerreeereeeeteeeereeeiseeesseesesesesseesssessasneesseens 63

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 5




MetaTTuxiakr AilaTpiBn Apdakog MixanA

4.14  NOYLOULKO TPITWY KOTOAOKEUOLTTUIV .evvererenrerueentesteentensesutensesseesessesstensesseensessesnsessesnsensesseenes 64
4.15  WiINndoWS AdMIiN SNAreS .....cooeiiiiiiieeeeeste ettt s s st sr e e sbe e s 67
4.16 Epyohieio Windows Remote ManagemeNnt.......cccueerieeiienienierieeieesieeniee sttt e e s 70
5  Avixveuon Kot TpOTOL TPOOTAGCLAG KATA TNG ECWTEPLKNAG LETOKIVONG.eerveerieriierieeieeieeieenes 71
5.1 Avamtuén opBwv mpoKTKwY EMOARBEUCNG TOUTOTNTOG c.veeuveerrerureeieeieesieesieeseesreesreesneennes 72
5.2 MNPooTOOLO KWOLKWY TIPOOBOIONG ...eeuvereeuteteruteriesttetesteeutetesueestestesuteseesbeesesbeestensesueensesaesneas 73
5.3 MNpootooio TwV AOYOPLACHWY LE UWNAG TIPOVOLLLOL ... .eueeurereeenteveeitereesieeeesteeseensesaeeneesaesaeas 74
5.4 Edappoyr tNG apxnG TOU ALYOTEPOU TIDOVOLIOU ...eeueeieruieiinieeneenieeiteneesteeiesteeneesbesieeeesaesaees 74
5.5 KAEISWILO GUGKEUWIV ...veuvienteeieesieesitesteesteesteesttesatesasesasesseessaesseesasesnsesnsessseesseesssesnsesssesssesnses 75
5.6 ALOXWPLOLLOG GUKTUOU ..euviiuiieniieniiesiieeieeteesteesteesutesateensesseessaesseesasesnseenteesseesssesssesnsesnsesnsesnses 75
5.7  TOPAKOAOUBNGT SLKTUOU ..uveiueiiiieriieiieeieesieesitesetestesbeesseesseesseesaeesnsesnseessaesseesasesasessesssesnnes 76
5.8  ECETOON XPIONG NONEYPOTS.....eiiieiieiieteeteete ettt sttt et sae et b et b e s ae et e sbeeneas 76
6  KuvryLamellwv eCWTEPLKNG PLETAKIVNONG LEOW TIOPaKOAOUONONG CUYKEKPLUEVWY EPYOAELWV
77
B.1  PSEXEC ittt e e e 77
6.2 REMCOM ittt e e st e e e s b et e e s et e e s e e e s ra e e e s raeeeeas 79
6.3 PAEXEC ettt ra e e 79
7 MEDBOSONOYIO ETITLOEEVOU ...ttt ettt et eete e e et e eteeeetteeebeeeeateeereeeteeesasesenanes 80
28 R NV o YY1 To T 1 o VUSSR 80
7.2 ZuA\oyn SLaToTEUTNPLWV KOL KALLOAKWON TIPOVORLWV ..vveeereeeireesieeerreesreeensreessseessneessneens 81
7.3 ATIOKTNON MPOOBOGIG c.uvveeireeeteeeeiteeeteeeitteeeiteeestreesteeetaeesteeesseessseessaeesasesasseesssesssseesseenn 81
8  Xpnon Epyoleiwv kat Mpooopoiwaon eniteuéng EcwTeplkNg METAKIVNONG...cvveeveeerreeereeennee. 82
2 70 BT 1V | PO PO P PP UPPPPUOPIRE 82
8.2 SIMIBEXEC ..ttt e 84
8.3  MImIKatz (Pass-the-hash) ... e e 86
B PSEXEC.ciiiiiieieieieieieieie et et eete et e e et et e e e e e e e e e e e e e e e e e e e e e e et et e e e e e e e e aaaaaaaaaaaaaaaeaaaaaaaaeaaaeaaaaaaaaaaeaaeaaaaaaaaeeees 88
9  AmnoteAéopata, ZUMMEPACUATA KoL MEANOVTIKEG ETIEKTAOELG ...vvvevreeeeieeerreeeree e ecereeevee e 92
9.1  TIOOVEG UEANOVTIKEG ETIEKTOLOELG ...uvveeereeereeeerreeereeeesreeeseeenseeessseeesseeeasseesasesessseesssessasesesseenn 92
10 BLPRALOYPODIKEG TTNVEG..uveieirreeereeeiteeeeteeeeteeeetteeeeteeeeteeeeteeeeseeessesessseeeseseasesesseeensseeassesenseeesareean 93
TTOLPAPTALOL [10] o.nveiieirieeteeeetee ettt ettt e et e eeteeeeteeeeteeeeteeeeaseeeseeeeseeesnsesensseeassesesesesnseeesseensseessesensreean 94

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 6




MetaTTuxiakr AilaTpiBn Apdakog MixanA

1 Ewoaywyn

ITNV OUYKeKPLEVN SuTAwpaTikA dtatpPn yivetal avadopd Kal mapoucioon TwV TEXVIKWY
KaBW¢ Kal Twv TAEOV YVWOTWV EPYOAELWV TIOU XPNOLUOTOLOUV Ol ETUTIOEUEVOL yla va
HETAKIVNOOUV eowteplkd oe €va Siktuo pe Windows Domain. H gowtepikn 1 oAALwg
TMAEUPLK peTakivnon(Lateral Movement) eivat n Swadikacio katd tnv omoia £vag
eloBoA£ag maipVeL TOV EAEYXO EVOC OTOLXELOU-TEPUATLKOU PECA OE VA TOUEN EVOG SIKTUOU
KOL OTN OUVEXELQ ETIEKTELVEL TNV TIPOCEYYLON TOU HECA ATO TN CUYKEKPLUEVN OUOKEUN OE
AAAO OTOLXELQ-TEPUATIKA EVTOC TOU (610U SiktUuou N Topéa SikTUou.

‘0Oco avadopd OToV EVIOMIOMO aUTOU Tou €idoug emiBécewv mpotelvetal n xprnon tou
epyaleiov Sysmon tng Microsoft oe ouvepyaoia twv apxeiwv kataypadng Windows.
Mapakdtw onw¢ Ba deite otnv avadopd autr yivetal avaAuTiki Tapouciacn Tou
OUYKEKPLUEVOU £pYaAElOU OTWG emiong Slvetal Kal Ui POTEWVOUEVN pUBULON Tou Sysmon
HE OKOTO va evtomilovtal T000 N Xpnon Twv gpyaleiwv, 600 Kol oL eVIOAEG Tou Sivel
KATIOLOG EMITIOEUEVOG Yia va HeTaklvnBOel ecwtepika (Lateral Movement) og éva Siktuo pe
Windows Domain. Ot AdyoL mou €xouv ouvnBw¢ oL ETUTIOEUEVOL KOl EKTEAOUV TETOLOU
eldoug emBéoelg eival va umokAEPouv dedopéva elte €XouUV WG TEAIKO OKOTO va yivouv
Domain Admin.

1.1  Ztoxog Kol oKoTog dtatpiBig

H ouykekpluévn avadopd okomelel otnv mapoxn PBacikwv TAnpodoplwv Tou eival
XPNOLWIEC Yyl TNV avixveuon kat T Olepelivnon OTOWXEIWV KoL €pyaAeiwv TOU
XPNOLUOTIOLOUVTAL MO TOUC TIEPLOCOTEPOUG ETUTIOEUEVOUC. MO CUYKEKPLUEVA, QUTH N
avadopd otoxeUeL oTo va amoteAel €va AsfikO ToOU va Pmopel va xpnolpomnolnbel wg
0o6nNyog yla TNV OMOTEAECUATIK OvAAUCn Tou apxeiou kataypadng CUHUPBAVIWV Twv
Windows, mnpooblopilovtag mola epyadeio xpnolpomowndnkav pe Baon to apyeia
kataypadng r mola Kataypadn £yVe KOTA TNV EKTEAECN EVOG OUYKEKPLUEVOU £pyaAsiou
amo évav et pevo.

O teAkog PBEPala otdX0G TNG OCUYKEKPLUEVNG avadopd eival adou mapoucLacTouV
OVOAUTIKA OPLOMEVEG TEXVIKEG KOl €PYAAELQ TIOU XPNOLUOTOLOUV Ol ETUTIOEUEVOL, va
avadelfel TG WKOVOTNTEG KOL TNV XPAon Tou gpyoaAeiou Sysmon OMwE €miong KoL tnv
OTOTEAECATLKOTNTA TOU OTOV EVTOTILOUO TETOLoU £idou¢ emBEcewV O ouvepyaoia He Ta
apxeta kataypadnc (Event Logs) twv Windows.

1.2  Aoun StatpBng

KaBe kepalalo amoteAel CUVEXELQ TOU TPONYOUKEVOU Kal OAa pall €x0uv WG OTOXO va
avadeiouv teAka TV afla kot T HeyaAn onupacia tng opOng Asttoupyiag Tou epyaieiou
Sysmon og Windows cuoThpata ylo TNV avixveuon emB£0ewV ECWTEPLKAG LETAKIVNONG OE
auTta.
Mo ouykekplpéva, ota kedpdalatla tou akoAovBouv:
- Tivetal avaAuTik TTOPOUCLOON TWV TEXVIKWY KAl TwV TTAEOV YVWOTWV EPYAAELWV
E0WTEPLKNG LETOKIVNONG o€ €va Siktuo pe Windows Domain.
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- Tlvetal mapoucioon kal avaAuon Tou TPOTMOU Aswtoupyiag KabBwg Kol Twv
Sduvatotitwy Tou gpyaleiou Sysmon.

- Alvetol o Tpotelvopevn kal opBn puBulon tou epyaAeiou Sysmon ylo Tov
EVTOTILOUO ETOECEWV ECWTEPLKAG HETOKIVNONG o€ €va diktuo pe Windows Domain.

- Aivetal plo mMPOTEWVOUEVN YEVIKA puBulon twv Event Logs twv Windows og
ouvepyaolia pe to Sysmon.

- Tlvetal mpooopolwon OPLOMEVWY €ETOECEWY ECOWTEPLIKAG METAKIVNONG e
OUYKEKPLUEVOL €PYAAEla KOl avixveuon autwv HECW TNG Kataypodng apxeilwv
oupBavtwy twv Windows.

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 8
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2 Epyalsio NapakoAolOnong Zuppaviwy - Sysmon

Onwg €xeL mapatnpnBei, elvatl apketd ocuxva eudavilOPeVo To GALVOUEVO TNG ECWTEPLKAG
HETakivnong evog emutiBépevou péoa oe éva diktuo pe Windows Domain, 6nwg emiong kait
N MPOOoTIABELA KATAKTNONG SIKALWUATWY KoL TIPOVOUiwY SLaXELPLOTH oo ToV MTIOEUEVO
HUE KUPLO OKOMO va UTOKAEPeL Sedopéva 1 kol va emdpEPEL ONUAVIIKEC aAAAYEC OTO
oloTNUA TIPOG 0DEAOG TOU TAvVTA.

OL péBoboL Kal OL TEXVIKEG TIOU XPNOLUOTOLOUV OL EMITIOEUEVOL €lval OPKETEC yla va
EKTTANPWOOUV TOV OKOTIO QUTO KOL OL TIEPLOCOTEPEG QMO QUTEG €lval TAEOV YVWOTEG.
Kavovtag opBn xpnon &waddpwv ouviBwg OpenSource epyaleiwv oL emtiBEpevoL
ETUTAXUVOUV KOL ETLTUYXAVOUV TOV OKOTMO TOUG. QOTOCO, QPKETEG POPEC TO KUPLO
MPOBANUA TwV emTIOEPEVWY Elval OTL adrvouv ixvn Tow TOUG Kal UmopouV va yivouv
QVTIANTITOL Ao TOV AUVOUEVO.

H moAttiky eAéyxou eival pla mpoemileyuévn puBulon twv Windows yla tTnv amoktnon
Aemtopepwy apxeiwv kataypadr¢ OXETKA e TN oUVOEDN, TNV AMOTUTIWGN, TNV IPOoBaon
oe opxela kKA. H moAttikn eAéyxou pmopel va emiBePfalwbdel kat ol puBuioelg g va
HeTABANBOUV amod TNV MOALTIK) KABOE TOTUKN G opadag evog SikTuou.

Mot TOV EVIOTIOMO TWV LXYVWV €VOC EMITIOEUEVOU HEoA Ot €va SIKTUO HLa TTOAU KOAn
npotoon ivat to epyaieio Sysmon (System Monitor).

2.1 MNapouociaon tou gpyaleiov Sysmon

To Sysmon éva gpyaleio tn¢ oouitag Sysinternals to omoio dlatiBetal dwpeadv and tnv
Microsoft kat £xet SnuoupynBei  aAwwg ypadtel anod tov Mark Roussinovich [2].

To ZUotnua MapakoAouBnong (Sysmon) eival éva Bonbntikd mpoypappa mou ypadtnke
yla tnv mapakoAolBnon tTwv SuvnTikwv KakOBouAwv SpaotnploTTwy G€ KATTOLO ATOUO N
0€ UTTIOAOYLOTEG 1 aKOUN Kal o€ €va 0OAOKANPO SIKTUO UTTOAOYLOTWV.

To Sysmon PBaoiletal otoug (6lou¢ pnxaviopoUl¢ TapakoAouBnong mou Slabétel To
epyaAeio Procmon, aAla Stadépel amd Procmon os Stddopoug Bacikoug TpOmouG yla va
Kataotel £tol duvatn Tnv Umapén Tou Kal va emiPBeBalwvetal wg mo KataAAnAo epyaleio
yla tTnv mapakoAouBnon evog evepyol MOPEICAKTOC.

Mpwtov, o€ avtiBeon pe kabBe BonBNTKO TPoypappa SlayvwoTlkoU eAEyxou TNG couitag
Sysinternals mou TéBnke mpPW amO aAuTO, TO Sysmon Elval EYKATECTNUEVO KoL
SloppubuLopévo yla ouvexn, pakpompoBeoun mapakoAouBnon mou emiBLwVEL Kal EEKVA
VoL TPEXEL UETA Ao KABE EMAVEKKIVNON TOUC CUCTHUATOC.

AgUTEPOV, TO Sysmon ETKEVIPWVETOL HOVO OfE €va UTIOOUVOAO YeyovOoTwv, apxeiwv,
Slepyacwwv kat Siktuwv Tou evdladEépouy, evw TAUTOXPOvVa Kotaypddel TPOoOeTeg
mAnpodopieg mépa ano tig kataypadEg Tou Procmon.

T€Aog, avti va ypadel ta Logs Tou o€ €va LI8LOKTNTO apxelo kataypadrc To onoio punopsi va
emBewpnBOel povo peta tn Stakomr tng kataypadng, To Sysmon kataypddel ta dedopéva
Tou ota Windows apxeia tng kataypadn¢ twv cuppfaviwv twv Windows. Me autd tov
TPOMO Kataypadrg mou Xpnolomnolel To Sysmon ta Sedopéva ou CUANEYEL UmOpoUV va
npowBbnBouv o évav cuMEKTN ocupBavtwy Twv Windows | o plo mAatdpoppa eAEyxou
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aodaletag (SIEM), mpoodépovtag oxedOv o€ TPAYUATIKO XPOVO O0paTOTNTA OTN
Sdpaoctnplotnta evog eloBoléa o€ OAo TO pAoHA EVOG SIKTUOU.

To Sysmon mapéxel Asmtopuepeic MANPodopleg OXETIKA LE TIC SnUloupyieg Twv dladlkaclwy
OTO CUOTNUA TIOU £ival EYKATECTNUEVO, TIG CUVOEODELG SIKTUOU TIOU yivovTtol amod Kol Tpog
TO OUOTNUA AUTO, AAAQ Kal TIG aAAAYEG OTO XPOVO SnuLloupylog Twv apxelwv. ZUAEyovTag
Ta Logs mou mapdyel xpnolgomowwvtag tn ouAloyr ocupfaviwv twv Windows(Event
Viewer) KoL OTn OUVEXELA KAVOVTOG OVAAUON aUTwv, €ival €UKOAO va EVTOTILOTEL
KaKOBoUuAn 1 avwpoAn Spaoctnpldétnta oe €va cuotnua Windows. Me autd tov TpoOmo
pmopel va yivel epdavég o TPOMOG LE TOV Omoio AElToupyouv oL €loBoAElg OMwG Kal To
KOKOBOUAO AOYLOULKO TTIOU XpnaoLuomnoLlouy [2].

Kavovtag xprion tou Event Viewer twv Windows pmopoUpe va So0Ue avaAuTIkA otolxeia
yla tnv kaBe mAnpodopia Twv Logs mou napdyetl to Sysmon (BA. Ewkova 1).
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Eikéva 1 [7] - Checking Sysmon Logs from Event Viewer
To Sysmon eival ouclaotikd €va Service kal évag Driver tou ocuotruatog twv Windows,
ornou adoul eykataotabel o éva cUOTNUA TIAPAUEVEL EVEPYO KOl AELTOUPYEL aocTapdTnta
OKOMUN KOL UETA OAWV TWV ETAVEKKLVACEWV TIOU UMOPOUV va Yivouv og €va cUoTNUO LE
OoKOTtO va TtapakoAouBel kal va kataypddel tn SpaotnpldtnTa TOU CUCTHATOG OTO apXElo
kataypadng cupBaviwy twv Windows.

Av Kal to Sysmon dgv £€xeL tn duvatotnta va avallel | va gpunvevel ta dedopéva mou
oUMopBavel, ekel €€w umapyouv TOANA epyaleia TTOU UMOpPOUV va emetepyactolV Ta
Sdebopéva Twv apxelwv kataypadnc cuppaviwyv twv Windows.

Xpran Tou gpyaAgiou sysmon yia Tov eVTOTTIIoNS eTTIBECEWY ETWTEPIKAG JETAKIVNONG £VOG ETTITIOEUEVOU 10




MetaTTuxiakr AilaTpiBn Apdakog MixanA

Fevikad To Sysmon €xeL T duvatotnTa va mapakoAoudroeL:
e Tn dnuloupyia Kal ToV TEPUATIOUO oG Stadlkaoiog Tou CUOTAUATOGC.

e Tn ¢O0pTWON TWV TPOYPAUUATWY 08rynong rupnva, DLL apxeiwv omwg kot aAAa
apxela elkOVwV.

e EloepyOueveG Kal e€epyxOueve ouvdéaelg Siktvou TCP kat UDP.

e Tn dwadikacio Snuioupyiag evog vipatog o o Stadopetikn Process.

e Tn mpooBaon o€ akatepyaoto dioko.

e Tnv aAlayn TwV XPOVIKWV OnUEiwv Snuloupylag apxeiwv, €va TEXVAOUQ HUE TO
omnoio to KakOBouAo Aoylopko mpoomabel cuxva va KaAUPeL TIg SLadpopég Tou 1
va KpUYEL TNV UTtapén Tou.

To Sysmon umopel eniong va kataypagel oe Pndlakég umoypades £€wg Kal TECOEPQ
Sdladopetikad Hashes yla kaBe idog apyxeiov katd tnv ¢popTwOon ToU.

Na onuelwBel wotdoo edw Mw¢ to Sysmon Sev MApPEXEL avaAAuon TwV CUUBAVTIWY Tou
Snuoupyel to 1610 kabwg emiong dev mpoomabel va mMpooTaTeUTEL | va KpudTEL amd Toug
ETUTIOEPEVOUG.

To mpoypappa 08riynong Tou Sysmon €xeL pUBULOTEL WG POYPAUUA EKKIVNONG Kal apyilet
va cuMapBavel mAnpodopleg amod TNV EKKLVNON TOU EKACTOTE CUCTAUATOC OTO Omolo elval
EYKATEOTNUEVO. MOALG EEKLVAOEL N UTNPECLA, KATAVOAWVEL T dedoPEval TTOU TIOPAYEL O
Driver, cuMapBavel mpocBeteg mAnpodopieg omwe hashes apyxeiwv mou mepleypadnkav
TIPONYOUUEVWG KOl YpAdEL yeyovoTa oTo apxeio kataypadng cupBaviwy Twv Windows.

To Sysmon pmnopetl eniong adou dnuoupynoel avtopata Hashes amo o6Aa () emheyuéva)
Suadika apyxela mou ektehouvtal oe éva cvotnua Windows va emitpémnel tnv umoBoAn
QUTWV o€ UTtNpecieg onwc to VirusTotal yla tov éAeyxo touc.

H Microsoft evnuepwvel cuvexwg To Sysmon, OnMOTE MPOTEIVETAL N aval)Tnon ava TOKTA
XPOVIKA SLOTAUOTO VEWY EKSOCEWV ] VEWV AELTOUPYLWV TIOU TTPOoOoTiBevTal og auTo.

2.2  Asttoupyieg Kat Auvatotnteg Tou epyaleiov Sysmon

To Sysmon onwc¢ avadépBnke kal mapanavw givat éva BondnTtikd mMpoypaupo KOVOOAAC
TIOU €yKaOLOTA pla umtnpecia kol €va mpoypappa odrynong oto cUOTNUA OaC UE OKOTIO
NV napakoAouBOnon mBavwv mpoPfAnuatwy acdalelag KabBwe Kal oXeTikwv Events yla
HUEYAAO XPOVIKO SLAOTNUA KOL OE OAEG TLG EMOVEKKIVIOELG TOU CUOTHUATOC 00G. ZUVOEovTag
Ta Events autd oto SIKTUO o0G, UTTOPELTE va EVTOTIOETE oTolKela Un €€oucloSoTnNUEVNC
6paoTNPLOTNTAC KAl VO KATAVONOETE TTWG oL ELoBoAsic Aettoupyouv oto SikTtuo ooc.

JUVOALKA ol duvatdtnteg Kol oL AEltoupyieg tou Sysmon avadépovtal pia mpog pia
apakatw [2]:

o Kataypadn tng dtadikaociag Snuovpylag pe mANpn ypauUn EVIOAWV yla TPEXOUCEG
KoL YOVIKEC Sladikaoieg.

e Kataypadry Tou Hash Ttwv opxeiwv  xpnowomowviag  alyoplbuoug
kpumtoypadnong SHA1 (mpoemihoyn)), MD5, SHA256 r) IMPHASH.

e Auvatotnta xpriong moAamAwyv tautoxpova Hashes.
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o [lepthapPavel pla diepyaoia GUID Sdwadikaoiag n omoia dnuloupyel cupPfavrta yia
va emtpéPel TN OUCYXETION TwWV oupPdaviwv okopa Kot otav ta Windows
ETIAVOXPNOLUOTIOL} 00UV avVayVwPLoTIKA Slepyaoiag.

o JuumeplhapPavel évav odnyo GUID oe kdBe ekSNAwon ylo va ETUTPEMETAL N
OUOXETLON TwV cUpPAvTwyY otnyv (6l mepiodo ouvdeanc.

o Kataypddel ™ ¢POptwon TwWvV TpPoypapudtwyv odnynong n twv DLLs pe Tig
unoypadEg kat Ta Hashes touc.

e Ta apxela kataypadng avoiyouv yla mpocfacn mpwtng avayvwong Slokwv kal
TOUWV.

o [lpoalpetikd@ OlaBétet  Sduvatotnta  kataypadng ouvdéoswv  Siktuou,
ouunephapPBavopévng tng mnyng kabe ouvdeong, Twv SleuBuvoewv IP, Twv
oplOuwv Bupwv, TWV OVOUATWY KEVTPLKWY UTIOAOYLOTWV KoL TWV OVOUATWV TwV
Bupwv.

e Auvatotnta evtomiopoU aAlaywv oto Xpovo Onuiloupyiag apxeiwv yua va
kKataAdBoupe moOte dnuLoupynbnke MpayuaTika €va apxelo. H tpomomoinon tou
apxelou dnuioupyiag timestamps €ival pla TEXVIKN TOU cuVABwWC Xpnotpomoleital
arnod KakOBouAo AoyLopLkO pe okomo va KaAUPEL Ta (xvn Tou.

e Auvatotnta autopatng emavadoptwong tng dtapdpdwong av aAAagel n Registry
Twv Windows.

o  OuWtpdplopa Kavovwy ylo TNV amodoxn N Tov AMOKAEIOUO SUVOULKA OPLOUEVWV
oupBavTwv.

e Avvatotnta Snuwoupylag Logs amd tnv apxn tng Stadkaciag ekkivnong Ttou
ouoTHHATOG yla tn ANPn dpactnplotntag and akoun kKat eEeAlypuévou kakoBoulou
Aoylouikou nupnva(kernel-mode malware).

2ta Windows Vista kot og OAeg TL veoTepeg ekbO0ELS TwV Windows, To Sysmon kataypadel
ta Events tou ocuotnuatog kat ta eudavilel otnv tomobeoia: "Applications and
Services Logs/Microsoft/Windows/Sysmon/Operational” tou Microsoft Event Viewer
Ko ™ omola arnoBnkevEL otnv tomnobBeoia:
"C:\Windows\System32\winevt\Logs\Microsoft-Windows-
Sysmon%40perational.evtx". OAa ta Events tou Sysmon eival oe eninedo mAnpodoplwyv
(Informational) kat avadEépouv tnv Tty toug wg "Sysmon". KaBe katnyopia epyactwyv €xeL
€va avayvwpLoTiko cupPavtog (Event ID), to omoio amAomolel to pAtpdplopa twv Events.
Autd mopatiBevial oTov MOPAKATW TIVOKA KOL OTn CUVEXELX Teplypadovtal To Kabéva
Eexwplota kal Aemtopepwg [2].

Task Category Event ID
Process Creation 1
A process changed a file creation time 2
Network connection 3
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Sysmon service state changed 4
Process terminated 5
Driver loaded 6
Image loaded 7
CreateRemoteThread detected 8
RawAccessRead detected 9
ProcessAccess 10
FileCreate 11
RegistryEvent (Object create and delete) 12
RegistryEvent (Value Set) 13
RegistryEvent (Key and Value Rename) 14
FileCreateStreamHash 15
Sysmon configuration change 16
PipeEvent (Pipe Created) 17
PipeEvent (Pipe Connected) 18
WmiEvent (WmiEventFilter activity detected) 19
WmiEvent (WmiEventConsumer activity detected) 20
WmiEvent (WmiEventConsumerToFilter activity detected) | 21
DNSEvent (DNS query) 22
FileDelete (A file delete was detected) 23
ClipboardChange (New content in the clipboard) 24
ProcessTampering (Process image change) 25
Error report 255

Sysmon event categories and IDs

MapakATw avadEPOVTaL TILO AVAAUTIKA KaBwG Kol oplopéva mapadeiypata yla Kabe tumou
oupBavtog mou dnuioupyel To Sysmon.

e Event ID 1: Process Creation: To ocupBav &nuloupyiac Siepyaciag moapeExet
EKTETAUEVEC TIANPODOPLEC OXETIKA PE pLo veoouotaBeioa Stadikaocia. H mANpng
VPO EVIOAWV TIOPEXEL EVa TTIAQLOLO yLa TNV eKTéEAeoN TG Stadikaoiac. To medilo
ProcessGUID eival pia povadikn tiun yla autn tn Sltadikacio o€ €vav Topéa, wWoTe
va SleukoAuvBel n ouoxétion oupPaviwv. To hash eival éva mAnpeg hash tou
apxelou pe toug adyopiBuoug oto nedio HashType.
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e Event ID 2: A process changed a file creation time: To cupfadv aA\ayng Tou xpovou
dnuoupylag evog apxeiou kataypadetoal Otav €vag Xpovog dnuloupylag evog
opxelov tpomomoleital pntd amod pa dtadkaoia. Autd to cupPav BonbBa otnv
napakoAouBbnon Tou TpaypatTikol Xpovou Snuloupylag evog apxelou. Ot
eETUTIOE HevoL evoExeTal va aAAAafouv Tov xpovo Snuloupyilag evog apyeiou yla va
davolv cav va €XouvV eyKaTOOTOOEl HECW TOU AELTOUPYLIKO OUOCTNUA. INUELWOTE
BéBata OtL mMoANEC Sladikaoie¢ aAldlouv Voo To Xpovo Snuioupyilag evog
apxelou, yeyovog to omolo dev dnAwvel anapaitnta kakoBouAn Spaoctnplotnta.

e Event ID 3: Network Connection: To cupfadv Siktuakng ocuvdeong Kataypadel
ouvbécoelg TCP / UDP oto pnxdvnua Omou elval eykateotnuévo to Sysmon. H
Aewtoupyla autn elval anevepyomnotnuévn anod npoemhoyr). Kabe diktuakr ouvdeon
ouvoéetal pe pla Slepyooia péow Twv Tediwv Processld kat ProcessGUID. To
ouUBav meplEXeL emiong Tig dlteuBuvoeLg IP, Toug aplBuoug Twv Bupwv KabBwg Kat
tnv IPV6.

e Event ID 4: Sysmon service state changed: To cupBav aAAayng TG KATAOTAONG TNG
UTINPEciog avadEpeL TNV KATAOTAON TNG UTnpeciag tou Sysmon (Eekivnoe n
OTAUATNOE avtioTola).

e Event ID 5: Process terminated: H Stadikacia teppatilet 11 avadopeg cupfaviwyv
otav teppatiletal plo Stadikaocia. Mapéxel to UtcTime, ProcessGuid kat Processid
NG CUYKeKPLUEVNC Sladikaoiag.

e Event ID 6: Driver loaded: Ta cuppavta mou doptwvovtal amo Kamowov Driver
Tapéxouv MANPodopIleG OXETIKA HE TO QVIIOTOLXO TPOYypPAUpa 08rynong Tou
doptwvetal oto cvotnua. Ta Sopopdwpéva Hashes mapéxovial kabwg kot
nmAnpodopiec umoypadns. H umoypadn Onuioupyeital acuyxpova yla Adyoug
anodoong Tou CUOTAUATOG Kal UTTOSELKVUEL €AV TO OpXElo adalpeBnke PeTA TN
doépTWON TOUL.

e Event ID 7: Image loaded: To cupfdv poptwuévng elkdvag KataypadeTal OTav pia
eVOTNTA GOPTWVETAL O MLO OUYKEKPLUEVN OSladikaoio. Autd To cupBav eivatl
OTIEVEPYOTIOLNHUEVO ATtO TPOETIAOYH KATA TNV €YKOTAOTAON TOU Sysmon o€ éva
ovotnua Windows Kkal Tpémet vo puBuLoTEL e TNV MOPAUETPO -l. Yodelkvuel tn
Swadkaola otnv omola ¢opTtwveTal n evotnta Kot OSlaBétel mAnpodopieg
unoypadnc. H umoypadr Snuoupyeital acvyxpova yla Adyoug¢ amoddoong tou
OUOTNHATOG Kal UTTOSELIKVUEL EQV TO apxelo adalpéBnke PeTd tn poptwaon. Auto To
oupBav Ba mpémel va pubuLoTEL TIPOOEKTIKA, KABwC n mapakoAouBnon OAwv Twv
oupBavtwv poptwong swkovag Ba dnuloupynost £va peyalo aplOpo cupBaviwv.

e Event ID 8: CreateRemoteThread: To cupBav CreateRemoteThread avixveUel mote
pla Stadikacia dnuoupyel éva vApa oe pla aAAn Sdwadikacia. Auth n TEXVIKA
Xpnotuormoleital cuvhBwE amd KATOLo KAKOBOUAO AOYLOULKO yLa TNV £YXUON KWOLKA
KoL TNV amokpun tou o€ AAAeG Stadikaoieg. To cupBav umodelkvuel T Stadkaoia
NG TNYNG Kal Tou otoxou. Mapéxel mMAnpodopleg OXETIKA Ue Tov Kwdika mou Ba
EKTEAEOTEL O0TO VEO vrua: StartAddress, StartModule kat StartFunction. Znuewwote
otL ta nedia StartModule kat StartFunction cuvdyovtal katl evOEXeTaL va elval KEVA
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av n &levBuvon ekkivnong Pploketal €KTOC TwWV POPTWUEVWV HOVASWY 1 TwV
YVWOTWV €£QYOUEVWY AELTOUPYLWV.

e Event ID 9: RawAccessRead: To ouupav RawAccessRead aviyveUeL mote i
Swadkaoia dle€ayel epyaoieg avayvwong amo tn povada Siokou XpnoLULOTIOLWVTAS
Vv 6nAwon \\.\. AUTA N TEXVLKN XPNOLUOTOLELTOL CUXVA aTtO KAKOBOUAO AOYLOULKO
yla tTnv anopdkpuvon dedopévwy amnod apxeia mou eivat KAEWOwHEVA yLoL avAayvwon,
kaBwg kat yla tnv amoduyn epyodeiwv gAéyxou mpooPfaong apxeiwv. To cupBav
aUTO uTtodelkvUEeL TN Sladikaoio TpogAeuonC KAl TN CUOKEUH TTPOOPLOUOU.

e Event ID 10: ProcessAccess: H Stadikacia auth mpooeyyilel avadopég yeyovotwv
otav pla Stadikaoio avolyetl pia aAAn dadikaotia, plo evépyela mou akoAouBeital
ouXVA amo epwtipata MANPodopLWY 1 TNV avAyvwaon Kol tn ypadrn Tou Xwpou
SleuBivoewv NG Sladikaciag otoxou. AUuTO ETUTPEMEL TNV QAVIXVEUON EPYAAEiwv
hacking mou StaBalouv ta meplexopeva pviung dtadtkactwyv onwc to Local Security
Authority (Lsass.exe) yla va KAéPouv ta SLomLoTEUTAPLA YLa XPrion o€ eTUOEOELG e
TNV TeXVIKN Tou Pass-the-Hash. H evepyomoinor tng oUYKeKPLUEVNG AELTOUPYLOC
urmopel va  SnUIOUPYNOEL ONUOVTIKA TOoA  Kataypoadng €Aav  umdpxouv
EVEPYOTIOINHUEVOL  SLOYVWOTIKA  BonBnTikd  mMpoypAupATA  TOU  avoilyouv
eNavelAnUuéva SLepyaoieg yla tnv avalntnon tng KATAoTaor§ TOUG, OMOTE YEVIKA
Ba mpémel va ylvetal povo pe IATpa TIOU KOTOPYOUV TIG TIPOCSOKWMEVEG
T(POOTIEAACELC.

e Event ID 11: FileCreate: OL eyypadécg Snuioupylag apxeiwv kataypadovtal otav
€va apxelo dSnuloupyeital A aviikabiotatal. Auto To cupBav elval XpHoLO yla TNV
napakoAouBbnon twv tonobeowwv autostart, onwg 1o dpakelo "Ekkivnon", KabBwg
KoL TPOCWPLVWV OAAA Kol KATEBOOUEVWY KOTAAOYWVY, OL OTIOLOL €lval KOWVEG BEDELG
KOKOBOUAWV TIPOYPAUUATWY TIOU ELOEPXOVTIAL OE £va GUOTNHO KATA TNV apxLKn
pHoAuvon.

e Event ID 12: RegistryEvent (Object create and delete): Ta kAslS1d pnTpwou Kat ot
TIUEG TOUG Snuoupyouv Kal dlaypadouv XAPTEG AELTOUPYLWV OE AUTOV TOV TUTO
oupBavtog, oL omoleg pmopouv va ival XpHOLUEG ylol TV TapakoAouBnon Twv
oAAOYWV OTLG TOTOBEGIEG AUTOUATNG EKKIVNONG TOU UNTPWOU N VLA CUYKEKPLUEVEG
TPOTIOTIOLOELG TOU UNTPWOU ATtO KATIOLO KAKOBOUAO AOYLOULKO.

To Sysmon XpnoLUOTOLEL CUVTOUEUUEVEG EKOOCELG OTAL OVOUATA TWV PLILKWY KATAAOYwV
TOU UNTPWOU, ME TIG akOAoUBeg avtioToLyloelg:

‘Ovopa KAeLSLo0 Zuvtopoypadia
HKEY_LOCAL_MACHINE HKLM

HKEY_USERS HKU
HKEY_LOCAL_MACHINE\System\ControlSet00x HKLM\System\CurrentControlSet
HKEY_LOCAL_MACHINE\Classes HKCR
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e Event ID 13: RegistryEvent (Value Set): Autdg¢ o tUmMo¢ oUPBAVTOG UNTPWOU
avayvwpileL TIG TPOTIOTOLOELG OTLC TIHEG TOU UNTpwou. To cupBav kataypddel Tnv
TLUA ToU €XEL eyypadel yLa TIG TIUES unTpwou Tutou DWORD kat QWORD.

e Event ID 14: RegistryEvent (Key and Value Rename): To KA&LSL UNTPWOU Kal N TLUA
NG METOVOUAOLOG AELTOUPYLWV OE OQUTOV TOV TUTO OUMPBAVTIOG, AE£lToupyouv
Kataypadovtag To VEo Gvopa Tou KAELSLOU 1) TNG TG TTOU LETOVOUAOTNKE.

e Event ID 15: FileCreateStreamHash: Auto 1o cupfdv Kataypddetal Otav L
ovouOoTIK) pony apxelou dnuoupyeitat kat dnuoupyel ocupPavta  mou
kataypdadouv to hash twv meplexopévwy Tou apxeiou oto omoio €xel ekxwpnOel n
pon (n ovopaoTikr por), KaBwG Kal Ta TEPLEXOUEVO TNG PONG TIOU €XEL OVOUAOEL.
Ynapyxouv mapaAAayeg KakOBOUAOU AOYLOULKOU TIOU PIXVOUV T €KTEAECLUA TOUG I
TI¢ pubpioelg Stapdpdpwonc péow ANPewv Tou MPOYPAPUATOG TIEPLYNONG KAL AUTO
To oupPav €xel w¢ otoxo va KataypdPel autdo mou Boaoiletal oto TPOypaApU
TIEPLYNONG TIoU oUVOEEL pia por) "orua tou Stadiktuou” tou Zone.ldentifier.

e Event ID 16: Sysmon configuration change: Autd to ocupfav dnuloupyeital otav
oAAaéel n kataotaon Stapopdwong tou Sysmon oOTo cUOCTNUA TO Omoio eival
EYKATECTNMEVO Kal UTtopel va meptAapBAavel i OxL KATIOLA TLUN KOTOKEPUATIONO. Edv
elxe kaBoplotel pa Stapdpdpwon tou Sysmon pe apxeio tomou XML, téte Ba
Kataypadel gl TN KATAKEPUATIOUOU TOU OpXELOU, WOTE VA UIMOPEL val EVTOTILOTEL
€AV KAmolog avadlapopdwoel To Sysmon e €va pn e¢ouctodotnuévo apxeio
Slapdpdwaong to omoio Ba mapdyel SLAPOPETIKO KATAKEPUATIOUO.

e Event ID 17: PipeEvent (Pipe Created): Auto 10 cupPav &nuloupyeital otav
dnuioupynBet évag ovopacuévo¢ owAnvag (Pipe). To kakoBoulo AoylopLko
XPNOLUOTIOLEL oUXVA OVOUAOHEVOUG OwARveG(Pipes) yla emkowwvia PeETAEl Twv
Sadikaolwv.

e Event ID 18: PipeEvent (Pipe Connected): Autd to cuufdv kataypddetal otav
TIPAYUATOTOLEITOL Pl oplopévn  ouvdeon owAnva (Pipe) petald  evog
TIPOYPAUUATOG-TIEAATN KoL EVOC SLAKOULOTH.

e Event ID 19: WmiEvent (WmiEventFilter activity detected): Otav kataypadetat
éva PpiAtpo cupPavro¢ WMI, to omoio eival pa pEBodog mou xpnoomnoleital ano
KATOLO KOKOBOUAO cuvrBwc AOYLOLILKO Yyl EKTEAEDN, TO CUMBAV AUTO Kataypadel
TO Xwpo ovopatwv WMI, To dvopa Tou dpiAtpou Kat tnv Ekppachn tou diAtpou.

e Event ID 20: WmiEvent (WmiEventConsumer activity detected): Auto to cupfav

Kataypddel TNV kataxwplon Twv katavalwtwv WMI, kataypddovtag To Ovoua Tou
KQTOVAAWTH, TO apxelo kataypadnig KoL ToOV TPoopLoUO.

e Event ID 21: WmiEvent (WmiEventConsumerToFilter activity detected): Otav €vag
KatavaAwtng cuvdéetal e éva GIATpo, auto To cupPfav kataypddeL To GVoUa TOU
KatavaAwtrn kot T dtadpoun tou dpidtpou.

e Event ID 22: DNSEvent (DNS query): Auto to cupfav Snuloupysital otav pia
Slepyaocia ektedel éva epwtnua DNS, eite TOo QmMOTEAECHA €lvol ETUTUXEG Elte
OTIOTUYXAVEL, amoBNKEVPEVO TTpoowpPLVa 1 OxL. H tnAepetpia yia autd to cuppav
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2.3

NpooTEdnke wg dSuvatotnta yia ta Windows 8.1 kal €metta, £ToL Aoutov dev elval
SlaBéoun ota Windows 7 kalL og OAa T vwpitepa amd autd AELTOUPYLKA
ovotiuata Windows.

Event ID 23: FileDelete (A file delete was detected): Auto to cuppav dnuloupyeital
otav éva apxeio dStaypadetal EViog eVOG CUOTAUATOG.

Event ID 24: ClipboardChange (New content in the clipboard): Auto to cupBav
dnuioupyeitat 6tav aMdalouv To TEPLEXOUEVO TOU TIPOXELPOU OTO €EKAOTOTE
ocvoTNUA.

Event ID 25: ProcessTampering (Process image change): Autd to ocupPav
dnuoupyeital otav n swova pla dtadikaoiag aAAdlel amo plo eEWTEPLKN TNYNA,
onw¢ pa Stapopetikr Stadkaaoia.

Event ID 255: Error: Auto to cupBav dnpoupyeital Otav €XEL TOPOUGCLAOTEL KATIOLO
odpdApa oto Sysmon. Tétola opAAPOTA UMOPOUV va cupBouv av to cuoThua
Bpioketal oe peydlo ¢poptio Kol OPLOUEVEG EVTOAEG eV UMOPOUV VA EKTEAECTOUV I
UTIApXEL 0pAaApa otnv umnpecio Tou Sysmon. Mmopeite va avadépete TuXOV
odaApata Tou Sysmon oto popoup Sysinternals r) oto Twitter (@markrussinovich).

Eykataotacn, Xprion kat PUOULon Tou Sysmon

To epyaleio Sysmon Twv dnuoupywv Mark Russinovich kat Thomas Garnier pmopoUue va
T0 PBPOUME Kal va TO KATEBACOUUE amod tov Lototomo: https://docs.microsoft.com/en-
us/sysinternals/downloads/sysmon . Onwg Ba Seite Kal mopakATwW TAPOUCLAIETAL APXLKA O

TPOMOC €yKATAOTAONG TOou Sysmon ot éva Windows oUOTnpa Kol OTn OUVEXELX
TIAPOUGCLAETOL O TPOTOG UE TOV OMOolo UIMopPEl var puBULOTEL cwoTtd To Sysmon, KaBwc Kat
TO MWCE UMOpEL va evnUepwOEL Eow KATIOLAC TTPOCAPUOCUEVNC Slapdpdwonc.

ZEKWVWVTOG HE TNV €yKatdotacon tou Sysmon, adoU €XOUUE TO OPXELD EYKATAOTOONG
Sysmon.exe UMOPOUUE OaMAWG PEoA amd TN ypauun eviodwv twv Windows (cmd) va
TPEEOUPE TNV EVIOAR] Sysmon.exe O OUVEXELD HE EVO EPWTNHOTLKO yla va HABoupe TL
elboug emAoyEg Exoupe. Avtiotolyo mapddelypa yla auto Unopeite va deite otn mopakaTw
€lkOva mou mapaBétoupe (BA. Ewtkova 2) [3].
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riame.
ice name will be the same
cutable image.

tification (default

1 to proceed

to capture activ
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e you will be interacti prompted to

Eikova 2 — EkTéAeon evToAng “Sysmon.exe?”

Eva and ta afloonueiwta Bépata eival 0Tl akopa KL av dev KaBoPLloOUUE CUYKEKPLUEVES
puBuiocelg, To Sysmon Ba eykataoctabel xwpi¢ mpoPARuata oto cloTNUA Hag. Onwg
BAEmete, umApPXEL Ml €TAOYR -C LE TNV OTOLO HUMOPOUUE VO EVNUEPWOOUUE TN
Slapopodwon tou Sysmon, omoladAMoTe oty epeilc BéAoupe akoun kat av to Sysmon
elval nén eykateotnuévo oto cUOTNUA Hag. MEoa amo T CUYKEKPLUEVN EMLAOYI UTTOPOUE
va koBopilooupe éva ocwpd Tpdyuata to onmola avadEpovtal avaAUTIKOTEPA To KaBéva
TIAPOKATW.

ApXLKA MIOPOUME va Kaboplooupe TOuG OAyOPLOUOUG KOTOKEPUATIOMOU Tou Ba
Snuoupyel kat mou Ba kataypadel to Sysmon. Jav Bactkd aAyoplOpo KATAKEPUATIOUOU
uropoupe va kobopiooupe tov SHAL, oAl €xoupe TTOAEG akoOun eTAoyEG. Evag Slaitepa
evlladépov  alyoplOpog KATAKEPUOTIOHOU e€lvat o imphash mou poialel pe
KOTOKEPUATIONO £l0AYyWYNG. MTopoUpe akopun va BaocloToUE otn AlOTA TWV EL0OYWYWV
yla €Va OUYKEKPLUEVO OpXelo ekovag. Auto sival apketa evdladépov €l8IkA Otav ot
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TIPOYPOUHUATIOTEG aAAGlouV TNV €KSOCN TOU apXelou Kal oUTw KaBegng, aAAd n Alota twv
ELOOYWYWV TIAPAUEVEL N SLa.

ErmutAéov, €xoupe tnv MOAU onpavtiky emidoyn -1, ywa tn kataypoadn twv Siadpopwv
EVOTNTWV TOU Sysmon.

‘Exoupe emiong tnv emAoyn -n, n omola xpnollomnoLeital yla tnv Kataypadr SlabopeTikwy
TUMWV OUVEECEWV OIKTUOU KOL MTITOPOUME VO KAVOUUE TPAYUATIKA TIOAU evdladépov
TPAYHOTA YUPW OO AUTH TNV ETUAOYH.

Mia akopn moAU evlladépov emhoyny Tou Sysmon gival o SLOKOMTING -r PE TOV OmMolo
EVEPYOTIOLWVTOC TOV UTTOPOUUE VA EAEYEOULE YLOL TILOTOTOLNTIKA UTIOYPAdNG UE OKOTIO TNV
enaAnbevon toug. Etol, pmopoUUe va emaAnBeUooupe TG umoypadEG Kal av To
TILOTOTIOLNTIKO avaKaAg(Tal ) OxL.

ZEKLVWVTOG AOUTOV HE TNV EYKATAOTOON TOU Sysmon oto oUOTNUA HAC TTANKTPOAOYOUE
otn ypauun evtodwv (cmd) twv Windows tnv evtoAr] Sysmon.exe -i yla tnv eykataotaon
Tou, -h SHA1l ywa va kaBopiooupe otL Ba kataypdadovrat ot SHAL(yia mopadeilyua)
KOTOKEPUATIOUEVEG TIMEC TWV APXELWV KAl LETA YE TNV €mloyn -1 yla TNV evepyormoinon
¢ Kataypodnc SladopeTtikwy TUMWV EVOTHTWY TOU GOPTWVOVTOL OTO CUCTNUA, yla
napadelypa DLL apyeia. H emopevn kat teAeutaia emiloyn mou Ba kabopiocoupe gival to -
n, yla tn Kataypadr twv SIKTUaKwV ocuvdéoewy. AUTH €lval KAl apxLKr) EYKATAOTOON TOU
Sysmon, TNV eKTEAECN TNG omolag Unopeite va deite kal mapakdtw (BA. Etkova 3).

C:\Users\IEUser\Downloads\Sysmon>Sysmon.exe -1 -h SHA1 -1 -n

ystem Monitor v1@8.42 - System activi monitor
Copyright (C) 2814-2819 Mark Russinovich and Thomas Garnier
ysinternals - www.sysinternals.com

ysmon installed.

ysmonDry installed.
arting SysmonDrv.
ysmonDr

tarting Sysmon. .

ysmon started.

C:\UseprshIEUser\Downloads

Eikova 3 — EkTéAeon EVTOARG YIO TNV EYKATACTAON TOU Sysmon
Mpog to apov, adol OAOKANPWONKE EMITUXWCE N EYKATACTOON TOU Sysmon UMOPOULE va
enaAnBevooupe Tov TPOMo Kataypadng Tng SpaotnpldTNTAC TOU oTa apxeia kataypadng
Twv ouvpPaviwv twv Windows. Autd pmopoUpe va ta Bpolpe kot va ta StaBacoups
avoiyovtog to Event Viewer twv Windows. MNa ™ Stadikacio avtr) Aowutov Ba mpémnet va
petafolpe ota apyeia kataypadng ebappoywv Kot unmnpectwyv tng Microsoft péoa oto
ekaotote Windows cUoTnUA Hag KoL otn cuvéxela oto medio tou Sysmon. Aol dwooupe
Alyo xpovo Aoutov o€ auto yla va avoifel éwg otou doptwoel pe OAa ta Sedopéva
TIAPOTNPOULE TIWG EXOULE OAEC TIC AETTOUEPELEG TIOU €XOUUE €TUAEEEL va GOPTWOOULE
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péoa amd TNV eykataotacn Tou Sysmon. Eva aviiotolyo mapddelypa auTAG
Sadikaoiag epdaviong divetat mapakdatw (BA. Eikova 4) [3].

{2 Event Viewer
File Action View Help

mne

o925 B

a BeiCtal G N Operational - Number of events: 25,654 () New events available
| Storage-Tiering
* StorageManageme Level Date and Time Source Ev.. Task Category
| StorageSpaces-Dim ®Information 17/05/2020 17:35:17 Sysmon 3 Network connection detected (rule: NetworkC...
"] StorageSpaces-Ma (i;'lnformation 1770312020 17:35:17 Sysmon 3 Process terminated (rule: ProcessTerminate)
~ StorageSpaces-Spa ||| (i) Information 17/03/2020 17:5513 Sysmaon 3 Network connection detected (rule: NetworkC..
~ StorDiag (i) Information 17052020 17,5514 Sysmon 1 Process Create (rule; ProcessCreate)
..' Store @Information 17/05/2020 17:35:13 Sysmon 3 Network connection detected (rule: NetworkC..
..T StorPort @Information 17/03/2020 17:32:02 Sysmon 3 Network connection detected (rule NetworkC..

v | Sysmon @Information 17/05/2020 17:35:01 Sysmon 3 Metwork connection detected (ule: NetworkC.

i Operational
° SystemSettingsThr || Event3, Sysmon
| TaskScheduler General Detal
“ TePp etals
| TerminalServices-C
. . hetwork connection detected: A
_ TerminalServices-C
) . RuleMame:
- TerminalServicesL UtcTime: 2020-05-17 14:35:16.656 v
_ TerminalServices-P
* TerminalServices-P Log Name: Microsoft-Windows-Sysmen/Operational
~ TerminalServices-R Source: Sysmaon Logged: 17/05/2020 17:55:17
..T TerminalServices-S Event D: 3 Task Category: Network connection detected (rule: NetworkConnect)
_ Time-Service .
- Level Information Keywords:
_ Time-Service-PTP-
User: SYSTEM Computer. ~ WIN10-YM
_ TZSnc
“ 12Ut . OpCode Info
q = oae D Ware Information:  Fvent | na (nline Heln
Start

Actions

Operational

= Open Saved Log..

¥ Create Custom View..
Import Custom View..,
Clear Log...

T Fiker Cument Log..

D Properties
Disable Log

& Find..

H Save All Events As...
Attach a Task To this Lo...
View

G Refresh

ﬂ Help

Event 3, Sysmon

D Event Properties

] Attach Task To This Even...

Gy Copy

Eikéva 4 — MpoBoAn Twv apxeiwv KaTtaypa@ng Tou Sysmon péow Tou Windows Event Viewer
‘0Ooo avadopad otnv avaluon, To Sysmon gival évo UTIEPOXO EpYaAEio, SLOTL LA ETULTPETEL
va IO PakOAOUBOUE KATA TN CUYKEKPLUEVN SLAUOPPWAON TIOU TOU €XOUME SWOEL aUTH TN
otyun, uta dadikacia n omola dnuoupyel €éva cupPBav kal emiong €va cupfav mou
teppatilel tn Swadikaoia. Onote, yla mopdadelypa, Eekva pa dStadkaoia, pUmopol e va
EVTOTIIOOUE OTL N CUYKEKPLUEVN Sladikaoio ele TIC akOAOUBEC MAPAUETPOUG EKTEAEDNG

(BA. Ewtkova 5).
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Event 1, Sysmon

General Details

Process Create:

UtcTime: 2016-10-10 05:10:14.769

ProcessGuid: {162cedbc-22b6-57fb-0000-00107b1bb118)

Processld: 27920

Image: C:\Windows\System32\backgroundTaskHost.exe

CommandLine: “C\WINDOWS\system32\backgroundTaskHost.exe" -ServerName:Cortanall AppXy7vbdpc2dr3kc93kfc509b1d0arkfb2x.mca
CurrentDirectory: C:\Windows\SystemApps\Microsoft. Windows.Cortana_cw5nTh2tayewy\
User: __ \Paula

LogonGuid: {162cedbc-cce9-576-0000-0020937¢0a00)

Logonld: OxATES3

TerminalSessionid: 1

Integrityl.evel: AppContainer

Hashes: MD5=5E7158598E74B78413F2ADD4ECAGB360

ParentProcessGuid: {162cedbc-ccde-57f6-0000-001091240100)

ParentProcessid: 944

Parentlmage: C:\Windows\System32\svchost.exe

ParentCommandLine: C:\WINDOWS\system32\svchost.exe -k DcomLaunch

Eikéva 5 - MpoBoAn Twv apxeiwv KaTtaypa@ng Tou Sysmon yia Tnv dnuioupyia piag diepyaciag

Eniong, pmopoUpe va yvwpiloupe TOLOG TO €KAVE KOL TIOLOL ATOV N YOVLIKN €LKOVA TIOU
gekivnoe avut ™ Sladikaoia. Auto eival apketd evlladépov Otav aVAAUOUUE TIOANG
TIPAYHATA, OTIWCE YLO TTOPASELYA TIOLOG EEKIVNOE £V OUYKEKPLUEVO EKTEAEDLLO TIOU UTMOPEL
va glval KaOKOBOUAO AOYLOULKO.
‘Exovtag amoktnoel mpoofacn oto apxelo kataypadng twv Windows, autd mou Hag
evlladépel Twpa eival va emaAnBevoou e mola eival kat n Stadpoun tou. Etol, unopolpe
va TTAUE oTIG LBLOTNTEC Tou apxeiou kataypadns twv Windows kat va Soupe tn dtadpoun
otnv omoia PBpilokovtalt ta apxela kataypadrnc n omoia esival: Windows\System
32\Winevt\. EMOpéVWG, UITOPOUE va avilypAOUE AUTO TO HOVOTIATL Kal taioupe Alyo
0€ aUTO, aAAG mpwta ar’ OAa, Ba MAUE va eVNUEPWOOUUE TN Slapopdwaon tou Sysmon
pEow €vog .xml Configuration File. AvaAutikdtepa oxetikd pe auvt tn Swadikaoia
EVNUEPWONG TNG SLapopdwong Tou Sysmon mapouclalovtal oTnV MapoKATW EVOTNTA.

2.4 PuBuon tov Sysmon pe xprion apxeiov .xml configuration file

Fa TNV EYKATAOTOON TOU Sysmon XwpLg TIG MPOETUAEYUEVECG PUBUIOELC TOU, OAAG KAVOVTAC
XPNon OUYKeKPLUEVOU apxelou Stapdpdpwonc (.xml configuration file) xpnowomolovpe ™
VPAUUN eVTOAWV Twv Windows Kal KAVOUHE Xpon TNC MOPAKATW EVIOANC:

sysmon -accepteula -i c:\Users\IEUser\Documents\config_file.xml

To apxeio dtapopdwong (.xml configuration file) mou Sivetal wg dplopa otn MapAMAVW
evtoAn] kaBopilel OAeg TIC puBbUioelg Tou Sysmon OTO €KAOTOTE cUOTNUA ToU Ba yivel n
eykatdaotaon. Onwg mapatnPoULE WG OPLOUA OTN CUYKEKPLUEVN VTOAR Sivetal n amoAutn
Swadpoun tou apyeiov Slapdpdpwong otnv omoia eival amoONKEUUEVO OTO EKAOTOTE
cvotnua [11].
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Mo va aAAGEOUE 1 va EVNUEPWOOUE TN Slapopdwon Tou Ndn eykateoTnuéVoU Sysmon
o€ éva ovotnua e éva apyelo Sltapopdwong (.xml configuration file) kavoupe xprion TG
TIAPAKATW €VTOANRG [3]:

sysmon -c c:\Users\IEUser\Documents\config_ file.xml

H dtapdpdwon tou Sysmon ennpedletal apeca and to apxeio dStapopdwong mou divetal
KaBe dopa kal oxedlaletal wote va Bondnoel oe kABe £l6oug MpocapUoyH TO AVTioTOLKO
nepBarlov 1 oUOTNUO VA  EVIOTLOTOUV OL QVTIOTOLXEG KOKOPBOUAEC 1) UTOTTEG
S8paoTnPLOTNTEG MOV EMLBUOUUE.

Eva moAU amAé mapadelypa apxeiov dtapopdwaong tou Sysmon Sivetal mapokdatw (BA.
Ewkova 6).

i configxmi - Notepad
File Edit Format View Help
kSysmon schemaversion="3.30">
<HashAlgorithms>md5,sha256</HashAlgorithms>
<EventFiltering>
<NetworkConnect onmatch="exclude"/>
<CreateRemoteThread onmatch="include">
<TargetImage condition="image">explorer.exe</TargetImage>
<TargetImage condition="image">lsass.exe</TargetImage>
<TargetImage condition="image">services.exe</TargetImage>
<TargetImage condition="image">svchost.exe</TargetImage>
<TargetImage condition="image">winlogon.exe</TargetImage>
</CreateRemoteThread>
<RawAccessRead onmatch="exclude">
<Image condition="image">C:\Windows\Sysmon.exe</Image>
<Image condition="image">System</Image>
</RawAccessRead>
¢!-- Event ID = 10 -->
<ProcessAccess onmatch="include">
<TargetImage condition="image">lsass.exe</TargetImage>
</ProcessAccess>
<FileCreate onmatch="include"/>
</EventFiltering>
</Sysmon>

Eikéva 6 — Mapadeiypa apyegiou Siapoép@waong Tou Sysmon
Onw¢ Ba kataAdaPate dev eival amapaitnto va Stapopdwoete Ta MAVIA, UMOPEiTeE va
Slapopodwoete Kat' emloynVv HOVo PeEPLKA Ttpdyuata. Kat, pe Alya Adyla, pumopeite emiong
va opioete TL Ba BEAate va cupmeplAdPeTe yla oplopéva cupBavta i va e€alpéoete. MNa TIg
ouvdéoelg SikTUOoU, yla MaPAdELypa OTNV Mapanavw mepintwon, mapakoAouBolue 6Aoug
TOUG TUTOUG cUPBAvVTWY. Mmopeite WOTO0O va SNULOUPYNOETE €V ATIOUAKPUCUEVO VLA,
OE OUTAV TN OUYKEKPLUEVN Tepimtwon, mapakoAoubwvtag povo efepeuvnteg, LSASS,
umnpeoieg, svchost, Winlogon kat avtiotolya GAAa mapopola mpdyuata. H akatépyaotn
npoéofacn avayvwong evepyomolibnke, anokAgiovtag, puoikd, To Sysmon Kot To cUCTNUQ,
oAAG ta umodouta mapakoAouBouvtat. Kal ¢uoikd mpdypata Onwg n mpoécfacn otn
Swadkaoia, n omola eival KaAf yla TOV EVIOTMIOUO emBécewv TUMoU pass-the-hash,
oupneplhapBavoups povo tnv LSASS. AvtiBétwg, otnv mepimtwon tou FileCreate
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onmatch = "include", 06ev mapakolouBw Ta TMAVTA KAl OUYKEKPLUEVA Oev
napakoAouBeital Timota oto nmapanavw napddelypa apxeiov Stapopdwong. Autog eivat
YEVIKA O TPOMOG Ue tov omoio Souleloupe og éva apyeio Slapopdwaong tumou .xml Tou
Sysmon.

Jta mMAQLOLO TNG OUYKEKPLUEVNC gpyaciag eMeldr) €(OUUE WG OTOXO VO EVTOTILIOOUUE TNV
EOWTEPLKN LETOKIVNON €VOG emutiBgépevou o biktuo pe Windows Domain kdvovtag xprion
Tou epyaAeiou Sysmon, XPNOLUOTMOLOOUE plot KATtdAAnAn OSwapdpdwon n omola
noapatibetal w¢ TMaAPATNUA OTO TEAEUTALO KEPAAALO TNG  OUYKEKPLUEVNG EPyaoiag.
MpOKeltal ylo €va TPOTUTIO apxeiou Slapopdwong Tou Sysmon HE TPOETUAEYUEVN
napakoAouBOnon cuppavtwv oe uPnAo Babuod [11]. To apxeio Stapdpdwong Ba mpEnel va
Aewtoupyel wg onueio ekkivnong yla Tnv moapoakoAolBnon aAAaywv ToU CUCTAHATOG O€ €va
OQUTOVOUO Kal TPOORACLUO TIAKETO. INUELWOTE OTL N Sloapopdwon autr) Tou Sysmon Sev
TlapakoAouBel mpaypaTa OMwWG EAEYX0 TAUTOTNTOC Kal AAAa cupBavta twv Windows mou
elval emiong wtikng onuaciog yla tnv €peuva cuppaviwyv. Ma tov Adyo autd €XOUME
TIPABECEL TTAPAKATW OPLOMEVEG KATAAANAEG puBULoELS yia Ta apxeio Kataypadng Twv
Windows Omou o ocuvbuoopd e TO Sysmon €XOUV WG OKOTO TOV EVIOTIOMO TNG
E0WTEPLKNAG METAKIVNONG EVOC ETUTIOEUEVOU.

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 23




MetaTTuxiakr AilaTpiBn Apdakog MixanA

3 Apxeia Kataypadrg cuppaviwv oe cuotriipoata Windows

H Microsoft avénoe otadlakd tnv OamodoTIKOTNTA KAl TNV QAMOTEAECUATIKOTNTA TWV
EAEYKTIKWV EYKATACTACEWV TNG KE Ta Xpovia. Ta ouyxpova cuotripata Windows pnopouv
va Kataypaouv TEPACTLEG TOCOTNTEG TANPOPOPLWV HE EAAXLOTO OVTIKTUTIO 0TO cUOTNUA.
H Swapopdwon emapkol¢ kataypadng ota ouvotiuata Windows kat n  1davikn
OUYKEVTPpWON auTwV Twv apxelwv kataypadnc oe SIEM 3 oe dAAo abpolotr) kataypadnc,
elval éva kpiowo Bripa mpog tn dtaoddaAion tou otL €va meptfarliov Windows pmopel va
umootnpiéel pla amotedeopatiky amokplon ocupPfaviwv.  Ta cuyxpova cuoThpaTa
Windows amnobnkevouv apxeta kataypadng oTov KataAoyo
%SystemRoot%\System32\winevt\logs amo npoemnhoyn otn duadikn popdn kataypadng
oupPBavtwv twv Windows XML, mou opiletat amd tnv enéktaon .evtx. Ta apyeia
kataypadng umopolV emiong va amobnkeutolv €€ OMOOTACEWG XPNOLUOTIOLWVTOG
ouvOpOoUEC KaTaypadnc. Mo amouakpuopévn Kataypadn, Evo amouUoKPUOUEVO GUOTNHO
nou ekteAel Tnv unnpeoia Windows Event Collector syypaddetal oe ocuvdpopéc apxeiwv
kataypadng mou napayovrtal and aAAa cuotripato. OL TUToL apxeiwv kataypadrng mou Ba
OUMeXBoUV umopoUv va kKaBoplotouv oe emimedo KOKKWOOUC Kal n petoadopd
npaypatomnoleitatl péow HTTPS otn Bupa 5986 xpnoiponowwvtag WinRM. Ta GPO pmopouv
va  xpnowomowinBolv ya TN SOpOpPWon TWV ATMOUAKPUOUEVWY EYKATOOTAOEWV
kataypadng oe kabe umoloylotr. Ta cupPfavia pmopoulv va kataypadoUv ota apxeia
kataypadng ocuvupaviwv aocdadeiag, ouotiuatog kot edappoywv r, o cuyxpova
ovotnuata Windows, evdéxetal emiong va eudavidovtar oe moAd ala apyeia
Kataypadng. AVOAUTIKOTEPA TAPAKATW OTNV &vOTNTA  “AlaXWPLOMOC TwV opXelwv
kataypadng” meplypadovtal oL katnyopieg otig omoieg katnyoplonolovv ta Windows ta
apxela kataypadng Toug.

3.1 AwoxwpLlopog Twv apxeiwv kataypadng

Eva apxelo kataypadng eivat éva oapxeio dedbopévwv mou dnuloupyeital amd Evav
UTTOAOYLOTH Kal TtepLEXEL TIANpodopleg oxeTkA pe potifa xpriong, Spaoctnpldtnteg Kal
AeLToupyleg eVIOG AeLTOoUpYLKOU cuoTUaTtog, epapuoyng, Stakoploti i AAANG CUCKEUNC.
Ta apyxeia kataypadnc twv Windows sivat apxeio Twv cuppfaviwv mou cupPaivouv otov
UTtoAoyLoTH oag, €ite and €va Atopo site ano pla dStadkacia ) dlepyaocia mou ekteAeital
oto ovotnua. To apxelo kataypadnig ocupPaviwv twv Windows TEpLEXEL apxEla
kataypadng and to Aetoupylkd cvotnua kal ebappoyeg, onwg SQL Server ) Internet
Information Services (lIS). Ta apxela kataypadn xpnowlomoouy pa Sounuévn popdn
Sebopévwy, kablotwvtag Ta eUKoAa oTnV avalntnon Kot avaAuon.

Ta Windows amoBnkelouv ta apyxeia kataypadn¢ cuppaviwv kot Staxwpilovtol otig
TIAPOKATW TIEVTE UTIOKATNYOPLEC:

e Application (Epapuoyn)

MNephappavouv Tig kataypadeg amod tn Asltoupyia Twv epapuoywv nou Ppiokovral
EYKATEOTNUEVEG OTO ovotnua. To T Ba «kataypadel, kabBopiletalr amd To

Snuloupyo NG KABe empépouc edapUoyng.
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e Security (Ao@dAeia)

Meplappdavouv ocuppavta ocuotiuato¢ Tou adopolV TNV TpPooTacio Tou
OUCTAMOTOG, OTWG ylo mapadelypa cupPavta auvBeviikomoinong, METAPOAEG
QVTIKELUEVWY, XpAon Tmopwv Kk.d. H emloyd Ttwv ocupBaviwv mou Ba
kataypdadovtal kabopiletal anod to SLAXELPLOTH TOU CUOTAOTOC.

e Setup (PuBuion)

Mep\apBdavouv CUPBAVTO OXETIKA HE TOV EAEYXO TOMEWV, OMwG n Béon Twv
apxelwv kataypadng Hetd and pla Stapopdwaon diokou.

e System (Juotnua)

Kataypddovtal cuppavta OXETIKA WE TN A€lTOUpPylO TOU OUCTHUOTOG, OTMWG
aotoxia &vog odnyoU OUOKEUNG 1 €VOG UTIOCUOTAMOTOG K.G. H emiloyn twv
oupuBavtwv mou Ba kataypadovial sival MPokaBopLoUEVN OMO TO E€KAOCTOTE
oloTNUA.

e Forwarded Events ([powSouusva cuuBavra)

Ta mpowBoupeva cuppavia adopouv cupPavia SLadOPETIKWY LNXAVNUATWY TOU
idlou SlktUou Kol xpnowomolouvtal and €vav SLaXELPLOTH) OTNV TEPLTTWON TIoU
B€AEL va XpNOLUOTIOLOEL £VaV UTIOAOYLOTH) TTOU VO CUYKEVTPWVEL TIOAATAQ apxela
kataypadng ano SlapopeTkd unxavhipata oto idlo diktuo.

3.2 Katnyopieg twv apxeiwv kataypadnc BAcEL KPLOLLOTNTOG

Ta Windows emiong Kkatnyoplomolouv KaBe oupPav ovpdwva pe €va  eminedo
KpLowuotnTag to omoio ta bl €xouv opioel €€’ apxng. Ta emimedba autd kotd oeslpd
KpLowuotntag eival ta €€n¢ [9]:

e JuuBavrto [MAnpowopiac

Ta oapyxela kataypadnG HE QUTAV TNV KaATnyoplomoinon onuaivouv cuvABwg OTL oTo
YEYOVOC Tou oUVERN Sev umrpxe KAmolo mPoBAnua. Ta MeplocoTepa apxeia kataypadng
amoteAouvtal amnd yeyovota mou Pacilovtal oe mAnpodopieg. Eva tétolo mapddelyua
ocupPavtog mMAnpodopiag Baoel cuoTruatog ival to Event pe To avayvwpLoTIKO VOUUEPO:
1042, Msilnstaller, to omoilo uUTMOSELIKVUEL TOV TEPUATIONO Mg ouvaAAayng Windows
Installer oto cUotnua.

e JuuBavra Mpoetbonoinonc

Ta cupBavta pe tnv katnyoplomoinon tng nmpostdomnoinong Baocilovial 08 GUYKEKPLUEVA
povaya cuppavra. Ta MPOELSOMONTIKA LNVULOTO UTTOPOoUV VA ETILOTACOUV TNV TIPOOCOoXN
oe mBava Intipata mou evOEXETAL va Unv amattolv aueon dpdaon. To Event yla
MapAdelypua HE TO AVAYVWPLOTIKO voupepo: 4003, pog Seiyvel OtL n Aswtoupyia NG
autopatng dtapopdwaong tou WLAN evtOmios MEPLOPLOUEVN CUVSECIUOTNTA, ETILXELPWVTOG
QUTOMATN avAKTnOon.

e JuuBavra Spaiuatoc

Ta ovppavra emunedov opalpatog deiyvouv OTL KAmola Asltoupyia Tou cuoTtpatog dev
Katadepe va GOPTWOEL N} VO AELTOUPYNOEL avapevopeva. To Event e TO avoyvwpLOTIKO
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voupepo: 36, to Volsnap eival éva mapadelypa opAAMATOG CUOTHUOTOG OTAV £VaAG
umoAoylotr|g Sev umopel va dnuoupynoel okuwdn aviiypada tou topou C: emeldn o
amoBONKEUTIKOG XWPOG oKlwdoug avilypddou Sev unopeoe va avénbel Adyw Tou opilou mou
enéPBale o xpnotne.

e Kpilowa JuuBavra

Ta kplowa cupPavia umodelkvuouv Ta cofapotepa MPOPRARLATA TOU CUCTAMATOG. Eva
avtiotolyo mapadelypa €ival to cUMPAV LE TO AVAYVWPELOTIKO vouuepo: 41, to Kernel-
Power 1o omoio Snuioupyeitat otav €va cloTnUa emaveKkvnBel xwplg va kAeloel kaBapad
Mpwta. Auto 10 odpaAua Ba pmopouoes va TMPOKANBeL otnv mMeplmtwon mou to cuoTnUa
OTOUATNOE VO AVIATIOKPLVETAL I] £XA0E EVEPYELX AMPOCSOKNTAL.

3.3 MNpoypappa NpoBoAng twv apxeiwv kataypadng

To Windows Event Viewer eival to evowpatwpévo epyadeio twv Windows 1o omoio
eudavilet 6Ao Tto apxeio kataypadng HNVUHATWY €GOPUOYAG KAl CUOTHMOTOC,
ouunepAaUPBAVOUEVWY ODOAUATWY, UNVUUATWY HE TTANPodOpleg Kal TIPOELSOTOLOEWV.
Elvat éva xprioluo epyaleio yla TNV OVTLUETWILON OAWV Twv 6wV SladopeTIKWY
npoPAnuatwyv tTwv Windows kabwg kat Bepdatwv aodalelag. No onpelwBel OTL akoun Kot
€va owoTA AELToupyKO cuotnua Ba spdavilel Stddopeg mpoeldomnoloelg Kal opaipata
ota apxeia kataypadng mou pnopsite va deite pe tou Event Viewer.

Mapakdtw avoiyovtag tov Event Viewer twv Windows pmopoupe va doUpe tn Soun mou
€XOUE KoL n omola mepleypadnke napanavw (BA. Eikova 7) [9].

: {2] Event Viewer (Local) Event Viewer (Local)
o 7 Custom Views T . : _
v [ Windows Logs ry Las ]
u ie] Application | o—
i ie] Security
f ~
E] Setup 5]  Toview events that have occurred on your computer, select the
& System @ |y appropriate source, log or custom view node in the console tree. The
;’] Forwarded Events Administrative Events custom view contains all the administrative v
= Apphgt@ns and Sevices Fogs I Summary of Administrative Events .
-4 Subscriptions
Event Type EventID  Source Log Last hour
Critical - - - 0
Error - - - 0
L T - 5 v
< >
I Recently Viewed Nodes .
Name Description  Modified Created »
Windows Logs\System N/A 24/04/2021 21:05:35 17/06/2(
Windows Logs\Setup N/A 22/04/2021 16:09:37 17/06/2( v
P R— SRS A Pl S

Eikoéva 7 [9] — Kartnyopieg Twv Windows Logs
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AT tnVv Alota 0TO OPLOTEPO TUNUA, avamtuéte tnv erthoyry Windows Logs kal emhéfte
Security. Mapatnpnote O©TO KeVIPKO TUAMO Ta oupPavta (Events) mou €xouv
kataypadel. EmAéyovtag €va Event, UmopoUE, OTO KATW HEPOG, VA TAPATNPHOOUUE
VEVIKEC TTANPOdOopLeS, KABWG KAl aVaAUTIKOTEPA oToLxEla Tou cuppavtog (BA. Etkova 8).

Event Viewer (Local) Securi Number of events: 32.383 (!) New events available
rity

- Custom Views

v [m Windows Logs Level Date and Time Sourci A
=] Application @“Information 06/04/2021 22:40:34 Micro
i+ Security €, Information 06/04/2021 22:40:34 Micro
] Setup @, Information 06/04/2021 22:40:34 Micro
5] System @\, Information 06/04/2021 22:39:46 Micro

: ] Forwarded Events <\, Information 06/04/2021 22:39:46 Micro
] Applications and Services Logs @, Information 06/04/2021 22:39:29 Micro ,
|z 4 Subscriptions < >

Event 5379, Microsoft Windows security auditing. X

General Details

Credential Manager credentials were read.

Subject:

Security ID: MD-DESKTOP\Mixalis
Account Name: Mixalis

Account Domain: MD-DESKTOP

Logon ID: Ox760C9E

Read Operation: Enumerate Credentials

This event occurs when a user performs a read operation on stored credentials in Credential Manager.

Log Name: Security

Source: Microsoft Windows security Logged: 06/04/2021 22:40:34

Event ID: 5379 Task Category: User Account Management
Level: Information Keywords: Audit Success

User: N/A Computer: MD-DESKTOP

OpCode: Info

More Information: Event Log Online Help

Eikéva 8 — EmiAoyn cupBavrog
Kavovtag SutAd kAlk oto ocupPav Ba avoifel mapdBupo OMou UTOPOUUE TILO €UKOAQ
VO UEAETAOCOUME OAEC TIC AETMTOUEPELEG OXETIKA UE OUTO. Mapakdtw moapouactalovral
AVOAUTLKA OAEG oL TANpodopleg amod éva katayeypappuévo cupupav (BA. Ewova 9).

Xpran Tou gpyaAgiou sysmon yia Tov eVTOTTIIoNS eTTIBECEWY ETWTEPIKAG JETAKIVNONG £VOG ETTITIOEUEVOU 27




MetaTTuxiakr AilaTpiBn Apdakog MixanA

8]
General Details
Credential Manager credentials were read.
Subject:
Security ID: MD-DESKTOP\Mixalis
Account Name: Mixalis
Account Domain: MD-DESKTOP
Logon ID: 0x760C9E |
Read Operation: Enumerate Credentials
This event occurs when a user performs a read operation on stored credentials in Credential Manager.
%+
Log Name: Security
Source: Microsoft Windows security Logged: 06/04/2021 22:40:34
Event ID: 5379 Task Category: User Account Management
Level: Information Keywords: Audit Success
User: N/A Computer: MD-DESKTOP
OpCode: Info
More Information: Event Log Online Hel
Copy Close

Eikéva 9 — MpoBoAn TAnpo@opiwv cuppavrog
KaBe cupBav katoxwpnong Tou apxeiou kataypadrc mepLlEXeL TIC akOAouBeg mAnpodopieg
[9]:
o Huepounvia: H nuepounvia epdaviong tov cupBavroc.
e QOvoua kataypoaenc: To ovopa Tou apxeiou kataypadr¢ cupBaviwv Omou eival

amoBnkevpévo tO oUMPAv. XpNowo Katd tnv enefepyacia MOAWV apxeiwv
kataypadng mou tpafrAxtnkav ano to idlo cuotnua.

e Qpa: H nuepounvia KoL wpa TOU TOMLKOU CUCTAATOC KATA TNV omoia kataypadnke
TO CUUPAV.

e Xprnotng: To 6vopa XprRotn mou KataypAddnke oto cUCTNA TN OTLYHI TIOU CUVERN
TO CUMPAV.

e YmolAoyiotri¢: To Gvopa TOU UTIOAOYLOTH oTov omoio kataypddnke to cupPav. Autd
elval xpnouo kata tnv e€€taon Twv apxeiwv kataypadng mou cuAAEyovTal amo MoAAG
ocuotiuata, aAAA Sev MPEMEL va BEwPELTOL WE N CUOKEUN TIOU TIPOKAAEDE €va GUUBAV.

o  AvayvwploTik0 guuBavtoc: AvoyvwpLloTikog aplBuoc twv Windows mou kaBopilel
TOV TUTO cUUPAvVTOG.

e [Inyn: To mpoypapa i TO OTOLXELO TTOU TPOKAAEDE TO CUUPAV.
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e Tumo¢: O 1tOmog  oupPaviog,  ocuumepllapBoavopévwy  TAnpodopLwy,
nposwdonoinong, opaipatog, eAéyxou emttuxiag aopadeiag r} eAéyxou amotuxiog
aodaleiag.

e Eninebo: H kplowpdtnta mou amodidetat oto ev AOyw cupBav.

o [lepypaen: Eva UMAOK KEWWEVOU OMoOU Kataypdadovtal mpocbeteg mAnpodopieg
€L6LKA yLa To cLUUBAv Tou Kataypdadetal. AUTo €lval CUXVA TO TIO CNUAVTIKO Tiedio
yla Tov avoAuTh).

3.4 Afloonueiwta apyeia kKataypadng yid TNV OVIXVEUON ECWTEPLKAG
HETOKIVNONG

Afilel o auTO TO ONUElO va oNUELWBOUV OPLOPEVEG KaTnyopleg cupBaviwy kabwc Kot
oupPBavta twv Windows ta omoila eival peilovo¢ onpaciag ywa tv aviyveuon tng
EOWTEPLKAG METAKIVNONG €vOC emutiBépevou péoca oe éva Siktuo pe Windows Domain.
Oplopéva amd autd tou eidoug ta ocupBavta esivalt n mpodéoBacn o Kowoxpnota
avtikeipeva. Ou emrtiBépevol aflomololv ocuxva £ykupo SLATIOTEUTAPLA TIOU EXOUV
UTIOKAEPEL YLOL QTMOUOKPUOUEVN TipooBaon os Sedopéva Kal UTTOAOYLOTEG HECW KOLWVWV
otolxeiwv mou dnuloupyolvtal amo XpHotes N Slaxelplotéc. Me autov tov Tpomo Ba
SnuioupynBolv cupPBavta ocuvdeong Aoyaplaopou Kot oUVOEONC YeVIKA, aAAQ Kal
NPOCOEeTn Kataypadn yla Tétolov eidoug cupPBavta pnopet eniong va evepyomnotnBel otnv
KovooAa Slaxeiplong mMoALTIknG opadag petaBaivovtag oto: Computer Configuration ->
Policies -> Windows Settings -> Security Settings -> Advanced Audit Policy
Configuration -> Audit Policies -> Object Access -> Audit File Share. MOALg
gvepyonolnBel n emhoyr auth, Ta akoAouBa avayvwploTikd cupBaviwyv Ba kataypadouv
oto apyelo kataypadng cupBaviwyv aopaisiag [4].

Avayvwplotikd ouuBavtog Ko xprong Siktuou:

AvayvwpLoTIKO SUMBAVTOG Nepwypadny

5140 MNpoomeAAoTNKE €val AVTIKELPUEVO KOLWVAG Xpriong Siktuou. H
KOTaXWwpPLon CUpBAvVTOC TOPEXEL TO OVOPO AoyaplLocHoU
Kal T SdtevBuvon MpogAsuong Tou AoyapLlaopoU Tou €XEL
npoéoBaon oto avrtikeipevo. AdBete unmoyn OTL 0 authv
v Katoaxwplon Ba sudaviletal OtL €ywve mpooPacn oto
Kolvoxpnoto otolxeio, aAAd OxL Oe Tola apxeia oTo
Kowoxpnoto. Evag peydlog aplOpog  ouTWV  TWV
oupBavtwv amd €vav POvVO Aoyaploouo UMopel va
anoteAel €vdel€n evog AoyaploopoU TTou XPNOLUOTIoLELTaL
yla tn cuAAoyn 1 xaptoypadnon dedopévwy oto Siktuo.

5142 MpooTEBNKE £va AVTLKELEVO KOV Xprong Stktuou.

5143 ‘Eva avtikeipevo Kowvnig xpriong SIktuou TpomomnoLionke.
5144 ‘Eva avtikeipevo Kowvng xprnong diktuou dlaypadnke.

5145 Eywve €AeyxoC €VOG QVTIKELLEVOU KOLVAG Xpriong Silktuou

yia va 6eL gdav pmopel va mapaxwpnBel otov meAdtn

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 29




MetaTTuxiakr AilaTpiBn Apdakog MixanA

embupuntn npocBaon. H anotuyia kataypadetatl ovo eav
anoppldBel n adela oe emninedo KOWNAG Xprnong apxeiwv.
Eav n adewa amoppidpbel oe emimedo NTFS tote Oev
KataypAdeTal KatoywpLon.

Eav elval evepyomolnuévog o AemTopepnG €AeyxoG HepLdiou apxelwv otnv Kovoola
Slaxeiplong moAwtikng opadag, petaPaivovtag oto: Computer Configuration ->
Policies -> Windows Settings -> Security Settings -> Advanced Audit Policy
Configuration -> Audit Policies -> Object Access -> Audit Detailed Share
Share kdaBe apxelo oe kdBe Kkowoxpnoto otolxelo oto omoio €xel mpdoPacn Ba
SnULoUpYNOoEL Pl Kataxwplon kataypoadrng cupBAavtog UE avayvwploTiko: 5145. Onwg
urnopeite va davrtoaoteite, autd to emnimedo kataypadrg evoExetal va SnuLOUpYROEL
HEYAAO OyKO amoteAeopdATWY. To cuoTnUa ToU EKVA TNV TipocoPacn evoExeTal emiong va
eudavilel otolela yla TG ouvOEDELC oTo KAELOL UNTPWOU:
NTUSER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2.

Mapd To yeyovog OTL elval €va UTTOGUVOAO TNG KAOTIHG SLAMLOTEUTNPLWY, UTIAPXOUV OPKETEC
ETWMAEOV EKTIUNOELG TIoU TPEMeL va AndBoluv umoyn otav Ta SlomoTeuTpLa
aglomololvtal yla Vo amokTHoouv pocBacn oL eruTtiBéPevol o €va cUOTNUA UECW TOU
Remote Desktop Protocol (RDP). Edv 1o RDP XPNnOLUOTIOLEITOL TOKTIKA OO TOUG
SLaXelploTEG 1 amo To ypadeio Bonbelag xpnotwv evog topéa Windows, mapéxel éva
€EAKUOTIKO dopéa emiBeong yla TOUG EMITIBEPEVOUC TTOU TTPOOTIOB0UV VA TTPOCOUOLWCOUV
gl Tutikn Spaotnplotnta péca o €va Siktuo. MOAg Bpebel oe oclotnua meAdtn, o
ETUTIOEUEVOG Umopel amAd va afLoToL oL T EVOWHATWHEVA epyaleia TnG Microsoft yla
va ETUTPEPEL TNV ATIOUAKPUOHEVN TIPOCBACN TOU 0 AAAQ CUOTAUATO XPNOLLOTIOLWVTAG
Vv unnpecia RDP og cuvbuaouod pe Eykupa Stamioteutrpla. Evag emutiBépevog umopel va
xpnotuornotosl to epyaieio Microsoft Remote Desktop Connection (mstsc.exe) yla va
anoktnoel mpodoPBaon og éva cloTnUO evo¢ Bupatog. Evw eAmtiloupe otL dev ektiBetal n
npoemniheypuévn Bupa 3389 oto Awadiktuo, €av n mpowbnon BuUpag £xel pubulotel wg
afovag oe aA\a ocuotipata mpoofacipa oto Stadiktuo To KaBlotouv Sduvato amo
e€WTEPIKOUC Nl ECWTEPLKOUG KEVTPLKOUC UTIOAOYLOTEG. Avaloya He to SlaB€olpo €Upog
lwvng, aut n mpoogyylon mou Baoiletal oto ypadlkd mepBAaAAov pmopel va eivat
Alyotepo amd davik yla tov eloBoléa, oA edv auth elval ploe péBodog mou
xpnotuoroleitat ouvnBwg oto meplBallov oag, ot emitiBépevol eival mbavo va To
XPNOLLOTIOL)OOUV VLo VO TALPLAEOUV HE TNV KAVOVLKH Kivnon Tou Siktuou. Ao Tnv mAsupad
TWV OHUVOUEVWV Twpa N umnpeocia RDP aflomolel Tov TUTIKO €AeyX0 TOUTOTNTAG TNG
Microsoft yia tov €Aeyxo TnG mpooBaong o MOPOUG, EMOUEVWG TA apxEla Kataypadng mou
oxetilovtal pe tn oluvdeon Aoyaplaopou Kot Ta cuppavia cuvdeong mou Teplypadovral
napanavw BOa woxvouv yla ouvdéoelg RDP. Ektog amd ta oupPavia olvoeong
Aoyoplacpol, AAAEC KATOXWPNOELG KaTtaypadrnc CUUBAVTIWY TTOU UImopel va ival XproLES
yla TOV €VTOTILOUO Kal TNV mapakoAouBnon kakoBouAng xpriong tou RDP oto neplBdAlov
oo mepAOUBAVOULV TA TTAPAKATW AVAYVWPLOTIKA [4]:

® 4624 - To cupPav cuvdeong Ba eudavicel eite Tov TUMo 10 €ite TOoV TUMO 3 OTAV
xpnotwdoroteitat to RDP, avdloya pe TG ekdooelg twv Windows mou
XPNOLUOTIOLOUVTAL KOL TN CUYKEKPLUEVN Slopopdwon Toud.
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e 4778 - Autd Tt0 oupPav kataypddetar otav pwo mepiodo¢  ocuvdeong
EMAvVAoUVOEETAL 0 KAMOLo otaBbuo epyaciag Windows. Autd pmopet va ocupPetl
TOTIKA OTav to MeplBallov xpriotn oAAAlel pEow ypryopns eVOAAAYnG XPNOTWV.
Mrmopel eniong va cupPet otav pla nepiodog cuvdeong emavaocuvdeBel péow RDP.
Mo va yivel duakplon petaty evaAlayng RDP kal Tomikng meplodou ouvdeong,
avatpé€te oto nedio Ovopa meplodou ouvdeong otnv meplypadr Tou cuppavtog.
Eav elval tomiko, to medio Oa mepléxel Kovoodha kat, v lval anmopakpuouEvo, Ba
gekwnoel pe RDP. M cuvebpieg RDP, oL anopakpuopéveg mAnpodopleg KEVIPLKOU
umoAoylotr Ba Bpilokovtal otnv evotnta MAnpodopieg SikTUoL TG EpLypadng Tou
ouupavrog.

e 4779 - Auto to oupPav kataypadetal 6Tav anocuvdEsTal pa iepiodog cuvdeonc.
AuTO pmopet va cupPel tomikad otav to mepBairlov xpriotn aAAAleL LEow ypryopns
evaAlayng xpnotwv. Mmopel emiong va cupPel otav plo mepiodog ouvdeong
enavaouvdeBel péow RDP. Mia A pn¢ amoouvdeon ano pa nepiodo Asttoupyiag
RDP kataypadetal pe To AvayvwpLloTIKO oupBavtog 4637 ) 4647 onwc avadepOdnke
TiponyoUHEVWE. MNa va yivel dtakplon petafl evallayng RDP kal tomikn¢ meptodou
ouvdeong, avatpfte oto medio Ovopa meplodou ouvdeong otnv meplypadn Tou
oupPBavrtoc. Eav eival tomikd, to meblo Ba mepléxel KovooAa kol €dav eivat
amopakpuopévo, Ba Eekwvrioet pe RDP. T ouvedpie¢ RDP, oL mAnpodopieg
QTOUOKPUOUEVOU KEVTIPLKOU umtoAoylotr Ba Bplokovtal otnv evotnta MAnpodopieg
SiktUoU TG IepLlypadn ¢ cuppavrog.

JTo pnxdavnua mou AapBavel tn ouvdeon, evdéxetal va PpeBolv mpooBeta apxeia
Kataypadng Kol OUYKEKPLUEVO Twv Uumnpecwwv RDP. To apyxeio koataypadng: %
SystemRoot%\System32\winevt\Logs\Microsoft-Windows-TerminalServices-
LocalSessionManager%4 umopei va mepléxel t SevBuvon IP kaL to ovopa xpnotn
ouvdeong Tou UTOAoYLOTH TIPOEAELONG OTA AVAYVWPLOTIKA cupfBaviwv 21, 22 4 25. To
AvoyvwploTiko cupBavtog 41 umopel emiong va MEPLEXEL TO Ovopa Xpnotn cuvdeonc. To
Aettoupylkd apxeio kataypadng: %SystemRoot%\System32\winevt\Logs\Microsoft-
Windows-TerminalServices-RemoteConnectionManager%4 evbéxetal va eyypadel 1o
AvoyvwploTiko cupPdavtog 1149 mou mepléxel t OlevBbuvon IP évapéng kal to ovoua
xprotn ouvdeong. TéEAog, To apxelo kataypadnc: %SystemRoot%\System32\winevt\Logs
\Microsoft-Windows-RemoteDesktopServices-RdpCoreTS%40perational umopel va
eyypalel o Avayvwplotikd cupfBavtog 131 mou mepLEXEL TNV apxtki dlevBuvon IP kal to
ovopua xprnotn cuvdeonc.

Mia akoun katnyopia cupBaviwv n omoia Umopel va ¢avel OpKETA XProLUn ylo Tov
EVTOTILOUO MAEUPLKAG UETOKIVNONG €VOG eTUTIOEPEVOU £lval n Kataypadr) Twv cuppaviwy
ylal TIG TIPOYPAUUOTIOUEVEG EPYOOieC evog ocuotripatoc Windows. EGv to Lotoplkod eival
evepyonolnuévo otnv epapuoyn Task Scheduler, péow tou Event Viewer twv Windows R
UE ™mv €VTOAN: wevtutil TOTE oTo apxeio kataypadnc:
%SystemRoot%\System32\winevt\Logs\Microsoft-Windows-
TaskScheduler%40perational Ba kataypadetal 0An n SpaoctnPLOTNTA OXETIKA HE TIG
TIPOYPOAUUOTIOUEVEC EPYACIEG OTO TOTIKO GUOTN .
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Avayvwplotikd ocuuBavtwy §pactnpLotnTag mPOoypPaUUATICUEVWY EPYACLWV:

AvVayvwpLotikod SupBavtog Nepypadn

106 AnuwoupynBnke  TPOYPOUMOTIOMEVN  €pyaocia.  Itnv
kataywplon eudaviletol o Aoyaplaouog xprnotn Tou
TIPOYPOAUUOTIZEL TNV Epyacia KoL TO OVOpa TOU XpHOoTh TIoU
EXeL ekxwpnBel otnv epyaocia. H Katayeypappévn
nuUepounvia kot wpa delxvouv MOTE MPOYPAUUATIOTNKE N
gpyacia. AvalnTwvtag TO CUOXETIOUEVO AVOyVWPLOTIKO
oupPavrtog 200 kat 201 YUMOPOUUE VA TIAPOUUE ETUMIAEOV
TAnpodopleg.

140 EvnuepwBnke n TPOYPOUMOTIOMEVN Epyaocia. ZTnv
Kataxwplon epdaviletal o Aoyaplacpdg xpnotn Tou
EVNUEPWOE TNV €pyacia Kal To Ovoua Tng egpyacioag. H
KATAYEYPOUMEVN NUEPOUNVIO Kal wpa Oeiyvouv mote
evnUepwONnKe n epyacia. Avalntwviag T0 CUCXETIOUEVO
AvayvwploTiko ouppavtog 200 kot 201 pmoOpoUME va
TLAPOUHE ETLMTAEOV TTANPODOPLEC OXETIKAL.

141 H  mnpoypappotiopévn  epyacia  Swaypadnke. H
kataxwpnon eudavilel Tov Aoyaplacpd XPRoTn ToU
SlEypae TNV epyacia Kal To Ovopa TNG Epyaciag.

200 EkteAéOTNKE TPOYPAUUATIOUEVN epyacia. Eudavilel To
ovopa TNG €pyoociag kat tnv TANpen Stadpoun mpog to
ekteAéolpo os Sloko Tou ekteAéotnke (avadEépetal wg n
EVEPYELX). JUOXETIWOVIAC TO HE TO OUCYETIOUEVO
AvayvwploTtiko cuppavtog 106 pmopel va mpoodloplotel o
Aoyaplacpog xprnotn mou npoypappatilel tnv epyacia.

201 H mpoypappatiopévn epyacia oAokAnpwOnke. Epdavilet
TO Ovopa TNG gpyaciag kot Tnv mARpn Stadpoun mpog to
ekteAéolpo oe Sloko Tou ekteAéotnke (avadEépetal wg n
EVEPYELX). JUOXETIWOVIAC TO HE TO OUCYETIOUEVO
AvayvwploTiko cupBavtog 106 pmopel va mpoodloploTel o
Aoyaplacpog Xprioth mou mpoypappatilel tnv epyacia.

OL kokoBoulol €loBoAelg pmopouv va OELOTIOL)OOUV TIG EVOWUATWHUEVEG EVTOAEC TWV
Windows: at kat schtasks kalL va emnekteivouv tnv empporn Ttoug Kabwg Kal va
Slatnprioouv TNV €MLHoOVH Toug o€ KAmolwo meptfarlov Bupatog. H evtoAn at, evw €xel
katapynBel otig teAeutaieg ekdooelg twv Windows, s€akoAouBel va xpnolpomoleital og
nalalotepeg ekbooelg twv Windows. H evtoAr| enitpémnel tnv ektéAeon pag dtadikaaoiag os
TOKTA XPOVIKA SLOOTAMOTO O TOTIKO £(TE O QMOUAKPUOUEVO pnxavnua. H ouvtaén tng
elvat: at [\\targetIP] [HH:MM][A|P] [command].

Onou targetIP kaBopiletal TO AMOUAKPUOUEVO CUOTNUA OTWG OVOUATETAL, O XPOVOG LE
kaBoplopévo AM rj PM kat n evtoAn mou Ba ekteAeotel AapBavetal wg emAoyn.
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Ouolwg, ta veotepa cuotruata Windows unootnpilouv tnv evioAn schtasks, av Kal Ue
eNadpwG TO eumMAekOuevn ouvtaén: schtasks /create /tn [taskname] /s
[targetIP] /u [user] /p [password] /sc [frequency] /st [starttime] /sd
[startdate] /tr [command]

Mot AAAN P popad, auTr) N EVIOAN ETUTPEMEL TNV EKTEAEDN HLag Sladlkaoiag oe Eva TOTUKO
N QAMOMUAKPUOMEVO cUOTNHA O Ml KoBoplopévn wpa. EmutAéov, edv ekteAeltal pe
Sdamotevutnpla  Slaxelploty, n emloyn /ru  SYSTEM ETUTPEMEL TNV €EKTEAECN TOU
OUYKEKPLUEVOU TIPOYPAUHATOG HE Slkolwpota oe eminedo ouotnpatog. Emopévwg, ol
ETUTIOE EVOL e €ykupa SlamioTeutnpla elval oe B€on va MPoypapUatioouy eVIOAEG yLa
EKTEAEON O cuoTAMOTA WG HECO e€ahelng SeSopévwy, Slatrpnon HOVIUNG mpocBaong,
EMEKTOON EAEYXOU N AAAEG Epyaoieg mOU BewpoUV KATAAANAEG.

‘000 avadopd OTOV EVIOMIOUO TWV TPOYPAUUATIOUEVWY EPYACLWV TTOU SnuloupyouvTtal YECW
¢ evtoAnc: schtasks ylwa kaBe clotnua Omou €Xel MPOYPAUUATIOTEL pla TETolou €iboug
epyaoia, pmnopeite va Bpeite T(POCOETEC AEMTOUEPELEG oTo dakelo:
%SystemRoot%\System32\Tasks. KaBe epyaocia mou dnuloupyeital HEOw TNG EVIOANG:
schtasks dnuloupyel oto ekdotote cuoTnua éva apxeio XML pe to iblo dvopa pe tnv epyacia
og authAVv tnv tomoBeoia. e autd ta opxeia XML umapxouv apketd Tedlol PE XPrOLUEG
mAnpodopieg. Itnv evotnta "Registrationinfo", to medio "Author" eudavilel tov Aoyaplacuo
TIOU XPNOLUOTIOLNONKE yla TOV TPOYPAUUATIONO TG Epyaciog Kal to medlo "Date" sudavilel
TNV NUEPOMNVIa KoL TNV WPO TOU TOTKOU CUCTAMATOC KOTA TNV Omoia Kotoypadnke n
Snuoupyia NG gpyaociag. Ztnv evotnta "Principals”, to medio "UserID" Seiyvel to meplBailov
xprotn oto omoio Ba ekteleotel n epyacio. H svotnta "Triggers" TMOpEXEL AETTOUEPELEC
OXETIKA ME TO MOTe Ba ekteAeotel n epyaocia kal to medio "Exec" otnv evotnta "Actions"
nieplypadel Tt Oa ekteAeoTEL.

Eniong, omowadnmote xprion miotomolnNpéVwY SLATLOTEUTNPLWY YL TOV TIPOYPOUUATIONO
EPYAOLWV OE QMOUAKPUOHUEVA cuoTApata Ba adroeL Ta cuoKETIOPEVA cupBavta clvdeong
AoyaplacpoU kat cuvdeong Omwe avadEpONKE MPONYOUUEVWG.

TéAog, umopoUue va avatpééoupe otnv evotnta EAeyxog mpooBaong OVTIKELUEVOU yLa
ETUMAEOV QVAYVWPLOTIKA cUPBAvVIWY Ttou evOEXeTal va kataypadolv oe oxéon UE TIG
TIPOYPOAUUOTIOUEVEG €epyaciec. O éAeyxog mpodoPaong avilkelpévou Oev  elval
EVEPYOTIOLNHEVOG amd Tpoemihoyr], aAAd TPETEL va evepyomoleital el8IkA o€ gvaiocOnta
cuotnuata. MNa va to KAVETE auTo, amAwG Xpnoluomnolnote TNV MNMoALTkA Tomkng achaAelag
yla va oploete otig: PuBuioelg aopdAerag -> TomikéG MOALTIKEG -> MOALTKA
eAéyxov -> TpooPaocn avtikelpévou eA€éyxou tnv Evepyomoinon yia emtuyia kat
amotuyia. Otav eilval evepyomolnUéEVOG O €EAeyxog TPOCPAONG OVTLKELUEVWY, OPLOUEVEC
6paoTNpLOTNTEG Kataypadovtal anmd Tpoemihoyr Kol AAAEC TIPEMEL va puBulotouv pnta. O
AOYOG yla auto elval OtL n TMpoOoPoon COf QVIIKE(UEVA TPAYUOTOMOLEITAL CUVEXWG O €va
oUOTNUA, EMOUEVWG AUTO To apxelo kataypadng €xel oxedlaoTel yla va lvol TLO KOKKWOEC
WOTE VO ETUTPETEL OE AVTIKELEVA TIOU £X0UV onpacia va Aaupdavouv emumAéov Eleyyxo xwplc va
katakAUlouv ta apyelo kataypodrng mpoonabwviag va Kataypapouv OAn tnv mpocfaocn
QVTIKEIPUEVWY OTO clotnua. Ta cupBavta eAéyxou mPooPaocng avIKELULEVOU amoBnkevovtal
oto apxelo kataypadng aocdaleiac. Eav elval evepyomolnuévog o €Aeyxog mpooBaong
OVTIKELLEVWY, OL TIPOYPAUUATIOMEVEG Epyaoiec AapBavouv mpocBetn kataypadn.
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Mua akOun katnyopia apxeiwv kataypadng twv Windows mou mailouv onpavtikd poio
OTOV EVIOTIOMO ETOECEWVY KOl ELSLKOTEPA OTNV ECWTEPLKN UETAKIVNON EVOC eMITIOEEVOU
elval Ta apyeia kataypadng mou mepLEXouv TG aAAayEG TTOALTIKwWY eAEyxou. Otav aAAalel
pLo TIOALTIKY eA€yxou, emnpedlel Ta SLABECLUA QMOSELKTIKA OTOLXELQ YLOL TOUG OVOAKPLTEC
KOlL TOUG XELPLOTEG CUMPBAVTIWY yla TO €av N aAlayn €ywve KakOBouAa amo évav eloBoAEa N
VOULHA amo €vav Slaxelplotr). Eutuxwg, ta ovyxpova cuotripata Windows kavouv KaAn
SdouAeld kataypadng autwyv Twv aAlaywyv otav cuppaivouv. To avayvwpLloTikO cUUBAVTOG
TIOU XPNOLUOTIOLELTOL YLt AUTOV TOV EAEYXO KATEXEL TO AVOYVWPLOTIKO: 4719.

e 4719 - H moMtik eAéyxou ouotiuoto¢ aAlafe. H evotnta AAAayr TOALTIKAG
eAéyxou Ba amaplOUROEL TIC CUYKEKPLUEVEG AAAAYEG TIOU €ylvav OTNV TIOALTLKNA
eAéyxou. H evotnta O£ua tng meplypadng ocupBavrog evdéxetal va epdavilel Tov
Aoyoplaopod mou £€kave tnv aAlayr, aAAd cuxva (0mwg otav n allayn yivetal pHéow
¢ MoAttikAg opddag) auty n evotnta AmMAwG avopEPEL TO OVOUO TOU TOTILKOU
oUOTNHATOG. AUuOTUXWC, 0 €AeyX0G TNG MPOoPacng oTiC YInpeoieg kataldyou eivat
€vag Top€ag omou ta Windows ivatl akopn Alyotepo amno cadn).

e 1102 - Avefdptnta amo TIC pubuioelg otnv TOALTIKN eAéyxou, €av dlaypadel to
apxelo kataypadng cuppaviwv achaleiag, To avayvwplotiko cuppavtog: 1102 Ba
Kataypadel wg n MPWTN KATAXWELoN OTo VEO, KEVO apxelo kataypadng. Mmnopeite
va TIELTE TO OVoua Tou Aoyaplacpou xprnotn mou Stéypale to apxeio kataypadng
TWV AEMTOUEPELWY TNG KATAXwPnong. Eva mapopolo cupfay, e TO avayvwpeLOTIKO
ouvpuBavtog: 104, Onuloupyeital oto apxelo kataypadng OuUCTHUATOC €AV
Slaypadet.

TéAog, ta apxeia kataypadnc twv Windows mou adopolv otov €Aeyyxo xpriong PowerShell
nailouv onNUAvVTIKO POAO OTOV EVIOTIOUO E€MIBECEWV KOl ELOLKOTEPO OTNV ECWTEPLKNA
HETAKivnOon &vog emutiBépevou. H Microsoft ouveyilet va auvfdvel tov aplOuo twv
Slobéolpwv apxelwv kataypadng yvpw amd to PowerShell yia va BonBnost otnv
KOTOATOAELNON TNG OPAVOUNG XPHoNg Tou. Mo aAAn pla Gopd, QUTEG OL EYKOTOOTAOCELC
kataypadng MpENEL va evepyomolnBouv PéEow TNG MOALTIKAG OUASAG, CUYKEKPLUEVA OTO
Computer Configuration -> Policies -> Administrative Templates -> Windows
Components -> Windows PowerShell. Yrmdpxouv TpeLg BAOKEG KATNYOopleg Kataypadng
Tou evdéxetal va sival Stabéotpeg, avaloya pe tnv €kdoon twv gv Adoyw Windows kat
QUTEC avadEPOVTAL TIOPAKATW:

e Kataypadn evotntag
1. Kataypadel cuppavra eKTEAeong aywyou.
2. Kataypadetal oe apyxeia kataypadnc cuppfaviwy.
e Kataypadr UmAok oevapiwv
1. Kataypadel acadeic evtolég mou amootéAAovtal oto PowerShell.
2. Kataypddel povo Tig eVtolEg, 0L TNV pokuTtovoa £€060.
3. Kataypadetal os apyxeia kotaypadng cuppBaviwy.
e Metaypadn
1. Kataypadel tnv eicodo kat tnv €060 tou PowerShell.
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2. Aev Ba kataypadel TV €£060 £EWTEPIKWY TIPOYPAUUATWY TIOU EKTEAOUVTAL,
povo to PowerShell.

3. Kataypadetar oe apxeia kewévou kaboplopévng tomoBeoiog amd Tov
xpnotn.

MOALg evepyomolnBoulv, autd ta apyxeia kataypadng Umopolv va mapéxouv TANBwpa
TMANPodopLWV OXETIKA UE TN Xprion tou PowerShell ota cuotipatda Windows. Edv ekteleite
ouOTNUATIKA TIOAAG oevdpla PowerShell, autd pmopel va mapdyel Heyalo Oyko
dedopévwy, onote PppovTioTe VoL SOKIUACETE KaL VO CUVTOVIOETE TLG EYKOTAOTACELG EAEYXOU
YL VOl ETUTUXETE LA LOOPPOTILA LETAEY 0paATOTNTAC KOl POPTWONG TIPLV AVATITUEETE TETOLEC
oAayéc otnv mapaywyn. Ou kataxwpnoelg kotaypadn¢ ouvpBaviwv PowerShell
eudpavidovtal oe Sladopetikd apxeia kataypadng oupPaviwv. ITO EO0WTEPLKO TNG
TomnoBeoiag: %SystemRoot%\System32\winevt\Logs\Microsoft-Windows-
PowerShell%40Operational.evtx Ba Bpeite Ta mapakdtw SUO CUUPAVTA CUYKEKPLUEVNG
onueiwong [4]:

AvayvwpLoTtiko Zuppavrtog | Nepypadn

4103 Agixvel TNV eKTéAEON aywywv amo Tn povada kataypadng
Aewtoupylkng povadag. MeplapPfavel to mepLBaAiov
XPNOTN TIOU XPNOLUOTIOLE(TAL Yyl TNV €KTEAECH TWV
evtodwv. To mebio Ovopa YmoAoylotr) Ba mepléxel tnv
Kovoola edav ekteleotel tomka 1 Ba eudaviotel edv
EKTEAEITAL OO €VOL ATIOUAKPUCHUEVO CUCTNHAL.

4104 Eudavilel kataxwpnoelg kotaypadng UmMAOK oevapiwv.
Kataypddel TIC €VvioAé¢ TmoOu  amootéAAlovtol OTo
PowerShell, aAA& oxL tnv €€odo. Kataypddel OAeg Tig
AETITOUEPELEG KAOE UIMAOK OVO KATA TNV PWTN XPrnon yla
efolkovounon xwpou. Oa epudaviotel wg cupPav ennedou
npoewbomnoinong €dv n  Microsoft Bewpnoel T
Spaotnplétnta vTomnTN.

Mmnopeite va Bpeite TPOOOeTEC OYETIKEG KaATAXWPLOELG OTO apxelo kataypadnic:
%SystemRoot%\System32\winevt\Logs\Windows PowerShell.evtx onw¢ avadépetal
KOl 0TO TopakAtw mivaka [4]:

Avayvwplotiko ZupBavtog | Mepypadn

400 YrodelkvUel TNV €vopén eKTEAEONG EVIOAWV 1 TEPLOSOU
ouvbdeonc. To medio Ovopa YmoAoylotr) epdavilel eav
(tomikry) KovoOAa 1 TNV  QmOMOKPUOUEVN Tiepiodo
AeLToupylog mou TPOKAAECE TNV EKTEAEDN.

800 Eudavilel Asmtopépeleg ektéleong aywyou. To UserlD
gudavilel Tov Aoyoplacud mou xpnotgornoleital. To nedio
Ovopa YroAoylotr epdavilel eav (tomikn) Kovooha n tnv
QTOUKPUOUEVN TieEpiodo AElTOUPYLOG TTOU TIPOKAAECE TNV
ektéeon. Aedopévou OtL MOAA KakOBouAa oevapla
KwdLkomoloUv emiloyéCg pe kwdlkomoinon tumou Base6b4,
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eléyéte to medio HostApplication ywa emloyég mou
Kwdlkomolouvtal HE TNV TOPAUETPO -enc n -
EncodedCommand.

Atiler va onuewBel OtL n ektéAeon amopakpuopévou PowerShell amattel €Aeyxo
TAUTOTNTAG, OMOTE avalnTAoTE Kal TA OXETWKA cupPBavta cuvdeong Aoyaploopol Kot
oUVOEDNC YEVLKOTEPA YL TOV EVIOTILOHUO XProng Tou.

3.5 MNapapetponoinon apxeiwv kataypadpns Windows

Ta apyxeia kataypadn¢ oe cuvotnuata Windows pmopoulv va TapapeTpomnolnBouv e
oKOTO va BonBolv OTovV €UKOAOTEPO EVIOTIOUO KAKOBOUANG Spaotnpldtntag Kal Tio
OUYKEKPLUEVA E0WTEPLKNG METAKiVvNONG. Mopakdtw mopatiBevial oplopéva OTLYULOTUTIA
ELKOVWV OO CUYKEKPLUEVN TIOPAETPOTIOINON TIoU €ylVe o€ €va cuotnua e Windows 10
Aewtoupylkd cuotnua (BA. Ewkdéva 10-16). IKOMOG QUTAG TNG TMOPAMETPOTOinonG eival n
kataypadr enumAéov mAnpodopLwV TOU CUCTIUATOC, £TCL WOTE O€ MEPIMTWON eniBeong va
UTTOPECOULE VA EVTOTIIOOUME KaL VO LXVNAOTAOOUUE TIG KWVOELG TOU EMLTIOEUEVOU OTOV
UTIoOAOYLOTH HOG. Mo CUYKEKPLUEVO EVEPYOTIOLBNKAV OTO CUCTNUO LOG OPLOUEVEG OKOUA
TIAPAUETPOL TIPOKELUEVOU va Kataypddovtal Kal va TOPAUEVOUV TIANPodopieg OMwE
Process and File Share Auditing, Command line logging, Task Scheduler logging kot
Powershell logging.

File Action View Help

e e X
= Deployed Printers # || Subcategory Audit Events Pol
= i - ) olicy  Expl
v B SE‘“A"‘Y 59‘“;‘9: 5| Audit DPAPI Activity Not Configured plan
4 L“"‘“p”t‘ olicies 58] Audit PNP Activity Not Configured At Prosees e
2 Local Palicies . ) rocess Creation
Audit Process Creati Not Configured
| Windows Defender Firewall with Advanced Security ?A“d'tp'D‘E“T'EE ‘D"t N”tc”"f'gu'gd
| Network List Manager Policies L Audit Process fermination ot Lonfigure
| Audit RPC Events Nt Configured
| Public Key Policies
ot Koot Policics 55 Auit Token Right Adjusted Not Configured || orfpampem

| Application Control Policies
8, IP Security Policies on Local Computer
~ [ Advanced Audit Policy Configuration Fallre
~ 18 System Audit Policies - Local Group Policy Object
(f Account Logon
(f Account Management
/7 Detailed Tracking
5 DS Access
33 Logen/Logoff
5 Object Access
3 Policy Change
7 Privilege Use
[ System
5 Global Object Access Auditing
ali Policy-based QoS
7| Administrative Templates
v 4% User Configuration
| Software Settings
| Windows Settings

Success

Aririnicheative Ternlabac

< > Cancel Spply

Eikova 10 — Audit Process Creation
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[} Local Group Policy Editor

File Action View Help
e 0TI XE =
=] Local Computer Policy A || Palicy - Security Setting

& Computer Configuration
> [ Software Settings
v [] Windows Settings
> [ Name Resolution Policy
2] Seripts (Startup/Shutdown)
0 Deployed Printers
=, Security Settings

Account Policies

<~

+ (A Local Policies
> [& Audit Policy
> [[& User Rights Assignment
> | Security Options
(] Windows Defender Firewall with Advanced Security
] Metwork List Manager Policies
(] Public Key Policies
(] Software Restriction Policies
(] Application Control Policies
&, IP Security Policies on Local Computer
(] Advanced Audit Pelicy Configuration
~ 18 System Audit Policies - Local Group Policy Object
> A Account Logon

v v v

Account Management
Detailed Tracking

DS Access
Logon/Logoff

Object Access

Dalicu Channe

=]

i) Accounts: Administrater account status

1] Accounts: Block Microsoft accounts

1] Accounts: Guest account status

1] Accounts: Limit local account use of blank passwordsto co...
2] Accounts: Rename administrator account

2] Accounts: Rename guest account

[ Audit: Audit the access of global system objects

] Audit: Audit the use of Backup and Restore privilege

[ Audit: Force audit policy subcategory settings (Windows Vis...

1] Audit: Shut down system immediately if unable to log secur.
1] DCOM: Machine Access Restrictions in Security Descriptor D.
1] DCOM: Machine Launch Restrictions in Security Descriptor ...
] Devices: Allow undeck without having to log on

i Devices: Allowed to format and eject removable media

] Devices: Prevent users from installing printer drivers

1] Devices: Restrict CD-ROM access to locally logged-on user ...
;] Devices: Restrict floppy access to locally logged-on user only
2] Domain controller: Allow server operators to schedule tasks

2] Demain controller: Allow vulnerable Netlogon secure chann...

[ Demain controller: LDAP server channel binding token requi...

44| Domain controller: LDAP server signing requirements

24 Domain controller: Refuse machine account passwerd chan..

] Domain member: Digitally encrypt or sign secure channel d...
1] Domain member: Digitally encrypt secure channel data (wh...
1] Domain member: Digitally sign secure channel data {when ...
i1 Domain member: Disable machine account password chan...

Disabled
Not Defined
Disabled
Enabled
Administrator
Guest
Disabled
Disabled
Not Defined
Disabled
Mot Defined
Not Defined
Enabled
Not Defined
Disabled
Not Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Enabled
Enabled
Enabled
Disabled

Local Securty Setting  Explain

Audt: Force audt policy subcategary seftings (Windows Vista or
later} to ovemde audi policy category settings

@ Enabled
O Disabled

Cancel Rosly

Eikéva 11 — Audit Policy subcategory settings

Local Group Policy Editor
File Action View Help
| 2E =

=] Local Computer Policy

~ & Computer Configuration

(] Software Settings
+ ] Windows Settings

] Name Resolution Policy

2] Scripts (Startup/Shutdown)
i Deployed Printers

h Security Settings

5 [& Account Policies

5[4 Local Policies

5[] Windows Defender Firewall with Advanced Security
] Metwork List Manager Policies

[ Public Key Policies

(] Software Restriction Policies

[ Application Control Policies
&, IP Security Policies on Local Computer
[ Advanced Audit Policy Configuration
~ 1M System Audit Policies - Local Group Policy Object

> (A Account Logen

Account Management
Detailed Tracking

DS Access
 Logon/Logoff
5 Object Access
Policy Change
Privilege Use
System
5 Global Object Access Auditing
> gl Policy-based QoS

1 Tmmmlate

<

(v v v

Subcategory

52| Audit Application Generated

15 Audit Certification Services

%] Audit Detailed File Share

1 Audit File Share

[ Audit File System

14 Audit Filtering Platform Connection
1] Audit Filtering Platform Packet Drop
%) Audit Handle Manipulation

) Audit Kernel Object

) Audit Other Object Access Events

| Audit Registry
i Audit Removable Storage
[ Audit SAM

i Audit Central Access Policy Staging

Audit Events
Net Cenfigured
Not Configured
Nt Cenfigured
Not Configured
Nt Cenfigured
Not Configured
Net Configured
Not Configured
Net Configured
Not Configured
Not Configured
Net Cenfigured
Not Configured
Net Cenfigured

Policy  Explain

Audit File Share

Corfigure the following audt everts
Success

Failure

Cancel Apply

v_
— () x
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| Audit Process Creation

(71 Credentials Delegation

(] Device Guard

(] Device Health Attestation Service
5 [ Device Installation

(1 Disk NV Cache

[ Disk Quotas.

(1 Display
> [ Distributed COM

(] Driver Installation

(1 Early Launch Antimalware

| Enhanced Storage Access

[ File Classification Infrastructure

(1 File Share Shadow Copy Provider
5 [ Filesystem

(] Folder Redirection

1 Group Policy
5 [ Internet Communication Management
> [ iscsl

] kDC

[ Kerberos

(] Kemel DMA Protection

5] Locale Services.

(1 Logon

[ Mitigation Options.
> [ NetLogon

S menoie

creation events

Edit policy setting

Requirements:
Atleast Windows Server 2012 R2,
Windows &1 or Windows RT 8.1

Description:
This policy setting determines
what information is logged in
security audit events when a new
process has been created,

‘This setting only applies when the
Audit Process Crestion policy is
enabled. If you enable this policy
setting the command line
information for every process will
be legged in plain text in the
security event log as part of the
Audit Process Creation event

685, "a new process has been
created,” on the workstations and
servers on which this policy
setting is applied.

If you disable or da not configure
this policy setting, the process's
command line information will
not be included in Audit Process

[ Include command line in process creation

~

Local Group Policy Editor - X
File Action View Help
e nm = H
~ [ System ~ | Audit Process Creation
] Access-Denied Assistance
s O AmpV Include command line in process  Seiting State Comment

events Not configured

Include command line in process creation events

No

@ Not Configureq ~ Comment:

O Enabled
O Disabled

Supported on:

At least Windows Server 2012 R2, Windows 8.1 or Windows RT 2.1

Options:

Help:

|\ Extended [ Standard /

1 setting(s)

& Local Group Policy Editor

File Action View Help
CEIEASE ISR 4

Apéicoc Mudng

This policy setfing determines what information is logged in
security audit events when a new process has been crested,

This setting only 2pplies when the Audit Process Creation policy
is enabled. If you enable this policy setting the command fine
information for every process will be logged in plain text inthe
security event log as part of the Audit Process Creation event

servers on which this policy setting is spplied.

If you disable or do nat cenfigure this policy seiting, the
process's command lin information will not be included in
Audit Process Creation events.

Default: Not configured

Note: When this policy setting is enabled, any user with access to
read the security events will be able to read the command line
arguments for any successfully created process. Command line
arguments can contain sensitive or private information such as
passwords or user data.

Eikéva 13 — Audit File Share

Search
Secuity Center

Shutdown Options

Smart Card

Software Protection Platform
Sound Recarder

Speech

Store

Syneyour settings

Tablet PC

(] Task Scheduler

(] Tenant Restrictions

[ Text Input

(=] Windows Calendar

(1 Windows Color System

CDOEDDERERRR

(] Windows Customer Experience Improvement Program

(] Windows Defender SmartScreen
(] Windows Error Reporting
(] Windows Game Recording and Broadcasting
(] Windows Hello for Business
(] Windows Ink Workspace
] Windows Installer
(] Windows Logon Options
[ Windows Media Digital Rights Management
[ Windows Media Player
[ Windows Messenger
[ Windows Mobility Center
| Windows PowerShell
) Windows Reliability Analysis
=

. Windows PowerShell
Turn on Module Logging

Requirements:
At least Microsoft Windows 7 or
Windows Server 2008 family

Description:

This policy setting allows you
1o tum on logging for Windows
PowerShell modules.

If you enable this policy
setting, pipeline execution events
for members of the specified
modules are recorded in the
Windows PowerShell log in Event
Viewer, Enabling this policy
setting for  module s equivalent
to setting the
LogPipelineExecutionDetails
property of the module to True.

If you disable this policy
setting, logging of execution
events s disabled for all Windows
PowerShell madules, Disabling
this policy setting for a module is

Edit policy setting A

equivalent to setting the v
Detail

Setting

[ Tum on Module Logging

Tum on PowerShell Script Block Logging
Tum on Script Execution

Tum on PowerShell Transeription

[£2] Set the defaut source path for Update-Help

State Comment
Not configured No
Not confiqured No

Tum on Medule Logging

Next Setting

At least Microsoft Windows 7 or Windows Server 2008 family

O Not Configureg ~ Comment:
@ Enabled
O Disabled
Supported on
Options:

Help:

To turn on logging for one or more modules, click
Show, and then type the module names in the lst,
Wildcards are supported.

Module Names

medules, type the following the

Totum on logging for the Windows PowerShell core

This policy setting allows you to turn on lagging for
Windows PowerShell modules.

If you enable this policy setting, pipeline execution events
for members of the specified modules are recorded in the
Windows PowerShel log in Event Viewer. Enabling this policy
setting for amodule is equivalent to setting the

list:

Microsoft.PowerShell.*

5 setting(s)

Xpran Tou gpyaAgiou sysmon yia Tov eVTOTTIIoNS eTTIBECEWY ETWTEPIKAG JETAKIVNONG £VOG ETTITIOEUEVOU

"\ Extended / Standard /°

Microsoft.WSMan.Management

3 Texvikég kal Taktikég Egwteptkrg M.
H mheupux) kivnon 1 eawrepu petakivon ar
o avrinadot yu TV £i0080 ket TOv EAEyXO o
H nopakoholfnon Tou TpWTapikoy Tous o
Siktiov yia va Bpet Tov 0T6X0 Tou Kat ot oU
£MiTELEN TOU CTOXOU TOUS CUVERAYETAL SUXYE
Kkat Aoyaplaopév ya enabfnon Skawspdrul

g the module to True,

If you disable this policy setting, logging of execution events
is disabled for all Windows PowerShell modules. Disabling this
policy setting for a madule s equivalent to setting the
LogPipelineExecutionDetails property of the module to False.

If this policy setting is not configured, the
LogPipelinexecutionDetails property of a module or snap-in
determines whether the execution events of a module or snap-in
are logged. By default, the LogPipelineExecutionDetails property
of all modules and snap-ins is set to False.

Eikéva 14 — PowerShell Logging
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5! Local Group Policy Editor

File Action View Help
e nm B Hm 7
[ Search

[ Security Center

(] Shutdown Options

(] Smart Card

] Software Protection Platform
(] Sound Recorder

] Speech

) store

] Syncyour settings

[ Tablet PC

[ Task Scheduler

[ Tenant Restrictions

[ Text Input

(] Windows Calendar

(1 Windows Color System

(] Windows Defender SmartScreen

(] Windows Error Reporting

(] Windows Game Recording and Broadcasting
(] Windows Hello for Business

(] Windows Ink Workspace

(] Windows Installer

(] Windows Logon Optiens

[ Windows Media Digital Rights Management
[ Windows Media Player

(] Windows Messenger

(1 Windows Mobility Center

] Windows PowerShell

(] Windows Customer Experience Improvement Pragram

Turn on PowerShell Script Block
Logging

Setting

Edit policy setting

Requirements:
At least Microsoft Windows 7 or
Windows Server 2008 family

Description:

This policy setting enables
logging o all PowerShel script
input to the Microsoft-Windows-
PowerShell/Operational event log.
If you enable this policy setting,

Windows PowerShell will log
the processing of commands,
script blocks, functions, and
scripts - whether invoked
interactively, or through
automation

If you disable this policy
setting, logging of PowerShell
script input s disabled.

If you enable the Script Block
Invocation Logging, PowerShell
additionally lags events when
invocation of a command, script W'

Tur on Module Logging
N [ Turn on PowerShell Script Block Logging
Turn on Script Execution
Turn on PowerShell Transcription

Set the default source path for Update-Help

State
Not configured
Not configured
Not configured

[] Turn on PowerShell Script Block Logging

O Not Configured ~ Comment:
@ Enabled
O Disabled

Supported on:
Options:

Comment

At least Microsoft Windows 7 or Windows Server 2008 family

Help:

File  Action

() Task Scheduler (Local)
> [ Task Scheduler Library

View  Help

block, function, or script <
(] Windows Reliability Analysis =
o Reb I AN peones v |\ Extended { Standard /
5 setting(s)
Havemoripuo Nepauie

Msrameugans T - Kecavepmpsve Svoripare,

[] Log seript block invocation start / stop events:

“This policy setting enables logging of all PowerShell script
input to the Microsoft-Windows-PowerShell/ Operational event
Iog. f you enable this policy setting,

indows Powershell will log the processing of commands,
script blacks, functions, and seripts - whether invoked
interactively, or through automation

If you disable this policy setting, logging of PowerShell
scriptinput s disabled.

If you enable the Script Block Invocation Logging,
PowerShell additionally logs events when invocation of a
command, script black, function, or script

starts or stops, Enabling Invocation Logging generates a
highvolume of event logs.

Note: This policy setting exists under both Computer
Configuration and User Configuration in the Group Policy Editor.
‘The Computer Configuration policy setting takes precedence
overthe User Configuration policy setting

3 Teyvikég kaw Taktkég Eowtepikrig

H heupt kivon A eowtepw petaxivnon a1
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Task Scheduler Summary (Last refreshed: 06/10/2023 21:58:48)

[ Overview of Task Scheduler

Action menu,

You can use Task Scheduler to create and manage common tasks that your compter will carry out automatically at the times you specify. To begin, click a command in the

Tasks are stored in folders in the Task Scheduler Library. To view or perform an operation on an individual task, select the task in the Task Scheduler Library and click on a
command in the Action menu,
Task Status

Status of tasks that have started in the following time period:

Summary: 75 total - 2 running, 70 succeeded, 0 stopped, 3 failed

Task Name Run Result  Run Start Run End Tiiggered By ~
Adobe Acrobat Update Task (las.
appuriverifierdaily (last run suc..
BraveSoftwareUpdateTaskMach...
BraveSoftwarelpdateTaskMach...
CacheTask (running)
= [P e - hd
Active Tasks. A
Active tasks are tasks that are currently enabled and have not expired,
Summary: 128 total
Task Name Next Run Time Tiiggers Location A
BraveSoftwareUpdateTaskMachine.. 06/10/2022 22:00:35 ALO100 every day - Aften. \
DropboxUpdateTaskMachineUA 06/10/2022 22:03:00 At01:03 every day - Afte.. \
update-sys 06/10/2022 22:26:00 At 22:26 every day - Afte.. \
MicrosoftEdgeUpdateTaskMachine... 06/10/2022 22:26:39 At 2026 every day - Afte.. \
Office Subscription Maintenance 06/10/2022 22:45:33 At 22:45 every day \Microsoft\Office w

Last refreshed at 06/10/2022 21:58:48

Actions

| Task Scheduler (Local)

Connect to Another Computer.
T Create Basic Task..
e Create Task..
Import Task.
[ Display All Running Tasks
& Enable All Tasks History
AT Service Account Configuration
View
Refresh

Help

Xpran Tou gpyaAgiou sysmon yia Tov eVTOTTIIoNS eTTIBECEWY ETWTEPIKAG JETAKIVNONG £VOG ETTITIOEUEVOU
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4 Texvikég kat Taktikég Eowtepilkng Metakivnong Bacet MITRE ATT&CK

H mAeuplkn 1N €0WTEPLKN Kivnon avodEPETaL OTIG TEXVIKEG TIOU XPNOLUOTIOLEL €vag
ETUTIOEUEVOG, adoU QTOKTAOEL apXLK TMpocBacn, yla va mpoxwpnost Babutepa oe éva
Siktuo avalntwvtag evaioBnta dedopéva kal GAAa meplouolaka otolxeia unAng agiac.
Metd tnv €lcob06 tou oto biktuo, o eloBoréag datnpel ocuvexn mpooBaon petaBaivovtag
oto mapaflocpévo TEPLBAANOV KAl OMOKTWVTAC AUENUEVA TIPOVOULO XPNOLUOTIOLWVTOG
Sladpopa epyodeia. H mAeuplky kivnon elval pla Booilkn TAKTIKA ToUu Slakpivel Tig
ONUEPLVEC TPONYUEVEG eTtipoveg amelAég (APT) amo Tig amAoikég KuPBepvoemIBETELS TOU
TapeAOOVTOG. H e0WTEPLKN LETOKIVNON EMUTPEMEL O€ €vav TTAPAYOVTA ATIEIANG va amodUyEeL
TOV EVTOTILOUO Kal va Slatnproet Tnv mpocfaocn, akoun kat av avakaAudpBel oto unxavnua
TIOU HOAUVONKe yla mpwtn ¢opd. Kal Ue MAPATETAPEVO XPOVO TOPAMOVAG, N KAOTA
Sebopévwy evbéxetal va punv oupPet mépav and povo eBEoOUAdEC 1 KAl PNVEG UETA TNV
apxtkn mapoafiacn. Adou €vag eTUTIOEUEVOG ATMOKTAOEL apXLk MpooPacn o €va TEAKO
onuelo, OMw¢ HEow pLag emiBeong NAEKTPOVIKOU Papépatog | LoAuvong anod kakofoulo
AOYLOUIKO, OTn OUVEXElA UTOSUETAL €VaV VOULUO XPNOTN KOl HETAKIVEITAL O TIOAAQ
ouoTnUata tou SIKTUoU HEXPL va emiteuxBel o TeAKOG otoxoc. H emiteuén autol Ttou
otoxou meplhapPavel T ouAhoyr) MANPOGOPLWYV OXETIKA HE TOAAQIAG CUOCTHUATO Kol
Aoyaplaopoug, TNV amokTnon SLamoTEUTNPLWY, TNV KALLAKWON TwV TPOVOULWY Kal TEAIKA
TNV anoktnon mpoofacng oto mpoodloplopévo wdéAlo doptio. MNapakdtw daivovral
QUTEC OL GACELG PE TN OELPA TIOU TIPAYUOTOTOLOUVTAL OO £vVayv ETUTIOEUEVO yLa va GTACEL
OTO TEALKO TOU OTOXO.

Lateral

Discovery Movement

Objective

H mapakoAoUBnon TOU MPWTAPXIKOU OTOXOU €VOG EMITIOEPEVOU amaltel ouxva tnv
e€epelivnon tou SIKTUOU yla va PPeL TOV OTOXO TOU KOIL OTN OUVEXELQ VO OTTOKTHOEL
npooPBaocn oe autd. H emiteuén Tou OTOXOU TOUG CUVETAYETAL OUXVA TEPLOTPOdI UECW
TIOAAQTAWY CUCTNUATWY KoL AOYOPLOCUWYV Yo €EMAUENon SIKOLWUATWY 1 TIPOVOUIWVY OTWE
Kat yla e€aywyn dedopévwy. OL emTIOEPEVOL EVOEXETAL VO EYKATAOTHOOUV Ta SIKA TOUG
EPYQAELQ ATTOUAKPUOUEVNG TIPOCRAONC Yla Vo OAOKANPWOOUV TNV TAEUPLKA Kivnon i va
XPNOLUOTIOWOUV VOULUA SLATIOTEUTPLA UE €YYeVH €pyaleior SIKTUOU Kal AELTOUPYLKOU
OUOTNHATOG, Ta omola pmopel va eival mo kpudad. Ot TeXVIKEC KaBwG Kal Ta epyaleia eival
OPKETA TIOU UTMOPEL va XPNOLUOTIOLNOEL KATOLOC ETUTIOEUEVOG €XOVIAC WG OKOTO Vo
UETAKLVNOEL EOWTEPIKA-TIAEUPLKA €VOG Siktuou pe Windows Domain. Mapakdatw Aoutov
TiapoucLAalovtal avaAUTLIKA Pl TTpoG pia oL TEXVIKEG QUTEG 0 cuVOUAOUO HE Ta avtioTol
epyaleia kabBw¢ avadEpovtal Kol CUYKEKPLUEVO TOPASEYHATA OQUTWV TWV TEXVIKWY
emBéoewv. EmumAéov avadpEpovtal TPOMOL UE TOUG OTOLOUG UTTOPEL KAVELG v LELWOEL Kal
VO QVTLUETWTILOEL TIG CUYKEKPLUEVEC TEXVLKEG EMIOECEWVY, AANA KAl TPOTIOL LE TOUG OTIOLOUG
UTopel Kavelg va TiG evtomioel. Mo CUYKEKPLUEVA TTAPAKATW OKOAOUBOUV OAEC OL TAKTLKEG
KOL OL TEXVIKEG TWV EMIBECEWV TIOU QVTUTPOoWIEVOUV To Tivaka MITRE ATT&CK yla
ETtixelpro€Lg Kol CUYKEKPLUEVA Yo TNV MAATHOpUA TWV cuoTnUdTtwy Windows.
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4.1 ANoylwopko avantuéng epappoywv

OL emtiB€pevol Umopolv va avamtuéouv KakOBouAo AOYLOUIKO OE GUOTHLOTO E0WTEPLKA
€VOC SIKTUOU XPNOLUOTIOLWVTOG AOYLOUIKO KOL CUCTAMATO avAmtuéng edpapuoywv Tou
XPNOLLomoloUvVTaL amd TouG OLAXELPLOTEG TWV EMXEPAOEWV. Ta  SlKalwuoto Tou
amattouvtal yia autiv tn &pdcon moiwkiMouv avdloya pe T Slapopdwon Tou KaBe
ouoTNUATOG. Ta TOTIKA SLATILOTEUTAPLA UTIOPEL va EMOPKOUV ylo AUECn Tpoofacn otov
efumnpetnTt) avamtuéng Aoylopikol 1 evdéXeTal va amattouvtol Slamoteutipla
OUYKeKpLUEvou Domain. Qotdco, To cuoTnua UMopel va amaltel €évav Aoyaplacpod
Sloxelplotn yla va ouvOeBel  va eKTEAEDEL TNV AVATITUEN TOU AOYLOMLKOU.

H nmpooBaon og éva cuotnua avamntuéng Aoylopkol o€ €va Tomuko Siktuo 1} o€ oAOKANPO
TO ETALPLKO SIKTUO ETUTPETEL O €vav ETUTIOEUEVO VA €XEL SIKOLWUATA OTMOUOKPUOHEVNG
EKTEAEONC KWOLKO 0€ OAQ T CUCTAHATA TIOU €lval cuvoedepéva e éva TETolo cuotnua. H
npocfaon aut Hmopel va xpnowwomownBel ylwa tnv MAEUPLK UETAKivnon o€ AA\a
OUCTAMATA, TN CUYKEVTPpWON MANPodOopLWVY 1) TNV IPOKANGCN CUYKEKPLUEVOU Impact, Omwg
yla mapadelypa tnv ekkaBaplon Twv okAnpwv §loKwv o€ OAA TA TEPUATLKA TOU SIKTUOU.
‘Eva avtiotolyo mapddelypa ULlag TETOLOG TEXVIKAG EMiBeong n omola €xeL mpayuatonoln et
elval To APT32 1o omoio napafiace to McAfee ePO yla va KivnBel ecwtepika He tn Stavoun
KakOBouAou AoylopikoU w¢ epyacia avantuéng Aoyloutkou [1].

Mo TNV QVIWETWIILON KoL TN MElwon autwv twv peBodwv emiBécewv mpoteivetal n
edpappoyn twv dtadikaolwv mou avadEpovtal Kal eplypadovtal mopakatw oto Mivaka 1.

Yroypadr Kwdika Eav to olotnua avantuéng epappoywv umopel va pubuiotel
WOTE va avamtlgel Povo umoyeypappéva Suadilka apyeia,
BeBawwBeite otL Ta afléomiota miotomolntika umoypadnig dev
Bplokovtat oto (6lo cvoTtnUa HME TO oUCTNUA AVATTTUENG
epapuoywv kal avilBETwg Pplokovtal oe éva ocuotnua OTO
omoio dev eival duvatn n mpdéofaocn and andéotacn [ o pld
QMOUaKPUOUEVN TpooPBacn n omola eival odLytd EAeyXOUEVN.

‘EAeyxog TOUTOTNTAG | XPNOLUOTIOLNOTE EAEYXO TAUTOTNTOC TOAAAMAWY TIAPAYOVTWY
TIOAA QA WY TTAPAYOVIWY | yla AoyaplacpoUg TIoU XPNnOoLUomolouvTal yla thv mpocfaocn
0TO OUOTNHA KOL OTO AOYLOMLKO avATTUENG EdapUOywV.

Tunuatomnoinon diktvou | BeBalwBeite OTL UTIAPXEL CWOTH ATIOUOVWON CUCTAMOTOC KoL
npooBaong yla Kplola CUCTAUOTO EVTOC TOU SIKTUOU PECW TNG
xpnong  telyoug Tmpootaociag, — SlaXwpLopoU  TIPOVOUIwV
AoyoplacpoUl, TIOALTIKAG OMAdac Kal motonoinong moANamAwyY
TIAPOYOVIWV.

Mpovoutlakn &laxeiplon | Almoktiote mpocBoon o€ cuoTAUATa avAntuéng edappoywv
Aoyoaplacpou HLOVO O€ TEPLOPLOUEVO apLOUO €0UCLOSOTNUEVWY SLAXELPLOTWV.
BeBawwBeite oOtL T SLOMIOTEUTAPLA TWV AOYQPLOCHUWV TIOU
UIopouV va xpnotpomnotnfouv yla tTnv mpocBaon os cuoThpata
avantuéng  AOYLOMKOU gival Hovadika Kol Oev
XPNOLUOTIOLOUVTAL € OAO TO ETALPLIKO SiKTUO.
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Evnuépwon Aoylopikol | Nao  ylveTal TOAKTIKA N EYKATAOTOON TWV EVNUEPWHUEVWV
eK6O0CEWV OTA OUOTAMOTA aVATTUENG €daAPUOYWVY yla va
arnotpéPete  mBavy QMOUAKPUOUEVN TPOoPacn HEOW
EKUETAAAEUONG ASUVOLLWYV YL TNV TPOCAUENCN TIPOVOULWV.

Mivakag 1
MNa Tov EVIOTOMO auToU Tou €ldouC TEXVIKAG ETUTIOEUEVWY  UMOPOUUE v
TIaPaKoAOUBOU LE TIG EPOPUOYEG AVATITUENG AOYLOULKOU armod éva SeuTepeUOV GUOTNU.

EmutAéov UMOPOUUE va eKTEAOUME TNV QVATTUEN TOU AOYLOMLKOU Kal TwV £PAPUOYWY OF
TOKTA XPOVIKA Slo0TAUATA, WOTE va EexwpLlel n SpaotnplodTNTA MAPAVOUNG AVATITUENG
AoyLopikou.

TéAog, pmopoupe va mapakoAouBolpue tn Spaoctnplotnta tn¢ Swadikaociag mou begv
ouoyeTileTaol PE TO YVWOTO KAAO AOYLOHUIKO OMWG €MionG Kol vo TOPaKoAouBoUUE Tn
Spaotnplotnta cLVEEoNG TwV Aoy PLACUWY OTO CUCTN A AVATITUENG AOYLOLILKOU.

4.2 Component Object Model and Distributed COM

Ol eruTIB€pevol UmopouV va. XpNOLUOTIOL 00UV To HovtéAo twv Components Objects twv
Windows (COM) kaBwg kat To HovTéAo Twv Kataveunuévwy Objects (DCOM) twv Windows
yla va eKTEAOUV TOTUKA KwELIKA N ylo val eKTEAOUV KWELIKA O OMOMOKPUGUEVO CUCTAMATA
WG LEPOC TTAEUPLKNG Kivnong.

To COM eival éva otolyeio t™n¢ duolkng Slemadng MPOYPAUUATIONOU £DAPUOYWY TWV
Windows (API) mou emutpémnetl tnv aAAnAeniSpoon HeTafl QVIIKELUEVWV AOYLOUIKOU N
EKTEAEOLHOU KWK TTOU UAOTOLEL pio | eploootepeg Siemadéc. Méow tou COM, éva
OVTLKELLEVO TIEAATN UTOPEL va KAAEoeL LEBOSOUC AVTIKELLEVWY SLAKOULOTH, OL OToleG elval
ouvnOwg PBiBAloOnkec duvapikng ouvdeong (ddl) i exkteAéowa apxeia (.exe). To DCOM
elval éva Aoyloplkd mou enekteivel T Asttoupylkotnta tou Component Object Model
(COM) népa amod €vav TOTLKO UTIOAOYLOTH XPNOLUOTIOLWVTAC TNV TeXVoAoyla KAnong amo
anootaon (RPC).

Ta Swkawwpata aAAnAenmidpoong He TOMLKA KOl OMOUOKPUOUEVA avTikeipeva COM tou
Swakoptotry kaBopilovtal amod TIg Aloteg eAéyxou mpooPaong (ACL) oTO pUNTPWO TwV
Windows (Registry). Amo mpoemiloyr], HOVO OL OSLOXELPLOTEC TOU EKAOTOTE GUOTALOTOC
UTTOPOUV VO EVEPYOTIOL)OOUV OO AmOOTACN KOL VO EKKLVIIOOUV avilkeipeva COM péow
DCOM [1].

Ol erutiB€pevol pmopoLv va kataxpaotolv to COM yla ToTiky eKTEAEON evioAwv 1 / Kot
doptwong woéApou dpoptiou (Payload). Alddopeg Stacuvdéoelg COM eival eKTEBEUEVEC
KOl UIopouVv va xpnotldomolnBouv yla tnv emikAnon tn¢ auBaipetng ektéAeong Kwdika
pEow Sladopwv yAwoowv Tmpoypapuatiopot onw¢ C, C ++, Java kat VBScript.
JuyKeKpLUEVa avTikeipeva COM umdpyouv emiong yla va eKteAouv ameubeiag Aettoupyieg
TEPA QMO TNV EKTEAECN KWOLKA, OMWG TN Snuoupyla MPOYypPAUUATIOUEVNG Epyaoiag, TN
AN / ektéeon apxeiwv Kot AANEG CUUTEPLDOPEC TWV ETUTIOEUEVWY, OTIWCE TNV EMAVEnon
Sikawpdtwy Kat tnv dlatipnon Toug.

Ot emitB£pevol pmopouv va xpnotpomnotjoouv to DCOM yla mMAEUpLKN HETAKIVNON HECQ OF
éva diktuo pe Windows Domain. Méow tou DCOM, ol emtiBépevol mou Asttoupyolv oTo
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nMAaiolo evog KATAAANAQ TTPOVOULOUXOU XPROTN UITOPOUV VA QTIOKTHOOUV €€ AMOCTACEWG
avBaipetn N Kal adpeon ektéleon shell code péow epappoywv tou Office kaBwg kat AAwv
edappoywv Twv Windows mou meptéxouv avaodaleic pebodoug. To DCOM unopet eniong
Vol EKTEAEL LOKPOEVTOAEG O UTIAPXOVTIA £yypada OMWG ETUTAEOV UMOPEL va INTACEL TNV
ekTéAeon Suvaulkng avtaAayng dedouévwy (DDE) ameubelag YHEow HLAG OTLYULOTUTIOU
dnuioupyoupevng and COM piag edapuoyng tou Microsoft Office mapakaumntovtag tnv
avaykn yla éva kakoBoulo éyypado [1].

OL MEPLUTTWOELG OTIOU €X0UV XpnoLuomnolnBet ol péBodol kal Ta epyaleia avriotolya yla tnv
EKTEAEDN TETOLOU €160UC eMIBECEWV ElVOL APKETEG EK TWV OTMOIWV EVOELKTIKA OPLOUEVEG
avadEpovral mapakATw:

e Cobalt Strike: To Cobalt Strike eival €éva epyaleio to omoio umopel va mapadwoetl
woéAipa  doptia  "beacon" yla  TAEUPLK  Kivnon, EKUETOAAEUOUEVO TNV
QTOOKPUOUEVN ekTEAECn COM.

e Empire: To Empire gival éva aA\o epyaleio To omoio UMOpel va XpnOLULOTIOLOEL
Invoke-DCOM KoL VO Qi€LOTIOLOEL TNV AMOUAKPUOUEVN ekTéAeon COM yla mAEUpPLKA
Kivnon.

e MuddyWater: To MuddyWater xpnowuomnoinoe kKakOBoulo AOYLOULKO TIOU €XEL TN
Suvatotnta ektéAeong kakoBouAou Aoylopikol péow tou COM kot tou Outlook.

e POWERSTATS: To POWERSTATS eival éva Backdoor ypappévo os PowerShell Code
To omolo pmopel va xpnotpormotjoel to DCOM (otoxevovtag tnv SlevBbuvon
loopback 127.0.0.1) yw tnv ektédeon mpocBetwv wdEAlUwYV doptiwv o
UTIOBOBOULOPEVOUC KEVTPLKOUG UTIOAOYLOTEG.

e Ursnif: Ta Ursnif droppers €xouv xpnowlomowjoel avikeipeva COM yua va
EKTEAEOOUV TO TIANPEC EKTEAEDLUO HOPTIO EVOG KAKOBOUAOU AoyLoULKOU.

Ma TNV QVILUETWTILON Kal TN HeElwon autwv Twv HeBOSwv emIBEcEwV TPOTEIVETAL N
edpappoyn Twv dtadikactwv mou avadEpovrtal Kat meplypddovral mapakdtw oto fMivaka 2

[1].

Anopovwon Edoappoync | BeBalwbBeite OTL €ival evepyomolnpEVEG OAEG oL ELOTIOLNOELG
kat Sandboxing yla kaBe COM kaBwg Kal n mpooTateu LEVn TIPoBoAn.

Amevepyoroinon N | E€éetdote tnv amnevepyomoinon kdBe DCOM péow TOU
katapynon duvatotntag | Dcomenfg.exe.

1| TIPOYPAHUOTOG

Tunuatomnoinon diktuou | Evepyomnolote to Tteiyo¢ mpootaciag twv Windows, to omoio
QmOTPENEL TNV ekbo)XI kaBe DCOM armo mposmAoyn.

Mpovoptakn &laxeiplon | Tpomomolote T PUOUIOELC TOU pnTpwou (ameuBeiag 1 pe
Aoyoplacpou xpnon TOU Dcomcnfg.exe) w¢ g&ne:
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID\{{AppID_GUID}}
o€ ouvbuaoud pe tnv acddlela oAOKANPNG tnG Stadikaoiog
TWV  emuépoug  edpapuoywv  COM  kat  w¢  €&n¢:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\0le o©tc ouvSuaoud
UE TG poemiAoyég aodaleiac OAOKANPOU TOU GUOTHHATOC yLa
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OAe¢ TIc edpappoyéc COM mou Sev puBuilouv tn Sk TOUG
aodalela o eninedo process.

Mivakag 2

Ma Tov €VIOMIOMO KoL TNV QVIXVEUON OUTWV TWV TEXVIKWV ETUOECEWV UMOPOUUE va
napakoAouBoul e to otibrimote COM mou dpoptwvel apxeia DLL kat dAAa otolxeia ta omola
ouvnBwg dev oxetilovral Pe tnv ekaotote edpappoyn. H anapiBunon avtikelpévwv COM,
pHéow Tou Query Registry 1 Tou PowerShell , punopet eniong va mpoxwpnoeL oe KakOBoUAN
xpnon.

EmutAéov pmopoUlpe va TapakoAouBoUpe Ttnv avamopaywyrn Twv OSladlkaolwy Tou
oxetilovtal pe avtikeipeva COM, €8Ik QUTEG TIOU EMIKOAOUVIAL OO £va XPHoTn
SLadpopeTIKO amd aUTOV oV €lval CUVOESEUEVOG AUTHV TNV EKACTOTE OTLYUN.

TEAOG UmopoU e va OPakOAOUBOUUE yLa TUXOV ELOPOEC 1 N PUGCLOAOYLKEG QUENTELS TNG
kivnong Distributed Computing Environment / Remote Procedure Call (DCE / RPC).

4.3 EKMETAAAEUOH OMOUAKPUCHEVWV UTTNPECLWV

H ekuetd@Aevon uplag eunmdbelag Aoylopikol oupPaivel otav €vag  emTOEUEVOG
EKUETOAAEVETAL EVa OPAAUA TIPOYPAUUATIOMOU TIOU UTIAPXEL O pla ebappoyr, OE HLa
umnpecia, €viog Tou AOYLOMIKOU TOU AELTOUPYLKOU CUOCTAUATOC N} €VTIOC Tou (Slou Ttou
TIUPNVA TOU CUCTIHATOC YLOL VO EKTEAECEL KWK TTOU EAEYXETAL ATIO TOV (610. Evag Kowog
otox0¢ yla tnv Post-Compromised eKUETAAAEUCON QATMOUAKPUOMEVWV UTNPECLWV Elval N
TIAEUPLKI METOKIVNON Yyl TNV €vepyomoinon tng mpooBacng o€ €va AMOUAKPUOUEVO
oloTNUA.

‘Evag emutiB€pevog (owg XpeLaoTel va KaBopiloeL AV TO AMOUAKPUOUEVO cUOTNUA BplokeTal
0 EVAAWTN KOTAOTOON KOL UTO UTOPEL val YivEL HEOW 0APWONG TN UTNPeoiag SIKTUou N
AAMwvV peBodwv avakaAuyPng mou avalntouv Koo, EUAAWTO AOYLOULIKO TIOU UMOPEL va
avarntuxBel oto Siktuo, EAAeln oplopévwy emiblopbwoswv o eUMABOELEG | AOYLOULKO
aodpaAelag moU UMOPEl va XpNOLUOTIOLE(TAL yla TNV avixveuon f TNV OMOUAKPUCHEVN
EKUETAAAEUON. OL Slakoplotég eival TBavwg otoxog vPnAng alag yla tnv eKPETAAAEUON
TAEUPLKAG Kivnong, aAAd ta TEPUOTIKA cuoTnuata o €va OlkTtuo evdExetal emiong va
Slatpéxouv kivbuvo €dv TapEXOUV KATOlLA TIAEOVEKTNUO N KAmolwa mpoofacn o€
npooBeTOUC TOPOUG.

YNAPXOUV OPKETA KOAQ TIAEOV YVWOTEC €UTIAOELEG TTOU SLATPEXOUV OE KOLVEG UTINPECLEC
onw¢ to SMB «kat to RDP, koBwg Kol yvwotéC epOpPUOYEC TOU UIopolvV  va
xpnotuomnownBouv oe sowteplka Siktua omwce n MySQL kaBwc Kal untnpeoieg SLaKopLoTh
web.

Avaloya pe To enimedo Twv permissions TNG EUAAWTNG ATIOUAKPUOUEVNG UTNPEGCLAC, Vg
ETUTIOEPEVOG UMOPEL va ETUTUXEL EKUETAAAEUON yla TNV €EEALEN TWV TPOVOULWV TOU WG
QIMOTEAEOUA TNG EKUETAAAEUONG TNG TTAEUPLKAG Kivnong.

OL TIEPUTTWOELC OTIoU €XOUV Xpnolpomolnbel ol péBodol kal Ta epyaAeia ylo TNV EKTEAEDN
TETOLOU £(60UG eMIBECEWV ElvaL APKETEC EK TWV OTIOLWV EVOELKTIKA OPLOMEVEC avadEpovTaL
TIAPOKATW:
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APT28: Mia opada amellwv n omola eKPETAAAEUTNKE ML EUTIAOELX EKTEAEDNG
OTMOUOKPUOUEVOU KWOLKA Tou MpwTokOAAou SMB twv Windows yila tn die€aywyn
TIAEUPLKAG Kivnong.

Emotet: Eva modular malware mou é€xeL ekuetalevtel 10 SMB péow
EKUETAAAEUONG MlaG eumabBelag omw¢ to ETERNALBLUE (MS17-010) ywa tnv
emitevuén MAeupLKnG Hetakivnong kat Stadoonc.

Empire: Eva Open Source epyaAeio amopakpuopévng OSlaxeipiong kot Post
Exploitation Framework to onoio SLaB£tel ePLOPLOUEVO APLOUO EVOWHATWHUEVWV
EVOTNTWV yla TNV EKUETAAAEUON QTMOUAKPUOUEVWY Slakoulotwv SMB, JBoss kot
Jenkins.

Flame: Eva ekAemtuopévo epyaleio mou €xeL xpnowdomolnBel yia tn oulioyn
mMAnpodoplwyv amd Touldxlotov To 2010 kot €xel tnv Sduvatdétnta va
xpnotgormnotosl to MS10-061 yla va eKUETAANEUTEL TNV EUNABELA TOU AOYLOULKOU
EKTUTIWONG OE £VA ATMTOUAKPUOUEVO CUOTNHO LE KOLVOXPNOTO EKTUTIWTH £XOVTOG WG
OKOTIO VA LETOKLVNOEL TAEUPIKA EVTOC VOC SIKTUOU.

NotPetya: Eva KOKOBOUAO AOYLOUIKO TIOU TPWTOEEKIVNOE O MLA TIAYKOOULO
eniBeon n omola &ekivnoe ot 27 louviou 2017 kat €xel tnv duvardtnta va
xpnotuomnotioel SUo ekpetaAlevoelg oe SMBv1, EternalBlue kot EternalRomance,
yla va e€amAwBel og AANA AMOUAKPUOUEVA CUCTHMOTA EVIOC TOU 8Lou SLkTuou.

PoshC2: ‘Eva Framework avoltol Kwdlko QmopaKpuopévng Slaxeiplong kat Post
Exploitation to omoio mepiléxel éva Module yla tnv ekpetdAAevon tou SMB péow
Tou EternalBlue.

Ouadda amellwv-3390: M Kvellkrp opdda amellwv TIOU €XEL XPNOLUOTIOLOEL
EKTEVWG OTPATNYLKOUG cUpBLBaocpoug oto Web yla va otoxelosl Ta Bupata Kot n
omola eKPeTaAAeUTNKE TO MS17-101 yia va petakivnBel mAsuplkd oe GAAa
oUOTHHATA TOU SLIKTUOU.

WannaCry: Eva ransomware Tou MpwTtosudavioTnKe o€ Ula TAyKOOULO miBeon
Tov Mawo tou 2017, n omoia emnpéace meplocotepe¢ amo 150 XwPeg Kat
xpnotuorolel éva exploit tou SMBv1 yla va s€amAwBel oe GANA ATIOUAKPUCUEVA
cuoTtnpata evog Siktuou.

Mo TNV QVILUETWIILON Kal TN HElwon outwv Twv HeBOSdwv emBEcewv MPOTEIVETAL N
edpappoyn Twv Sladikaolwv mou avadEpovtal Kal eplypadovtal mopakatw oto Mivaka 3.

Amouovwon Edapuoyng
ko Sandboxing

Kataotrjote SUOKOAO yla TOUG emITOEUEVOUG va ipowBrcouv
TN Aettoupyia Toug HEOW TNG EKUETAAAELUONG aveEEpELVNTWY N
aSLaTAPAKTWY TPWTWV CNUELWV xpnotlomowwvtag sandboxing.
AM\oL tumol virtualization kat microsegmentation edapuoywv
uropel emiong va MeTpldcouv TNV Emidpacn OPLOUEVWV
pneBodwv ekpetdalAevong. OL kivduvol wotdoo Twv MpocOeTwy
EKUETAAAEVOEWV KAl OOUVOULWY OTA CUCTHUOTO QUTA Umopel
va e€akoAouBouv va urtdpyxouv.

Amevepyoroinon n

EAaxlotomoinon twv SL00€0IUWY UTINPECLWY HOVO OE EKELVEQ
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Katapynon duvatotntag | mou elval anapaitnTeg.

A T(POYPAUHOTOG

Opbn tunuatomoinon twv Siktiwv oe Slddopou Topeic Kat
ouoTAMATA KOTAAANAQL yla TN Helwon ¢ mpoéoPfaocng oe
Kplola cuoTAATA KOl UTtNPECLEG e eAeyyOueveg neBodouc.

Tunuatormnoinon diktuou

Xpnon edappoywv acdaleiag mou avalntouv cuumnepidbopd
TIOU XPNOLUOTOLETAL KATA TNV EKUETAAAEUON, OMWG TO
Windows Defender Exploit Guard (WDEG) kat to Enhanced
Mitigation  Experience  Toolkit (EMET) pumopolv va
XpnowlomnowinBouv yla va HETPLACOUV KATolA ocuumepldbopd
EKUETAANAEUONG. EmutAéov emiBupunto eival va eAéyxetal n pon
TOU €A£YXOU OKEPALOTNTAC, OTMOU QUTO amoteAel évav AAAo
TPOTIO YLl VO EVIOTILOTEL KOl VA OTAUATHOEL Hia EKPETAAAEUON
AoylopikoU amd tnv eudavior) TG MOANEC amd QUTEG TIC
npootaoie¢ efoptwvtal amd TNV  APXLTEKTOVIKN KAl TNV
edbappoy) TOU £XOUV OTO KABE OTOXO KOl ylo AOyoug
ouppatotnTag UMopel va punv Aettoupyouv yla 0Ao to pacpa
TWV AOYLOMLKWV KOL TWV UTINPECLWV.

ATOKTAOTE MpooTacia

Awaxeiplon EAaxlotomoliote ta Swkoalwpata Kal tTny mpoécfacn yla Toug

TIPOVOULOUXWV AoyoplacpoUC TwV UTNPECLWY £TOL WG WOTE VA TIEPLOPLOETE TIC

Aoyoplacpwv ETIMTWOELG TNG EKUETAANELONC.

Threat Intelligence | Avamtofte o woxupn LKavotnta TMANPodOPLWV OXETIKA HE

Program anel\éG oTov KuBepvoxwpo yla va kabopioete molol TUTOL Kal
oe mola emnineda amelAng UmopoUv va XPNOLUOTIOLOUV T
Exploits kat O0-days €mB€0ell €vavil  OUYKEKPLUEVWV
OPYOVLIOHWV.

Evnuépwon Aoylopikol | EVNUEPWOTE TAKTIKA TO AOYLOUIKO XPNOLUOTIOWWVTIAG TN

SloxelpLlon TWV EVNUEPWOEWY KWELKA YL ECWTEPLKA onUEla KaL
OLOKOULOTEG TNG ETILXELPNONG.

No ylvetal TOKTIKA £AeyxoC 000 avadopd ot SlabEaoiueg
UTINPECLEC TOU EC0WTEPLKOU SIKTUOU YLOL TOV EVTOTILOMO VEWV Kall
eVOEXOUEVWG EUAAWTWYV UTINPECLWV.

JApwon ylo euTtaBEeLeg

Mivakag 3
H aviyveuon Ttwv TEXVIKWV KAl TWV €EPYOAElwV TIOU XPNOLUOTIOLOUVTOL aTtd TOU(
ETUTIOEPUEVOUC YylO TNV EKUETAAAEUCHN OTOUAKPUOUEVWY UTINPECLWV MTOpPEL va elval
6UokoAn, avahoya pe ta Sobéowpa epyaleia. Ta mpoypdupata Kal ot €DAPUOYES
EKUETAAAEUONG AOYLOULIKOU €VOEXETAL va LNV €lval TTAVTOTE EMITUXNUEVA N} UMOPEL va
nipokaA€éoouv TNV aotabn Stepyaoia ) tn cuvtplBn tnG eKpeTalAeuopuevng dtadikaaoiag [1].
Eniong, umopoUpe va avalnToUUE yla CUUTIEPLOPA OTO TEPUOTIKA CUCTAMOTO N omola
uropet va urmodnAwvel emtuxn cupBLBacud, onwe sival n pn ducloloyikr cuunepidpopad
Twv Sodikaowwyv. Autd Ba pmopouoce va TepAapBAvel Ta UTIOMTA apxeia mou €xouv
eyypadel oto 6ioko, Ta AMOSEIKTIKA oToeElo TNG Stadikaoiag £€yxuong yla QmoOmeLpeg
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anokpuPng eKTEAEONG, Ta AMOSEIKTIKA oTolyela TNG avakaAuyng-eEepelvnong r AAAng
aocuvnBlotng KukAodoplag eviog Tou SIKTUOU TIOU UTOPEl va UTIOSEKVUOUV TpOcBeTa
epyaAeia mou petadEpovial oto cUOTNUA.

4.4 Eowtepiko Spearphishing

OL emutiBépevol pmopouv va xpnotdomnotjoouy t LEBodo Tou eowteptkou Spearphishing
yla va amoktrioouv mpoofacn oe mpooBeteg MANPodopieg 1 va EKUETAAAEUTOUV AAAOUC
XPNOTEC HEoa oTov (6lo Tov opyaviopd, adou €xouv Ndn amoktioel mpooPfacn o€
AoyoplacpoUc rj CUCTHUOTA EVTOC TOU opyaviopoU. To ecwtepko Spearphishing sival pla
nEBodog emiBeong moMamAwv otadlwv, Omou £€vag Aoyaploopog NAEKTPOVIKOU
Tayudpopeiou yivetal accessed ite eAEyXoOvVTag TN CUOKEUN TOU XPHOTN LE TIPONYOUUEVWG
EYKATEOTNUEVO KOKOBOUAO Aoyloplkd, eite StakuPfevoviog Tta SLAMIOTEUTAPLA TOU
Aoyoplacpol tou xprnotn. Ou emitiBépevol mpoomnabouv va enwdeAnbolv HEow KATIOLOU
0€LOTILOTOU €0WTEPLKOU AOyapLaooU TOU OpyavIopoU yla va auénoouv Ty mibavotnta va
e€amaToouV ToV 0TOXO OTO VO TNV TMOTIOEL 0TNV anomnelpa tou phishing.

OL emutiBépevol pmopoulv emiong va ekpetalleutouv to Spearphishing Attachment | to
Spearphishing Link w¢ pépog tng eniBeong eowtepikol Spearphishing yla va mapadwoouv
kamoto Payload r} va avakateuBuvouv Tov oTdX0 TouG O€ €vav eSWTEPLKO LOTOTOTO yLo val
Katoypaouv Ta SLaTLoTEUTAPLA TOU XPAOTN. AUTO uopel va emiteuxBel péow KAToLou
Input Capture eVOWUATWHUEVO OE LOTOTOTO TOU MLME(TaL kAol Stemadn ouvdeong oe
NAEKTPOVIKO Tayxudpopeio.

X0paKTNPLOTIKA Kol ofloonueiwta €lval Ta MEPLOTATIKA OMOU €XeL  XpnoLldomolnbsl n
TEXVIK TOU €0WTEPLKOU Spearphishing. Avadopikd, n ekotpateia Eye Pyramid
XPNOLUOTIOLOUOE  XOPAKTNPLOTIKA E-mails nAektpovikol "Papéuatog” (phishing) pe
KaKOBoUAQ cuvnuuéva yla TTAEUPLKA HETAKIVNON HETAEL Twyv BupdTwy, KatadEpvovTag va
kavel Compromised pe autd Ttov tpomo oxedov 18.000 Aoyaplacpoug NAEKTPOVLIKOU
tayudpopeiou. EmumAgoy, Eva akOUN XAPAKTNPLOTLKO tapddelypa tétolou eidoug emibeong
elval o ZUpLog HAektpovikdg Ztpatog (SEA) o omoiog mapafiace Aoyaplacpuous email tng
Financial Times (FT) ywa va kAépel mpocBeta Siamioteutripla Aoyaplacpwyv. MOA n FT
€uabe yla tnv enibBeon autn kol ApxLoe va Tpoeldomnolel Toug umtaAAnAoug TNG yla thv
aneln, n SEA €otelle pnvupata nAektpovikol "Papépatog” mou pipouvtav to Tunua IT
¢ Financial Times kol pnopece Pe autd tov TPomo va yivouv Compromised akopn
TIEPLOCOTEPOUG XPOTEG.

0Oco avadopd OTNV QVTLUETWTILON Kal tn Helwon tou KvdUvVou Kal Twv eMIOEcEWV e
TETOLECG TEXVLKEG ELVOIL ONUAVTLKO va avadepOel Kal va TOVIOTEL TO yeyovog mwe Sev pmopet
EUKOAQL VO LETPLOOTEL PE TIPOANTITIKOUC EAEYXOUC, OLOTL O KivOUVOG OE TETOLEG TIEPUTTWOELG
Baoiletal otnv KATAXPNON TWV XAPAKTNPLOTLKWY TOU CUCTHUATOC.

Qotooo, ta cuotnpata aviyvevonc ewBoAng (IDS) twv Siktuwv Kal ol Gateways KdaBe
NAEKTpovikol Ttaxudpopeiov ouvnBwg O6e&v COPWVOUV TA EOWTEPIKA HnvUHATA
NAEKTPOVIKOU TaxuSpopeiou, aAAA £VOC OPYAVIOUOC UMOPEL VA EKUETAANEUTEL KAToLla AUGN
nou PBaociletal otov Meplobikd €Aeyxo. H ouykekplpuévn AUon amootéAAel éva avtiypado
UNVUUATWY NAEKTPOVIKOU TaxuSpopeiou oe pla umnpecia aodaleiag yla tTnv avaiuon
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QUTWV Xwpi¢ kamola aneuBeiag cuvdeon pall NG N EVOWUATWVEL OAOKANPWHEVEG AUOELG
yla UTtNPEoieg aoPAAELOG XPNOLUOTIOLWVTAG ON-premise €yKOTOOTACELG 1 KAmolo APl pe
OKOTIO va BonBricouv oTNV AVIXVEUGCN TWV ECWTEPLKWY ETIOECEWV KATA TNE TPOGBOANG TwV
AOYQapLOCUWY TWV XPNOTWV.

4.5 Logon Scripts

Ta Windows emutpémouv tn O&nuloupyia Scripts ouvdeong kaBe ¢opd mou Evag
OUYKEKPLUEVOC XPROTNG 1 KATtol opdada xpnotwv nmpoomabet va cuvdebel og éva ouotnua.
Ta Scripts autd prmopouv va xpnotpomnotnBouv yla tnv ektéAeon Management AelToupylwy,
Ol OTtoleC pmopel ouxva va ekteAoUV GAAQ TpoypAppaTa 1} va oTtéAvouv MAnpodopieg oe
KATIOLO ECWTEPLKO Server kataypadnig.

Av oL emtiBépevol umopouv va €Xouv MPOoBacn HUE KATIOLO TPOTO O AuTAd Ta Scripts,
EVOEXETAL VA E€L0AYAYOUV TIPOCOETO KWOIKA O KAMOLO amo Ta Scripts pe okomod va
EKTEAECOUV Ta £pyaAeia TOUG OTaV ouvEEBEL KATTOLOG XPOTNG. AUTOC O KWOLKOG UIMOpPEL va
TOUG eTUTPEPEL va SLATNPACOUV HOVIUA TNV TPpOcBOcn TOUG O KATIOlO cUCTNUQ, OV
TIPOKELTAL YLt KATIOLO TOTUKO Script i va petakivnBolv MAeupLka o€ €va Siktuo, av To Script
QUTO elval amoBnKeUUEVO O KEVIPLKO Server Kol €Xel MpowBONnOel o apkeTd cuoTAuaTa
Tou SiktUou. Avaloya pe tn Sltapopdwaon tng mpocPaong ota Logon Scripts, evééxetal va
QTALTOUVTOL TOTILKA SLOTILOTEUTHPLA ELTE €vag Aoyaplacpog SLaxeLlpLoTh.

MapoaKkATW TOPAOETOUUE OPLOUEVEC EVOELKTIKA amod TIG ueBOdoug Kal Twv epyaleia mou
€Xouv xpnolpomnolnBel yla tétoloug eidoug emBEoeLg.

APT28 Eva APT28 Trojan loader TIPOOBETEL TO KEY
HKCU\Environment\UserInitMprLogonScript otn Registry pe okomo va
Sdwatnpnoel tnv mpoécPfaocn Tou.

Ouada Cobalt | H opdada Cobalt mpécBece w¢ Module tnv Siatipnon tng mpocfaong,
kataypddovtag To Gvopa Tou apxeLou yla To KakOBouAo mpoypappa Tou
enopevou otadiov KATw amod 1o UserInitMprLogonScript.

JHUHUGIT To JHUHUGIT €xeL kataxwpnoet €va Shell Script twv Windows kdtw amo
1o KEY tng Registry HKCU\Environment\UserInitMprLogonScript yLa va
kaBopioel tnv dlatrpnon tng npoécPfaonc.

Zebrocy To Zebrocy emtuyxdvel tnv Swatipnon tnN¢ mpoofacng HEOW TNG
npooBnkng evog KEY otn Registry pe éva Logon Script.

Ma TNV QVILLETWTLON KAl TN MElwon autwv Twv PEBOdwV Kol TWV TEXVIKWV eTBECEWV
TIPOTEIVETAL O TEPLOPLOMOC TWV SIKOLWUATWY OTA OPXELWV KAl OTOUG KATOAOYOUG TOU
OUOTNUATOG. Mo CUYKEKPLUEVO UTOPEite va MEPLOploTe TNV MpooPacn tng gyypadng ota
Logon Scripts 0g cuyKeKPLUEVOUC SLAXELPLOTEG.

Oco avadopd OTOV EVIOMIOMO KOl OTNV QVIXVEUCN OQUTWV TWV TEXVIKWV EMLOECEWV
urnopeite va mapakoAouBeite ta Logon Scripts yla tuxdv acuvBilotn npocfaon amd pn
duoLoloykolg Xpnoteg N o Un GuUCLOAOYIKEG wPEeC. EmumAéov pmopeite va avalnteite
apxela mou €xouv npooteBel 1) TpomomnownBel and acuvABLOTOUG AOYAPLOCHOUG EKTOG TWV
ouvnBwv Management Sladikaclwy Kat KaBnNKOVIwv.
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4.6 Pass the Hash

H Swamepdon tou Hash yvwot wg Pass the Hash (PtH) sivat pia péBodog eAéyxou
TAUTOTNTAG TOU XPNoTn Xwplg va UTIAPXEL TPOoBacn otov KwdLko mpodoPaocng tou cadoug
KELLEVOU TOU XpNotn. Autr n HEB0SOG MOPAKAUITTEL TA TUTILKA BriaTa EAEYXOU TAUTOTNTOG
TOU XPNOTN TIOU ammaltouVv ouvnBwg €vav Kwdlkd TpocPaocng cadols Kelévou, alla
Kveitol ameuBelag oTo TUAUA TOU EAEYXOU TNG TAUTOTNTOG OOV XpnoLiomnoleitat To Hash
Tou KwdLKoU TpocPaong Tou XpAoTn. Z€ AUTAV TNV TEXVLKA, oL €ykupol Hashed kwdikol
npoéofaong yla Tov avaAoyo XPNnOLUOTIOLOUHEVO Aoyaplacpid cuAlapfdavovtal amd Toug
ETUTIOEPEVOUC XPNOLUOTIOLWVTAC Lo TEXVIKN TpooPacng yvwotr w¢ Credentials Access. Ta
Hashes mou €xouv kataypadel kat cuAexBel amd toug emTIOEUEVOUC XPNOLLOTIOLOUVTAL
Enerta pall pe tnv péBodo tou Pass the Hash (PtH) yiwa tov éleyxo tautdtntag tou
OUYKEKPLUEVOU Xpnotn. Metd tnv auBevtikomoinon, to Pass the Hash (PtH) pmopet va
XPNOLUOTIONBOEL YL TNV EKTEAECT EVEPYELWV OE TOTIKA I} OTMOUAKPUOHUEVA CUOTALOTA.

Ta Windows 7 kal OAa Ta VEOTEPQ QMO QUTA AELTOUPYLIKA cuothuata pe to KB2871997
amnattouv éykupa Domain Slamoteutrpla xpriotn i RID 500 Hashes Slaxelploth.

A&LOONUELWTO €lvaL TO YEYOVOC TOU OTL ElVaL APKETEC OL TIEPUTTWOELG KOL T EPYAAELQ OTIOU
Kavouv xpnon tng pebodou Pass the Hash yia tnv ektéleon emiBéccswv €0WTEPLKAG
HETAKIVNONG. EVOELKTIKA TTapakATw avadEpovtal oplopéva mapadeiypata:

e APT1: To Group APT1 eival yvwotd OTL €XEL XPNOLUOTIOLOEL TNV TEXVLKN Pass the
Hash.

e APT28: To Group APT28 xpnoluomnoinoe to Hash yia mAeuptkn kivnon.

e APT32: To Group APT32 emiong xpnotpomnoinos to Hash yia mAeupikn kivnon.

e Cobalt Strike: To Cobalt Strike pumopet va ekteAéoel tnv péBobdo Pass the Hash.

e Empire: To Empire pnopet va ekteAéoel emBeoelg kavovtag xprion Pass the Hash.

e HOPLIGHT: To HOPLIGHT é£xeL mopatnpnBel va d¢optwvel apketa APls mou
oxetilovtal pe tnv pEBodo tou Pass the Hash.

e Mimikatz: To Module SEKURLSA: :Pth tou Mimikatz pmopetl va punBet évav xpriotn,
pe to Hash tou kwdilkoU mMpoOoPacnig tou povaxa, yla va ekteAécel aubBaipeta
EVTOAEC.

e Night Dragon: To Night Dragon xpnowuonoinoe epyaleia Pass the Hash ywa va
QUTTOKTI OEL OVOLLOTOL XPNOTWV Kal KwdLkoUg podofaong.

e Pass-The-Hash Toolkit: Aiddopa Sets epyaleiwv Pass-The-Hash pmopouv va
ekteAEoouv TNV dlamépaaon tou Hash.

e PoshC2: To PoshC2 &laBgtel £vav aplOuo amd Modules ta omola poxAsUouv tnv
pnEBodo Tou Pass the Hash yla va emituyouv mAgupLkn Kivnon.

e Soft Cell: To Soft Cell xpnowomnoinoe dumped Hashes yla tnv auvBevtikomnoinon tou
o€ GAAOL CUOTAMOTO LEOW TNG TEXVIKAG Pass the Hash.

Ma TNV OVTIUETWIILON KAl Tn HElwon auTng TNG TEXVIKAG €MOECEWV TPOTEIVETAL N
edappoyn Kal n TpNon opLoPEVWY amod TG SLadkaoileg mou Teplypddovtal mapaKaATw:
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MoAwtikég kwdikoU | BefawwBeite OTL Ol evowpaTwHEVOL KoL OL  dnuloupynuévol
npocBaong Aoyaplaopol Tou TOTUKOU OLOXELPLOTH] €XOUV TIOAUTTAOKOUG KoL
Hovadlkoug Kwdkou ¢ podofaong.

Alaxeiplon Twv | Neplopiote tnv emkdalvuPn Twv OSlamotevtnpiwv oe OAa T
AOyaplOopWY  ME | cUOTAMOTA, yla va amotpéPete T {nud twv Compromised
TipovouLa Credentials kol vo LELWOETE TNV LKOVOTNTA TOU KABe emTIOEUEVOU
000 avadpopd TNV MAEUPLKN LETAKIVNON HETAEY CUOTNUATWVY.
Evnuépwon Edapupoote to Patch KB2871997 ota ocuotiupata pe Windows 7
AoyLopikoU KaBwg Kal o OAQ TOL CUCTNUATA HE VEOTEPA AELTOUPYLKA, Yl Vol

TIEPLOPLOETE TNV TPOETUAEYUEVN TIPOGBacn AoyapLloouwy oTnv opada
TWV TOTILKWV SLAXELPLOTWV.

‘EAeyx0¢ Evepyomoiwjote Pass the Hash petplacpolg yia va edappoocete
Aoyoplacpou neploplopou s UAC og TomikoUg Aoyaplacpolg KaTa tnv ouvdean oto
XpPnotn Siktuo. To ouvbedepévo Registry Key Bpioketat:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
\LocalAccountTokenFilterPolicy péow Tou GPO: Computer
Configuration > [Policies] > Administrative Templates > SCM: Pass the
Hash Mitigations: Edapudote neploplopol¢ UAC o€ TOTULKOUG
AoyaplacpoUg ot oUVOETELG SIKTUOU.

Awaxeiplon Mnv enutpénete o €vav xprjotn Domain va sivatl otnv opdda twv
Aoyoplacpwv TOTUKWV SLAXELPLOTWY O€ TTOAAA cuCTHUATA.
XPNOTWV

Ooco avadopd OTOV EVIOMIOMO KOl OTNV aviyveuon OUTAG TNG TEXVIKNG emMBEcEwV
npoteivetal va eAéyxete OAa ta Events ywa xprjon Siamiotevtnpiwv kot Logon kat otn
OUVEXELOL VO KAVATE Review autwv yla To av UTtApYouv Tuxov amokAioelg. Ol acuvnBOLoTEG
QTMOUOKPUOUEVEG OUVOEDELS TTOU oXeTilovtal e GAAn umomtn Spactnplotnta (Omwg n
eyypadn kal ektédeon Suadlkwv opxelwv) evdéxetal va umodnAwvouv KakoBouAn
Spaotnplotnta. EmumAéov, ot NTLM LogonType 3 Authentications mou 6ev cuoxetilovtal pe
kamola cuvdeon o Domain kal eival avwvupueg ouVEETELG elval UTIOTTEG.

4.7 Pass the Ticket

To Pass the Ticket (PtT) eival plo péBodo¢ eAéyxou TAUTOTNTOG OE €val CUCTNUA TIOU
xpnowuorolel Kerberos tickets yla tTnv auBevtikomoinon twv Xpnotwy Tou, Xwpig va €xel
npooBacn otov kKwdIKO mpooPaong evog Aoyaplacpol. O €leyxog tautotntag Kerberos
uropel va xpnolwpomotnBsl w¢ To MPWTO PApa yla TAEUPLKA METAKIvNOon Ot £€va
QTOUOKPUOUEVO cUOTNUA.

e QUTAV TNV TeEXVIKA, Ta €ykupa tickets Kerberos yla toug €ykupoug Aoyoplacpoulg
ocuMapBavovtal amd Ttoug emTiOépevoug Pe TNV TeEXVIKA tou Credential Dumping.
MmnopoUv va culndBoulv tickets umnpeciag xpriotn 1 tickets xopnynong ticket (TGT),
avdloya pe 1O eminedo tn¢ mpooPaocnc. Eva ticket umnpeciag xprnotn emtpémel tnv
npooPBacn o€ €vav CUYKEKPLUEVO TIOPO, evw €va TGT umopel va xpnoiuomnolnBet ywa va

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 50




MetaTTuxiakr AilaTpiBn Apdakog MixanA

Intnoel tickets unnpeowwv and tnv Ynnpeoia €ékdoong twv Tickets (TGS) yla npdéoPacn oe
OTIOLOVONTIOTE TOPO £XEL SKaLWHATA TTPOGBAcNG 0 XpHoTNG.

Ta Silver Tickets pmopouUv va AndBolv yla UTNPECLIEC TTOU XPNOLUOTIOLOUV UNXOVIOUO
eAéyxou tautotntag Kerberos kal xpnowuomolouvtal ylo tn Snuoupyia elotnpiwv mou
e€aodalilouv tnv MpooPacn O KAMOLO CUYKEKPLUEVO TIOPO €VOG CUOCTHUATOC KAl OTO
ocuotnua rou ¢hoevel tov mopo autod (m.x. SharePoint).

Ta Golden Tickets pmopoUv va amoktnBouv ywa To Domain Xpnolpgomowwviag Tov
Aoyaplaoud Key Distribution Service KRBTGT Aoyaplacpol NTLM hash, 6mou evepyormolel
Vv dnuoupyia TGTs yla onolodrmote Aoyaplacud otnv unnpeoia tou Active Directory.

EvOEIKTIKA TtapakAtw avadEpovial OPLOPEVA TIOPOASELYHOTA TIEPUTTWOEWV XPHONG Kal
epyaAeiwv Omou Kavouv xprnon tng neBodou Pass the Ticket yia tnv ektéAeon emBéocewv
E0WTEPLKAG METAKIVNONG:
e APT29: To APT29 xpnotuomnoinoe sloBoAég Kerberos yia mAeupikn kivnon.
e APT32: To APT32 QméKTNOE EMITUXWG QTOUOKPUOHEVN TIPOGBAcN HE T Xprion Tou
glottnplou.
e BRONZE BUTLER: To BRONZE BUTLER &nuioUpynoe mMAOOTA ELOLTHPLO ELOLTNPLWV
elottnplwv (TGT) Kerberos kot Ticketing Service Service (TGS) ywa tn Swatripnon
Slolkntikng mpooPBaonc.

e Empire: To Empire pmopet va aflomoijost tnv edpapuoyn tou Mimikatz yia va
QTIOKTAOEL KOl va xphotporotiost Silver kat Golden slowtrpla.

e Ke3chang: To Ke3chang xpnowomnoinoe to Mimikatz yia va dnuioupynoet Golden
Tickets Kerberos.

e Mimikatz. Ta Modules tou Mimikatz LSADUMP::DCSync, KERBEROS::Golden Kol
KERBEROS: :PTT £popuolouV Ta Tpla Brlata mou amaltouvtal yla tnv eéaywyn Tou
hash Aoyaptaocpd KRBTGT kat tn dnutoupyia / xprion swottripla Kerberos.

e SeaDuke: Oplopéva Seiypata SeaDuke €xouv €va Module to omoio xpnolpomnolet
TNV TEXVLKN Tou Pass the Ticket pe Kerberos yia tov €Aeyxo TauTtoTNTOG.

MNa TNV OVTIHETWIILON KAl Tn HElwon aUTAG TNG TEXVIKAG €TOECEWV TPOTEIVETAL N
edappoyn Kal n TApNoN opLoPEVWY aTto TIG SLadLKaoieg o TteplypddovTal mapaKaATw:

MNa vo meplopioete tnv emnimtwon evo¢ Snuwoupynuévou Golden
Ticket emavadépete O6U0 PoOpEC TOV EVOWUATWHEVO KWOLKO
npoéofaong tou Aoyaplacuol KRBTGT, yeyovog mou Ba akupwoel
Tuxov unapyovta Golden Tickets mou é€xouv &nuioupynBel pe to
KRBTGT Hash kat dAAa eloepyopeva Kerberos Tickets amno auto.

Awapopdwon
UTtNPEoLag
Active Directory

™Ng
TOUL

MOALTIKEC KwdLKOU
npooBaong

BeBawwbeite otL oL Aoyaploopol Twv TOTIKWY OSLAXELPLOTWV EXOUV
oUVOeTOUG Kal povadikoug Kwdilkol ¢ pooBaong.

Awaxeiplon TWV
Aoyoplacpwyv  UE
TipovouLa

Meplopiote Ta Sikawwpata tou Aoyaplacpol tou domain AlaxelpLoti
oe domain controllers katL o meploplopévoug Servers. AvaBéote Kal
aAM\ec  Aewtoupyieg  Swaxeplot  ywa  va  Slaxwploete  TOug
Aoyaplacpoug.
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Alaxeiplon Mnv ETUTPEMETE O€ €vav XPHOTN va €lval TOTLKOG SLAXELPLOTAG yLa
Aoyaplaopwy TIOAAQ cuoTAATA.
XPNOTWV

ot TNV QVIXVELON KoL TOV EVTOTILOMO TNG TEXVLKNG Tou Pass the Ticket 6mou xpnouonolovv
oL emuTIOgpevol mpoteivetal va eAéyxete OAa ta Events mou adopouv xprion tou Kerberos
Authentication kaBwg kat ta Events mou adopoulv xprion dlamiotevtnpiwy. Enerta va
afloloyeite av umapyxouv amokAioslg oe autd. Ta acuvhblota amopakpuopéva Events
eAéyxou TautéTNTAG MOV oXeTilovtal e AAAN Umomtn dpactnplotnta (Onwg n eyypadn Kot
ektéAeon Suadilkwv apyxeiwv) pmopel va umodnAwvouv kakoBouAn Spaoctnplotnta. To
Avayvwplotikd cuppavtog (Event ID) 4769 dnuoupyeitat otov Domain Controller otav
xpnotuomnoleital éva Golden Ticket peta tnv emavadopd tou kKwdikol mpocBaocng KRBTGT
800 dopég, omwe avadEépetal Kal otnv mponyoUUeVn evotnta mapanmavw. O KwdIKOG
KOTAOTAONG Ox1F UTOSEIKVUEL OTL N EVEPYELA ATMETUXE AOyw Tou "EAeyxog akepaldtntag
TOU amokpumnrtoypadpnuévou mediov amétuxe" Kol autd UTIOSEIKVUEL TNV KATAXPNON EVOC
un éykupou Golden Ticket [1].

4.8 TMpwtokoAAo Remote Desktop

To Remote Desktop eival pia ko) Asttoupyia oto AEITOUPYLKA cuoThpoTa. Emitpénel o
€vav xpnotn va ouvoebel péow pag Stadpaotikng ouvedpiag pe Eva ypadikd meptBaiiov
XPNOTN O €va OMOUAKPUOUEVO cuotnua. H Microsoft avadépetal otnv epappoyrn Tou
Remote Desktop Protocol (RDP) wg Remote Desktop Services (RDS). Ymdpxouv kot AAAEG
edpapuoyég Kal epyodeia Tpitwy ToOU TApEXOUV Ypadlkr) TPOCBOON O AMOUAKPUOUEVEG
UTINPECLEC TTOPOUOLEC LE TO RDS.

Ot emutiBépevol pmopolv va cuvdeBolv o€ €va AMOUAKPUOUEVO cUoTNUa LEGw Tou RDP /
RDS yla va emekteivouv TNV mpocfacn Toug €Av n umnpeoia ival evepyomolnpévn Kal
ETUTPEMEL TMpOoPacn o€ Aoyaplacpoug He yvwotd Slamiotevtipla. Ou emtiBépevol
rmubavotata Ba XxpNoLULOTIOL)C0oUV TEXVIKEG TPOCBOCNE TILOTOMOINONG YL VO ATTOKT|GOUV T
Swamoteutnpla ou Ba xpnoponotjoouv e to RDP. OL erutiBépevol umopouv eniong va
xpnowlornowjoouv to RDP o0g ouvbuaopd HE TA XOPAKINPLOTIKA TNG TEXVIKNG
MPOOPBACIUOTNTAC Yl va ETLTUXOUV Slatrhpnon Tng mMpoofacrng Toud.

OL emutiBépevol umopolv emiong va ektelouv hijacking tg ouvedpiag RDP, n omoia
COUVETAYETAL TNV KAOTIA TNG AMOUAKPUCHEVNG TIEPLOSOU AELlToupylag evog VOULULOU XpoTn.
Juvnbwe, évag xpnotng eldomoleital 6tav Kamolog GAAog mpoomabel va KAEPeL tnv
ouvedpia Tou KoL Tou To gudavilel pEow L EpwTNoNnG otnv 08ovn tou. Me Sikalwpota
CUOCTNHATOG KOL E XPrON UTNPECLWY TNG TEPUATIKNG KovaoAag (Terminal Services Console)
c:\windows\system32\tscon.exe [session number to be stolen], €vag emTIOEUEVOC
UTopel va melpapatiotel oe pla ouvedpla xwpic va XpeLAOTEL MLOTOTOLNCELG 1) UTIOOEIEELG
TPOG TO XPNOTN. AUTO UMOpPEl va YiVEL QTMOUOAKPUOUEVA ) TOTIKA UE EVEPYEC I KAl UE
anoocuvdedepéveg ocuvedpieg. Mmopel emiong va 0dnynoeL o€ AMOUAKPUCHEVN avakaAuyn
TOU OUOTAUOTOC Kol ot €EEALEN Twv Tpovopiwv, KAEBovtag pia cuvedpla pEOw €VOG
Aoyoaplacpol Domain Staxelploth f éva Aoyoplacpud pe vPnAotepa nmpovoula. OAa autd
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UIopoUV va YIVOuVv LE TN XPron EYYEVWV-EVOWUATWHUEVWY EVIOAWV Twv Windows, aAAd
€Xouv e€miong mpootebel KOl WG XOPAKTNPLOTIKO OTo epyaleio RedSnarf omou TtoO
XpNolHomolouv oL opadeg mou emwtibBovtal oe SlKTu UTIOAOYLOTWV HE OKOMO va Ta
eAéy€ouv kal va ta Staopaiicouv KaAuTtépa.

AfloonUelwTOC glval 0 aplOUOC TWV TTEPUTTWOEWY OTIOU €XEL EKUETAAAEUTEL N Asltoupyla
auth Twv Windows og cuvbuaouod pe tnv edapuoyn CXETIKWY TEXVIKWV Kal EpYOAEiwV yLa
TNV €KTEAEON €MIOECEWV EOWTEPLKAG HETAKIVNONG. EVOEIKTIKA Topakdtw avadEpovtol

oplopéva napadeiypata [1]:

APT1 & Axiom

H opadeg APT1 kat Axiom €ilval yvwoTo OTL £€XOUV XPNOLUOTIOLOEL TO
RDP katd tn SLapKeLla TWV KAKOBOUAWY EPYACLWY TOUC.

APT39 & APT41

Ot opadeg APT39 kat APT41 €xouv mapatnpnBel va xpnoluonolouv
to RDP yla va emtUxouv TAEUPLKN METOKivNon Kal Siatrpnon
npocpaong.

Carbanak To Carbanak evepyomolel Kkal EMITPEMEL TNV  UMNpPecia NG
QTMOUAKPUOHEVNG eTLdAVELAG epyaciag (RDP).

Cobalt Group & |H opada tou Cobalt kat to Dragonfly 2.0 xpnowuomnoincav to

Dragonfly TIPWTOKOAAO Tou RDP yLa va tpayatonoljoouv MAEUPLKN Kivnon.

Cobalt Strike

To Cobalt Strike pmopel va Eekwnoelt €vav efumnpetnty RDP
ouvbeaong o omoiog Baciletal oe VNC olvdeon kat va KAvel tunnel
ouvdeon autn péow tou N&N Kablepwpévou C2 kKavaAlou.

DarkComet To DarkComet pmopei va avoiel pla evepyry 086vn oto pnxavnuo
TOU BUMATOG KOL va TIAPEL TOV E£AEYXO TOU TOVTLIKIOU KOl TOU
TAnkKtpoAoyiou.

FIN10 To FIN10 xpnowomnoinoe 1o mMPpwtokoAAo RDP yia va petakivnBel
TIAEUPLKA OE CUCTHHATA EVIOG TOU TtepLBAAANovTOC Tou BUpATOG.

FIN6 To FIN6 xpnoluomoinoce to mMPwtokoAAo RDP yia va petakivnBel
TAEUpPLKA o€ Siktua Tou Bupatoc.

FIN8 To FIN8 xpnotwuomnoinoe to mpwtokoAAo RDP yLa vo pay O TOTIOLHOEL
TIAEUPLKA Kivnon.

jRAT To jRAT umopetl va urtootnpiel tov £EAeyxo Tou MpwTokOAAou RDP.

Koadic To Koadic umopel va €vepyomoljoel TNV UTNPECIA  TNG

QTOUAKPUOHEVNG ETILDAVELAG EpyAciag O0TO pnXAvnua Tou BUpATOG.

Lazarus Group

To «kokOBouAo Aoylopkd Ttng opadac Lazarus SierraCharlie

Xpnotpomnolel to mpwtokoAo RDP yia tnv Stadoon tou.

Leviathan To Leviathan £€xeL otoxeUoel T SLAMIOTEVUTHPLO TNE UTNPEGLAC TOU
RDP kal ta Xpnolgomoinoe yla va mepAcel and 1o mepLBAailov tou
Bupuarog.

menuPass To menuPass €xeL xpnotuornotioel ouvdéoelg RDP yla va petakivnBel
E0WTEPLKA 0TO SikTLO TOU BUpATOC.

njRAT To njRAT SlaBetel €va Module yla tnv eKTEAECN QATIOUOKPUOUEVNG
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emudavelag epyaciag (RDP).

OilRig

To OilRig €xeL xpnolwuomowoel T0 MPWIOKoAAo Tou RDP yua va
eTUTUXEL TIAEVPLKN Kivnon. H opdda tou OilRig xpnotwomnoinoe eniong
epyaleia tunneling yla va katadépet va kavel tunnel to RDP péoa
oto TMepLBAAAov.

Patchwork

To Patchwork emniyeipnoe va xpnotluomnotoet to mpwtokoAAo tou RDP
yla va kivnBel mAeupika.

Pupy

To epyoleio Pupy pmopel vo evepyomouosl / QIEVEPYOTIOLHOEL
ouvbéoelg RDP kat va &ekwnoel plo ocuvedpla amOUOKPUOHEVNG
emupavelag epyaociag (RDP) xpnowpomowwvtag évav browser web
socket client.

QuasarRAT

To QuasarRAT OSwabétet  €va  Module EKTEAEDN

QMOMOKPUOHEVNG eTLdaveLag epyaciog (RDP).

yl tnv

Revenge RAT

To Revenge RAT &laBétel €va plugin yla tnv amoktnon npocfaong
Huéow tou RDP.

ServHelper To kakOBoulo Aoylopikd ServHelper &6laBétel evioAég ylwa tnv
TPOOBNKN EVOC XPHOTN ATIOUOKPUOUEVNC eTiLdAvVELG epyaaiag (RDP)
Kal ylwa tnv amootoAry RDP kivnong otov emtiOépevo PECW €VOG
Reverse SSH tunnel.

Stolen Pencil To Group amel\wv Stolen Pencil xpnowuomnoinoe tnv unnpecia tou
RDP yLa dpeon amopakpuopévn mpooBaon tumou point-and-click.

TEMP.Veles To TEMP.Veles xpnowuomnoinoe tnv Asttoupyia RDP ka®’ o6An 1tn
SldpkeLa pLag Asttoupyiag tou.

WannaCry To WannaCry amaplOuel T TPEXOUOEC CUVESPLEC ATIOUAKPUOUEVNG
emupavelag epyaociog (RDP) kat mpoomaBel va ekteAéocel TO
KaKOBOUAO AOYLOULKO TOU o€ KaBe ouvodo.

zwShell To zwShell xpnowuomnoinoe to RDP yla mAeuplki petakivnon.

ZxShell To ZxShell €xelL AeltoUpylKOTNTO OQTIOMOKPUOUEVNG ETILDAVELOG

epyaociag (RDP).

M TNV QVTLETWTILON KOl TN HElwon TNG TEXVIKAG eTUBEcEWY PEOW TNG untnpeaoiag tou RDP
nipoteivetal N epappoyn Kot n Tenon Twv Sladlkaclwy Tou MepLlypadovTaL TApOKATW:

‘EAeyxog

EAEyXETE TAKTIKA TNV WBLOTNTA KABE HEAOUG TNG OPAdAC TWV XPNOTWV
Remote Desktop. Katapyrote Toug Aoyaplacpous Kal TLG OUAdEC mou
bev xpnolpormnolouvrtal anod Tig opades xpnotwy tn¢ unnpeciag RDP.

Armevepyomoinon n

Arnevepyorolrjote TNV untnpeocio RDP gav dev ival amapaitntn.

Katapynon

Sduvatotntag n

T(POYPALHATOG

Meplopiote Vv | Xpnowormnouote Gateways ONMOUAKPUOHUEVNG EMLPAVELAC EPYAOCLOG
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npocBacn  otoug | (RDP).

nopoug HEOW

Siktuou

‘EAeyX0G XPNOLUOTIOLNOTE £AEYXO TAUTOTNTAC TOAAMAWV TOPAYOVIWV yLa

TAUTOTNTAG QIMOLOKPUOUEVEG OUVSEEDELG.

TIoAA QA WY

TIaPAYOVIWY

Tunuoatomnoinon Mnv adnvete tnv unnpeoia tou RDP va eival mpoofaciun amnod to

Sdiktuou Awadiktuo. Evepyomowjote Kat@AAnloug Koavoveg oto  Teixog
TPOOTAOLOG Oag YLa va OMOKAELOETE TNV Kivnon tng unnpeciag RDP
HETAEL TwV SiKTuaKwV {wvwVv acPAAELOG EVTOC TOU SIKTUOU 0OG.

PUBuLoN AMNGate ta GPOs yla vo oploeTe GUVTOUOTEPEC OE XPOVLKO OpLO

AELTOUPYLKOU OUVESPIEC KAl TO UEYLOTO XPOVIKO SLAOTNHO TIOU UTOPEL va eivat

OUOCTAMATOG €vepyn omoladnmote pepovwuévn cuvedpia. AAGEte ta Group Policy
Objects (GPOs) yla va kaBoploeTe TO HEYLOTO XPOVIKO SLACTNHA KATA
TO omoio pla amoouvdedepévn ocuvedpla TMAPOAUEVEL EVEPYH OTOV
Host e€umnpetnt twv ouvedpiwv RDP.

Awaxeiplon Twv | E€etdote TV mepimtwon va apalpECETE TNV TOMIKA OHAdA TWV

Aoyoplacpwv  pe | Administrators amé tn Alota Twv opadwv TIOU EMUITPEMETOL VA

TipoVOuLa ouvdeBouv péow tng umnpeaoiag tou RDP.

Alaxeiplon Twv | Neplopiote Ta SIKALWUOTO TWV OMOMOKPUCHUEVWY XPNOTWV EAV TOUG

Aoyoplacpwy Twv | €lval amapaitntn n anopokpuopévn mpocfaon.

XPNOTWV

o TNV aviXVEUON KOL TOV EVIOTILOUO TWV ETIOECEWY HECW TNG TEXVLKIC TTIOU XPNOLUOTIOLOUV
oL emTBépevol KAvovTag xprHon Tng umnpeociog tou RDP mpoteivetal va emITpEMETal
povaxa n voulun xprnon tou RDP, avaloya pe 1o meptBarlov tou SIKTUOU KoL TOV TPOTOo
XPNong TN¢ umnpeciag. AAAOL TAPAYOVIEG, OMWG Ta TPOTUTIA TPOooPacnc Kol n
Spaotnplotnta mou cupPaivel PETA AmMO MO AMOUAKPUOMEVN oUVOeEDn, evOEXeTaL va
urmodnAwvouv UmMontn f KOKOBOUANn ouumepidpopd pe TN Aettoupyia Ttou RDP.
MapakoAouBrote emiong toug AoyoplacpoUg TwV XPNotwv Tou €xouv ouvdeBel oe
CUOCTNHOTA TIOU KOVOVIKA 8EV TOUG EMUTPEMETAL VAL €xouv TpocBaon 1 €xouv ouvdebel oe
TIOAAG S1apOPETIKA CUOTIUATA OE OXETIKA CUVTOUO XPOVLKO Slaotnua.

Téhog, puBuiote tnv mapakoAouBOnon tou Process yla Xprion Tou tscon.exe KoL TNV
napakoAouBnon g dnuloupylag tTng unnpeciag mou xpnoluomnolel to cmd.exe /k 1 TO
cmd.exe /c ota arguments TOU yla va amotpEPETe TNV OEPOMELPATEIR HLaG cuvedpiag
RDP.
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4.9 Anopakpuopévn avtlypadr apxeiou

Apxela pmopouv va avilypadoUlv amod 1o €va cUOTNUA 0TO AAAO yla va 0pyovWwoOouV Ta
epyodela Twv emTBOépeVwWY 1 AAAa apxelo katd tn OlapKela ULoG eVEPYelag. Apxeia
UIopoUV emiong va avilypadouv and Eva eEWTEPLKO EAEYXOUEVO QO TOUG ETUTIOEUEVOUG
ovotnua péow Command kot va mopBei o EAeyxog Tou KavaAlol yla va ¢pEpouv epyaleia
oto 6(KTUO TOU OTOXOU N LECW EVAAAOKTIKWY TIPWTOKOAAWVY pe aAa epyaldeia omwg to FTP.
Ta apyxela pmopouv emiong va avilypadoulv o Mac kal o€ Linux cuotipata PE €yyevN
epyaAeia Omwg scp, rsync kot sftp.

OL egmutiBépevol pmopolV €miong va avilypalouv ta apxelo MAeuplkd HETAEL TwV
E0WTEPLIKWY OUOTNUATWY oTo 6ikTuo Tou BUMATOG yla va unootnpi&ouv tnv pHéBodo tou
Lateral Movement pe QMOUAKPUOMEVN EKTEAECN XPNOLUOTIOLWVTOG EYYEVH TIPWTOKOAQ
KOLVNG XPNong apxeiwv, 0w TNV Kowr xpnon apxeiwv péow SMB pe ouvdedepéva diktua
N We emoAnBeupéveg cuvbéoelg pe ta Windows Admin Shares 1 to Remote Desktop
Protocol .

Ol TEPUTTWOEL( QUTEC OTOU €XEL XPNOLUOTIOINOEL N TEXVIK TNC QTMOUOKPUOUEVNG
avtypadng apxeiov amod emtiBOépevous kata TNV SldpKela eKTEAEONC KAmolag emiBeonq
TOUG €lval Tapo TOAAEC. EvOelkTikA mopakdtw ovadEépovial oplopéva TIOAU yvwoTtd
napadeiyparta [1]:

Agent Tesla O Agent Tesla pmopet va kateBaoesl mpoobeta apyeia yla eKTEAECNH OTO
pUnxavnua touv Bupatog.

Agent.btz 0 Agent.btz npoomnadel va T(POLYLOTOTIOLN OEL Aqdn
Kpuntoypadpnuévwy Suadlkwy apxeiwv anod cuykekpipévo domain.

APT18 To APT18 umopei va poptwoel €va apxelo 0To pnxavnua tov Bupatog.

APT28 To APT28 ¢ékave Download mnpocBeta apyeia, HeTaly GAAWV

xpnowomnowvtag éva downloader mpwtou otadiou yw  va
ETUKOWVWVAOEL Pe TO Olakoploty C2 KoL v OTOKTNOEL £T0L TO
euduTEVHA TOU Sevltepou otadiou.

APT38 To APT38 xpnoluomnoinoe éva backdoor, to NESTEGG, to omoio €xelL tn
Suvatotnta ANYng kot opTwong apxelwv MPoc Kal oo To Unxavnua
Tou BUpaToG.

Astaroth To Astaroth éxkave xpnon certutil kat BITSAdmin ywa va koatefdoel
ETUMAEOV KAKOBOUAO AOYLOULKO.

AuditCred To AuditCred pmopel va katefdaoel apxeia kot mpoobeto kakofoulo
AOYLOULKO.

Azorult To Azorult umopet va kateBdaocel kat va ekteAéoel pooBeta apxeia. To

Azorult €xeL eniong kateBaosl oto mapeABov éva poptio ransomware
Tou ovopaletal Hermes.

BabyShark To BabyShark éxeL katefdaoel mpdoBeta apyeia and to C2.

BADNEWS To BADNEWS é€xeL tn Suvatotnta ARYPng mpocBetwv apxeiwv péow
kavaAlwv C2, cupneplapuBavopévng plag kawvouplag €ékdboong Tou.
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BadPatch To BadPatch pmopel va kateBACEL KoL va. EKTEAECEL 1] VO EVNEPWOEL
KOKOBOUAO AOYLOULKO.

Bankshot To Bankshot avefdalet apxela kot Seutepelovia  wWHEALU
doptia(payloads) oto unxavnua tou Buparoc.

BISCUIT To BISCUIT SwaB€tel evtoAn yla va kateBaoesl éva apxeio amd to
Sdlakoptotn C2.

Bisonal To Bisonal €xeL tn duvatotnta va KateBACEL apxela yla eKTEAEON OTO
pHNxXavnua tou B0paTog.

BITSAdmin To BITSAdmin umopel va xpnowuomnownBei ylia dnuloupyila epyactwy
BITS ka va kévet UPLOAD rj DOWNLOAD apyeia.

Briba To Briba katefalel apyeia 0€ LOAUCUEVOUC KEVTPLKOUC UTIOAOYLOTEC.

BRONZE BUTLER

To BRONZE BUTLER xpnowuomoinoe Sdiadopa epyaleia ywa tn Angn
apxelwv, cupnephapBavopuévou tou DGet (éva mapodpolo epyoaleio pe
TO wget).

Calisto To Calisto €xeL tn Suvatotnta va kavel Upload kat Download apyeia
OTO KOl OItO TO HNXAvNnuo Tou Buparoc.

Daserf To Daserf pmopet va kavel ANYPn amopaKpUOUEVWY APXELWV.

Denis To Denis(Windows backdoor kat Trojan) &laBétel oto oloTnua

npooBeta backdoors kat epyaleia hacking.

Dragonfly 2.0

To Dragonfly 2.0 avtiypddel kat eykablota epyaleia mou Asltoupyolv
uia dopa oto meptarlov Tou Bupartog.

Linfo

To Linfo ©&nuoupyel éva backdoor péow TOU omoiou ol
amouakpuopévol €lofolelc pmopouv va katefdalouv apxeia o€
oUUBLBacpEVOUC OLKOSEOTIOTEG.

LOWBALL

To LOWBALL xpnotuormnolelt to APl tou Dropbox yia va Intriost duo
opxela, éva €k Twv omolwv eival To (6lo apyxelo pe ekelvo Tou E€ylve
dropped amd TO KAKOBOUAO OUVNUUEVO TOU NAEKTPOVIKOU
Tayudpopeiou. Auto mBavoTOTO EMPOKELTO VA £lval £vag UNXOVIOUOG
yla tnv evnuépwon tou compromised host pe pla véa €kdoon tou
KakOoBoulou Aoylopikou LOWBALL.

Mivast

To Mivast €xetL tn duvatotnta ARPng Kat EKTEAEONC apXelwy .exe.

More_eggs

To JavaScript Backdoor More _eggs umopel va kotefdacel kal va
eKKLVNOEL eTMAéov wdEAlpa poptia(Payloads).

NanHaiShu

To NanHaiShu unopei va katefdaocel mpocOeta apxeia anod dievBUvoelg
URL.

NOKKI

To NOKKI €xetL kateBaoel £va anopakpuopévo Module yla ektéAeon.

Remsec

To Remsec(Modular Backdoor)meptéxel €vav loader Siktuou yla va
AapBavel ekteAéowpa Modules amd amopakpuopévouc €loBoAElG Kal
va To eKTeAEL 0TO TOTIIKO BUpa. Mmopel emiong va kavel Upload aAAa
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Kal va kateBaoel apyeia péow HTTP kat HTTPS.

SQLRat To Malware SQLRat pmopel va mpaypatomnoliosl ansubeiag ovvdeon
oe pla Baon dedopévwy SQL tng Microsoft mou eAéyxetal amod toug
ETUTLOEUEVOUG, VA aVOKTHOEL €va otolxelo amod tov mivaka bindata kat
OTN CUVEXELA va YpAEL KaL va EKTEAECEL TO apXelo oto Siloko.

TrickBot To TrickBot katePalel apketd mpooOeta apxeia koL Ta amobnkeveL otn
pnxavn tou Buparog.

TURNEDUP To TURNEDUP €xeL tn duvatodtnta AnPng mpocBetwy apyxeiwv.

Mo TNV QVTIUETWTILON KoL TN HElwon TwV EMOECEWV TTOU TPAYLATONOLOUVTOL HECW TNG
TEXVLKNG TNG QMOUAKPUOMEVNG avTlypadns opxelwv TPOTEIVETAL N XPrionN CUCTNUATWV
QmoTPonn¢ €0POAWV OTNV TEPIPETPO TOU SIKTUOU caG. Ta CUCTAUATO avixveuong Kal
anotponn¢ eloBoAwv SIKTUOU TTOU XPNOLUOTOLOUV UTIoYpadEG SIKTUOU yLOL TOV EVIOTILOUO
NG EMOKEPLUOTNTAC VLA CUYKEKPLUEVO KAKOBOUAO AOYLOULKO 1) yla acuviBlotn petadopd
ebopévwv  HE Yyvwotd epyoAeia Kol TPWTOKOAa, Onwg to FTP, pmopolv va
XpnottomolnBolv yla va PETPLAcoUV Tn dpaoctnplotnta autr ot enimedo Siktuou. O
unoypadég avadEpovial cuxva o HovadikoUC SeIKTEC HEOA OTA MPWTOKOAAA Kal UMmopel
va Baocilovtal otnv CUYKEKPLUEVN TEXVIK OUOKOTLONG TOU XPNOLUOTIOLE(TOL amd €vav
OUYKEKPLUEVO €TUTIOEUEVO 1) epyaleio kal mBavotata va ival dtadopeTikeg oe dladopeg
OLKOYEVELEG Kal ekdO0elg malware. O erutiBépevol eivat mBavov va alagouv gpyaleio
yla TG umoypadég C2 pe tnv mApodo Tou XpOVoU I vV KOTOOKEUAOGOUV TIPWTOKOAAQ UE
TETOLO TPOTIO WOTE va amopevxBel n avixveuon Toug amnod Ta KOWA AUUVTIKA EpyaAEia.

Ma tnv aviyveuon Kal ToV EVIOTILOUO EMIBECEWV UECW TNG TEXVLKNG TNG ATOUOKPUOUEVNG
avtypadnc apxelwv mpoteivetal va mapakolouBeite n dnuloupyila Twv apxeiwv Kol ta
apxeila mou petadEpovrtal HEoa o€ Eva SIKTUO HECW TOU TPWTOKOAAOU SMB. EmutAéov ta
aouvnOlota Processes pe €EWTEPLKEG OUVOEDEL SIKTUOU TIOU SNULOUPYOUV apPXELD OTO
cuoTnua evoExetTal va eival UTtomta. AKOUN UTOTTN UIOpPEL va ivat n xprion Bondntikwy
TIPOYPAUUATWY HeTadopag apxeiwv, onwg to FTP, mou &ev cupPaivel cuxvd oe éva
cvotnua. Mpoteivetal eniong va yivetal availuon ota dedouéva tou SIKTUOU yla TUXOV
eupeon aouvnBlotwv powv Oedouévwy (m.x. €vag Client mou OTEAVEL ONUAVIKA
neplocotepa dedopéva amod avtd mou AapPadvel amno évav Stakopwoth). Ta Processes mou
XpnotpomnololV To Siktuo Kal Sev €XOUV KOVOVLKA KATIOLA ETLKOWVWVIA PEow SikTUou N Sev
€xouv Eavaeudaviotel moté Eava mpwtol yivouv Umomta. TEAOG, TpoTEivVETAL va YiveTal
OVAAUON OTO TIEPLEXOUEVA TWV TTAKETWY TOU SIKTUOU yLal TNV QVIXVEUON TWV ETULKOLVWVLWV
nou &ev akoAouBouUv TNV avapeVOUEVN oUUMEPLPOPA TPWTOKOANOU yla tn Bupa mou
XPNOLLOTIOLETAL.

4.10 ANOMAKPUOMEVEG YIINPEOLEG

‘Evog eETUTIOEUEVOG UIMOPEL VAL XPNOLUOTIOLNOEL £YKUPOUG AoyaplacolC og €va cUOTNUA YLo
va ouvlebel o pla umnpeoia €l6IKA oXeSLAOUEVN yla va OEXETOL OTMOUAKPUOUEVEG
ouvdéoelg, onwg Telnet, SSH kat VNC. O avtimaAog UTOPEL OTN OUVEXELD VA EKTEAECEL
EVEPYELEC WG OUVOESEUEVOC XPOTNG OTO CUYKEKPLUEVO CUOTNUAL.
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Ol MEPUTTWOEL QUTEC OTMOU €XeL YIVEL XPNON TWV QNMOUAKPUOUEVWY UTINPECLWV aTod
ETUTIOEPEVOUG KATA TNV SLAPKELD EKTEAEONC KATOLOG E€MIBECNG TOUG €ival ApPKETEG Kal
ouxva epdavilopeves. EVOEIKTIKA TapaKATW avapEpovtal oplopéva mapadeiypora:

APT39 To APT39 xpnowiomnoinoe aocpodéc kéAudog (SSH) yia va petakivnBet
TIAEUPLKA PETOEL TWV OTOXWV TOU.

Cobalt Strike | To Cobalt Strike pmopet va ouvdeBel pe SSH o€ pla AMOUAKPUOUEVN

umnpeoia.

Empire To Empire meptéxel Modules yla Tnv ektéAeon evioAwv HEow SSH Omwg Kat
VNC injection péoa otn PN TOU UNXOVAHOTOG TOU OTOXOU.

GCMAN To GCMAN xpnotpomnolel to Putty kat to VNC yia mAeupikn Kivnon.

Leviathan To toolkit Leviathan xpnolponoinoe ssh yla ecwtepikr) avayvwplon.

menuPass To group amellwv menuPass €xeL xpnolpomnotiostl to Client Putty Secure
Copy Client (PSCP) yia tn petadopd deSopévwv.

OilRig To QilRig €xeL xpnolwuomnowjoel To Putty yia mpocBacn oe Compromised
ouoTAuaTta.

Proton To Proton xpnotuomnotei to VNC yla va cuvbeBel og cuotiuarta.

TEMP.Veles To TEMP.Veles (Russia-based threat group) PBaoclotnke o€
kpumtoypadnuéva SSH-based tunnels yia va petadépel epyaleia kat ya
VO EKTEAECEL QTIOUAKPUOUEVA EVTOAEG / TTPOYPAUOTAL.

ZxShell To ZxShell unootnpilel Aettoupykotnta yla cuvedpieg VNC.

Ma TNV QVIWETWILON KOL TN HElWoNn Twv emBECEWY TOU TPAYUATOMOOUVTOL HECW TNG
TEXVLKNC XPNONG TWV QMOUAKPUOUEVWY UTINPECLWV OO TOUG EMLTIOEUEVOUG TIPOTELVETAL val
yilveTal EAey)X0¢ TNG TAUTOTNTOG TWV XPNOTWV HE TN HEB0SOo Twv MoAAamAwy rapayoviwv(Multi-
factor Authentication), 6nAadn va xpnouomoleite EAey)0 TAUTOTNTOC MOANATIAWY TIAPAYOVTWY
OTLG CUVOEOELC TWV QIMOMOKPUOHUEVWV UTINPECLWY OToU eival Suvatov auto BERata.

ErutAéov mpoteivetal n opBr Sloxeiplon Ttwv Aoyaplaopwyv Twv Xpnotwyv, dniadn va
TiepLloploTE TOUG AOYOPLOCHOUG TTOU EVOEXETAL VO XPNOLUOTIOLOUV OTIOUAKPUOUEVEC UTINPEGIEG.
MpoTteivetal va TEPLOPIOTE TA SIKALWUATA YL TOUG Aoyaplaopolg ekelvoug Omou dlatpéxouv
peyaAltepo kivbuvo oto va yivouv Compromised. lNa mapadelypa, pubuiote opba to SSH,
WOTE Ol XPNOTEC MOV ouvdéovTal PECW QUTAG TNG UTINPECLOG va HmopolV va eKTEAOUV HOVO
OUYKEKPLUEVA TIPOYPALLOTAL.

Ma TNV avixveuon Kol TOV EVIOTIOUO TwV EMIOECEWV TIOU TIPAYUATOTOLOUVTAL HECW TNG
TEXVIKAG XPNONC TWV AMOUAKPUOUEVWY UTINPECLWV OO TOUC ETUTIOEUEVOUC UMOpE(Te va
eAEYXETE TN XPNon tng Spaotnpldtntac oUVOEoN TOU OXETIETAL UE OTMOUAKPUOUEVEG
UTINPEOLeC pe aouvnOlotn cuumeptdpopd i AAAN KakoBouAn n umomtn dpaoctnplotnta. Ot
emutiOgpevol Ba mpémet mBavov va pabouv yia £va mepBAAAOV Kol TIG OXECELG LETAED TwV
OUOTNUATWY HECW TWV TEXVIKWV Tou Discovery mpwv omd tnv TPoomabela Toug ylo
E0WTEPLKN HeTakivnon(Lateral Movement).
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4.11 Avanoapaywyn HEow adatpoUHEVWV HECWV

Ol eTUTIOEPEVOL UITOPOUV VA PETAKLVOUVTAL OO CUCTAHATA OE CUCTAUATA, TIBAVWE KOl O€
Sdiktua amd ta omoia €xouv amoouvdeBel, avtypddovtag KakoBoula mpoypaupato ot
adatpolpeva pEoa Ko EKUETAANEUOHEVOL TIG SuvaTOTNTEG Tou Autorun étav Ta Héoa auTd
EL0AYOVTOL O €va OUOTNHA KOL VO EKTEAOUVTAL QUTOUATA. TNV TIEPLTTWON TNG MAEUPLKAG
Klvnong, auto umopel va oupPel pe Tpomomoinon Twv eKTEAECIUWVY OpPXELWV TIou €lval
amoBnkevpéva oe adalpoUUeva HECA 1 HUE KATola avilypadr &vog KakoBouAou
AOYLOMIKOU KOl PETOVOUAOIA auTOU yla vo poldlel pe éva VOULUO apxelo kal ylo va
€€QMATAOOUV TOUG XPNOTEC VA TO EKTEAEOOUV OE KATOLO EEXWPLOTO oUOTNUA. XTNV
TEPLMTWON TNG APXLKAG POSBACNG, AUTO UTTOPEL va CUUPEL LE TO XELPOKIVNTO XELPLOUO TWV
adalpolUeEVWY HECWYV, TNV TPOTIOTIONCN TWV CUCTNUATWY TIOU XpNoLdomoLlinkayv yla tnv
opxkn Sltapdpdwon Tou HECOU 1 TNV TPOTOMOLNGoN Tou (8Lou TOU UALKOAOYLOUIKOU TWwV
apaLpOUUEVWV HECWV.

Ol MEPUTTWOELG OTIOU €XEL YiVeL Xpron adalpOUUEVWY HECWY OO ETUTIOEUEVOUG KOTA TNV
SLApKeLa EKTEAEONG KATIOLOG EMIOEONG TOUG LA TNV EMITEVEN ECWTEPLKNG LETAKIVNONG HECQ
oe éva diktuo pe Windows Domain eival apketég Kal ouxva eudavilopeves. EvOelkTika
TIaPaKkATw avadépovrtal oplopéva napadeiypata [1]:

Agent.btz To worm Agent.btz nédtel mavw o adalpoUEVEG CUCKEUEG TIOAUMECWVY
Kal Snuioupyel éva apyxeio autorun.inf pe plo evtoAn yla tnv ektéAeon
autol Tou KakoBoulou apxeiou. OTav n CUOKEUN ELOAYETOL OE KATOLO
aMo ovotnua, avolyel to autorun.inf kalL ¢doptwvel to KOKOBOUAO

TIPOY PO,

APT28 To APT28 xpnotluomnolei éva epyaleio yla va LOAUVEL TG cuokeuég USB mou
elval ouvbedepéveg oe €va ovotnua Kol va PeTadobel €Tol kal oe GAAOUG
UTTOAOYLOTEC OTOUC Oomoioug £xeL eloaxBel n poAuopévn autr cuokeun USB.

CHOPSTICK Mépog tng Aettoupyiag tou APT28 mepldapfave tn xprion Twv Modules tou
CHOPSTICK yia tnv avtypadr tou (lou Kal oe AAA CUCTHHATA OTWE KOl
N Xpnon apxeiwv ypappévwy os USB sticks yia petadopa dedopcvwy kat
yla TNV eKTEAEOT EVTOAWV Kivnong.

Darkhotel O poAuvtikog mapadyovtag mou OlaBétel to Darkhotel tpomomolel ta
EKTEAEOLUA apXela TTou elval amoBnkeupéva oe adalpOUHEVA PECA WG HLLOL
HEB0SO SLadoong Tou Kal o€ AAAOUG UTIOAOYLOTEG.

DustySky To Malware DustySky paxvel yia adaipoUpeva Héoca o€ €va cUOTNUA Kal
Snuioupyel SuTAOTUTOL TOU OE QUTA.

Flame To toolkit Flame mepiéxet Modules yia va poAuvel ta USB Sticks kat va
e€amAwBel €tol mMAeupika kot og aA\a cuotrpata Windows, kaBw¢ to USB
Stick elvatl ouvéedeévo oTo pPNXAVNUA KoL XPNOLLOTIOLWVTAC T ASLToupyia
Tou Autorun.

HIN1 To HIN1 €xeL AeLTOUPYLIKOTNTA N OTIOLO TOU ETUTPETEL TNV avTlypadh TOU OE
adatpolpeva péoa.

njRAT To njRAT umopel va puBulotel wote va e€amAwveTal LECW aPaLpoUUEVWY
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povadwv dlokou.

SHIPSHAPE To APT30 umopel va €XeL XPNOLUOTOLOEL TO KAKOBOUAO AOYLOMLKO
SHIPSHAPE ywa va petakivnBetl oe Siktua pe keva aépog. To SHIPSHAPE
OTOXEVEL 0 adalpoUpeveg povadeg diokou yla va eEamAwBel kal o ala
OUCTAUATA TPOTOTOLWVTAG TN Movada SloKou yla va XpnoLUOTIOLOEL TO
Autorun yla va eKTEAECEL | ATIOKPUTITOVTAG TO VOULUO apxela eyypadwv
Kall avtlypadovrtag Eva ekteAEoLo apxelo oto pakeAo pe To 16Lo dvopa pe

TO VOULUO €yypado.

Unknown To Unknown Logger eivat Lkavo va e¢amAwBel oe cuokevég USB.

Logger

Ursnif To Ursnif éxel avtiypadel kat €xel HOAUVEL PETOKLVOUHEVOUG SloKoUC yla
v dtadoon tou.

USBStealer To USBStealer médtel mavw oe adalpolpeva péoa Kal otnpiletal oto

Autorun yla va eKTeAECEL TO KOKOBOUAO apxelo otav évag xprnotng avoiel
T0 adALPOUHEVO HECO OE KATIOLO AAAO CUGCTNA.

Mot TNV QVTIHETWTILON KOl TN HEIWON TwV eMBECEWY TIOU TIPOYHATONMOLOUVTAL A0 TOUG
ETUTIOEUEVOUG MEOW TNG TEXVLKNG XPNONG Twv adpOlPOUUEVWY HECWV TPOTEIVETAL va
QTeEVEPYOTIOLNOETE TO Autorun av Sev elval amapaitnTo OMwWE KoL VO QTEVEPYOTIOLOETE I
neploploete ta adalpolueva HECA O EMMESO MOALTIKAG OPYAVIOUOU, €AV eV amalteitat
dUOLKA Yl ETIXELPNOLAKEG ALTOUpPYLeC. EMLITAEOV TIPOTEIVETOL VO TIEPLOPIOETE TNV Xpron
TwV cUoKeLWV USB Kal Twv adalpolLevwV LECWV EVTOG EVOG SIKTUOU.

Mo TNV avixveuon Kol TOV EVIOTIOUO TWV EMIOECEWV TIOU TPOYHOTOMOLOUVTIAL OO TOUG
ETUTIOEPEVOUC HEOW TNG TEXVIKAG XPAONG Twv adalpoUPEVWY UECWV UMOPEITE va
napokoAouBeite tnv mpoocBaocn twv apxeiwv mou Ppiokovrtal ota adalpoUpeva pEoa.
Evtoniote Slepyacieg mou ekteAouvtol anod adpalpoUpEVA HECA LETA TNV TOMOBETNON TOUG
n otav £ekwvolv amd é€vav xpnotn. Eav SwamotwBel n xprion &vog epyaleiou
QTOUOKPUOHEVNC TTPOOBAONG Yl VO LETAKLVNOEL MAEUPLKA O ETUTIOEUEVOC HUE QUTOV TOV
TPOMO, TOTE £lval mBavo va MPokUPoUV MPOCOETEC EVEPYELEG LETA TNV EKTEAEDN, OTIWC TO
avolypa cuvdécewv Siktuou yla tnv evtoAf Command and Control kat tnv avalitnon
TIANPOdOPLWYV TOU CUCTHATOG KoL TOU SIKTUOU.

4.12 Kowoxpnoto Webroot

Ol emTBEPEVOL UmOpoUV va TpocBEcouv KAKOBOUAO TEPLEXOUEVO OE €vaV LOTOTOTO TTOU
elval mpoofdolpo¢ amnd to OSladiktuo HECW €vOG avolxtoU SIKTuaKoU Kowoxpnotou
opxelov To omoio TEPLEXEL TO wWebroot Tou LOTOTOMOU 1} TOV KATAAOYO TOU TEPLEXOUEVOU
TOU LOTOTOTIOU KOl OTn OUVEXEla adol MePLNyELOTE 0 AUTO TO TEPLEXOUEVO UE KATIOLO
npoypappa meptynong oto Web va avaykdoel €toL tov SLOKOULOTH va €KTEAECEL TO
KOKOBOUAO TtEPLEXOUEVO.

To KakOBOUAO MEPLEXOUEVO OUVNOWC EKTEAEITAL KATW OO TO TMAALOLO KOl TA SLKOLWUATO
¢ Aewtoupyiag tou OStakoupoty Web, ocuxva odnywvtag oe TOMIKA SKolwpoto
ouoTNUaTog 1 dlaxelplotn, avaioya He Tov Tpomo Sltapdpdwong tou dtakoutoty Web.
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AUTOC O HNXOWVLOMOG KOWVAG MPOoRaoNG KAl OMOMOKPUGUEVNG EKTEAEONG Ba Umopouaoe va
XpnollomnotnBel yia MAEUPLKA LETOKIVNON OTO cUOTNUA TIou ekTeAeL To Stakopioty Web.
MNna nopadeypa, €vag dtakouotic Web mou ekteAel PHP pe avowxto network share Ba
propouoe va emtpePel o€ Evav eMITIOEUEVO va POPTWOEL EvVa EPYAAELO OTIOUAKPUCUEVNG
npooBaong(RAT) kat éva Script PHP yia va ekteAéosl to RAT(Remote Admin Tool) oto
ocuoTnua ou ekteAel Ttov Stakoptotry Web Otav eEMIOKENTETAL Lo CUYKEKPLUEVN OeAida.

Ma TNV OVILUETWILON KOl TN MElwon Twv eMBECEWV TOU TPAYHATOTMOLOUVTOL UE TOV
OUYKEKPLUEVO TPOTO-TEXVIKN TpoTElveTal v ePAPUOIETE OPLOUEVEG QO TIG TOPOKATW
pueboédouc [1]:

Meploplote TNV | AMOKAElOTE TNV QMOUAKPUOUEVN TPOCPacn O KATAAOyoug TOU
npocBacn otoug | webroot 1 oe AAAOUG KOTOAOYOUG TIOU XPNOLLOTIOLOUVTAL ylot TV
TOpOUG HEow | TpOBOAN MEpLEXOUEVOU TOU LOTOU.
SKtuou
Tunuoatomnoinon Alktua TIOU  ETUTPEMOUV TNV avolty avamtuén Kat  SoKun
Siktou neplexopévou Web Omwg emiong emTp€mouv OTOUG XPNOTEG va
dnuioupynoouv  Tou¢ OlkoUG Toug  Slakouplotég  lotol  oto
ETUXELPNUATIKO OlkTuo pmopel va eival Wblaitepa evdAwta €av Ta
ouotnuata kat ot Stakoploteg Web Sev eival cwotd achaAlopévol yla
va Teplopioouv TN un €€ouatodotnuévn mpocBacn oTo KOWOXPNnoTto
Siktuo KaBwg Kal yla va KaBopiloouv cwaoTr amopovwaon Tou SIKTUou.
Awayxeiplon Ta O&iktua TIOU ETUTPEMOUV TNV OVOLXT avamtuén kot Sokiun
TIPOVOULOUXWV neplexopévou Web Omwg emiong €mTpEMOUV OTOUG XPNOTEG va
Aoyoplacpwv dnuioupynoouv  toug SlkoUC TOuG €EUMNPETNTEG  LOTOU  OTO
ETUXELPNUATIKO SikTUO, evEXeTaL va gival Ldlaitepa eVAAWTOL €AV TA
ocuotnpata Kot ot dtakoplotéc Web dev eival cwotd aodallopévol yla
va Teplopiloouv TN Xprnon €vog MPOVOULOUXOU AOYapLOCoHOoU Kal TNV
npooBacn oto Kowoxpnoto SIKTUO XwpLig Tov EAEyXO TAUTOTNTAC.
Meplopiote Ta | ATtEVEPYOTIOLNOTE TA SIKOLWHOTO TNG EKTEAEONG OE KOTOAOYOUG HECQ
Sikawpata oto webroot. BeBawbBeite oOtL umaApxouv KOTAAANAEC @deleg
opxelwv Kal | mpooPacng oe KataAdyou¢ Tou eival TPooPfAclpuol HECW EVOC
KOTOAOY WV Swakoptotr) Web.
Awaxeiplon BeBawwbBeite o1l Ta Sikalwpata Twv processes tou Slakoplot Web
Aoyoaplacpwv elval poévo autd mou amattouvial UE TO VA MNV XPNOLUOTIOLELTE
XPNOTWV EVOWMUOTWUEVOUC  Aoyaplaouous.  AvTBETwg umopeite  va
SNULOUPYNOETE CUYKEKPLUEVOUC AOYQPLOCHOUG YL VA TIEPLOPLOETE TNV
TepLTT) mpooPaon N T EMKOAVPELS TwV SIKAUWUATWY O TTOAAA
cuoTuaTa.

Mo TNV avixveuon KoL TOV EVIOMIOMO TwV EMIOECEWY TIOU TPOYHUATOMOLOUVTOL LUE TOV
OUYKEKPLUEVO TPOTIO-TEXVLKN TIPOTEIVETAL VA XPNOLUOTIOLE(TE TNV TTapakoAoUuOnon apxeiwv
KOl processes yla va evromnilete mote ypadovtal apxeia otov Stakopwoty Web pe pa
Swadkaoia mou dev elval n koavoviky Stadikaocia mou oplletal yla TO GUYKEKPLUEVO
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Sdlakoutoty Web onwg emiong kat yla va evtomilete apxela mou ypadovrtal eKTOG Twv
KaVOVIKwV TepLodwv Slaxeiplong.

EnutAéov mpoteivetal va xpnollomoleite tnv mapakoAolOnon Twv processes yla Tov
EVIOTILOMO TWV KOWVOVIKWV processes Tou ekteAolvtal otov Stakopoty Web kat ywa tnv
avixveuon Twv processes mou ouvnBwg dev ekteAolvTal.

4.13 Mapafioocn KOWWOXPNOTOU MEPLEXOUEVOU

To meplexdpevo mou eival anmodnkeupévo oe Povadeg SIKTUOU 1 0 AANEG KOLVOXPNOTEG
TonoBeoieg evdéxetal va mopoPlactel mpooBEtoviag ol emTOEUEVOL KakOBouAa
TipoypAppaTa, Scripts N eKUETAANEUOUEVO KWOKA HECA O €ykupa apxeia. MOALG €vag
XPNOTNG AVOLEEL TO KOLVOXPNOTO TEPLEXOMEVO TOU, TO KOKOBOUAO TUNUA TIOU EUTIEPLEXETOL
HECO OTO APXELO AUTO UIMOPEL va EKTEAECTEL yLO VO EKTEAECEL TOV KWOLKA TOU ETUTIOEUEVOU
oc €va QTMOMAKPUOUEVO cuoTtnua. OL emTOEUEVOL UMOPOUV VOl XPNOLUOTIOL)COUV TO
TIPABLOOUEVO QUTO KOLVOXPNOTO TIEPLEXOMEVO YL VO HETOKLVNBOUV TMAEUPIKA Ot €va
diktuo pe Windows Domain.

To pivot Kkowoxpnotou KataAoyou eival o mapaldayr autAg TNg TEXVLKAG OTou
XPNOLLOTIOLEL APKETEG AANEG TEXVIKEG yla tn Slddoon kakoBoulou Aoylopikol Otav ot
XPNOTEG €XOUV TPOOPBACN O €va KOWVOXPNOTO KATAAOYo MEOW SIKTUOU. H TEXVIKA auTh
XPNOLLOTIOLEL TNV TPOTIOTOLNON CUVIOUEVUCEWV TWV KATOAOYWV HEOW Twv apxeilwv .LNK
TIoU Xpnotuomolouv to Masquerading(Texvikp MooKapEUATOC) yla val LOLAlouV HE TOUG
TIPOYHOTIKOUG KaTaAOyoug, oL ormoiol €ival KpUHHEVOL HECW Kpudpwv apxeiwv Kot
kataloywv. Ol kakoBouAol .LNK-based katdAoyol SLaBETOUV Pl EVOWUOTWUEVN EVTOAR N
orola ekteAel To Kpudpo apxeio KaKOBOUAOU AOYLOULKOU HECA OTOV KATAAOYO Kal, OTn
OUVEXELD, OVOLlYEL TOV TPAYHOTIKO Katdloyo mou OéAete, €10l wote va eudaviletal n
OVOUEVOUEVN EVEPYELA OTOV XpRoTn. OTOV N CUYKEKPLUEVN TEXVLKA XPNOLUOTIOLELTAL LLE TOUG
OUXVA XPNOLUOTIOLOUMEVOUG SIKTUOKOUG KATAAOYOUG, HUTMOpPEl va €XEL WG OMOTEAECUQ
OUXVEG apafBLAoelg Kal eupeia MPoOcBaon o€ cUCTAMATA KoL EVOEXOUEVWG OE VEOUG Kall
vPnAdtepa povouloUXoug Aoyaplacoug.

Ol emutiBgpevol pmopouv emiong va B€couv og KivOuvo TOUG KOLVOXPNOTOUC KATAAOYOUG
TOoU SIKTUOU HEOW SUASIKWY HOAUVOEWY, TPOCAPTWVTAC I} TTPOCBETOVTAC TOV KWSLKA TOUC
oto uyl) SUadlkO €VOC KOLVOXPNOTOU KATOAOYyou Tou Silktuou. To KOKOBOUAO AOYLOUIKO
UTIOPEL VO TPOTIOTOLNOEL TO TIPAYUATIKO onpelo €oodou (OEP) tou uyloug duadikol
Kwoka yla va BeBawwBel otL ektedeital mptv and tov Voo kwdika. H poAuveon autn Ba
UTTOPOUCE VA CUVEXLOEL va eEQMAWVETAL HECW TOU TPOodaTa LOAUGHEVOU apxeiou Otav
EKTEAELTAL QIO €VOL ATIOUAKPUOUEVO GUOTNHO. AUTEG OL LOAUVOELG UITOPOUV VA OTOXEUOOUV
TO00 0t OUABIKEG 000 KoL Ot pn SUOSIKEC LOPGDEG TIOU TEAELWVOUV HE ETMEKTAOCELG
oupuneplAapBavouévwy, alAd Kal xwplic mepLloplopo, Twv .EXE, .DLL, .SCR, .BAT kat / r .VBS.
Ol TEPUTTWOEL QUTEC OTIOU €XEL YIVEL Xpnon NG TEXVIKAG mopafBiaong kowoxpnotou
TIEPLEXOUEVOU ATO ETUTIOEUEVOUC KATA TNV SLAPKELO EKTEAECNC KATIOLOC EMIOEONC TOUC UE
OKOTIO TNV €Miteuén e0WTEPIKNC PETOKIVNONG HEoa oe éva Siktuo pe Windows Domain
elval opkeTeg koL ouxva epdavilOPeVeS. EVOELKTIKA TOpakAtw oavadEépovial oplopéva
napadelyparta:
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Darkhotel To Darkhotel xpnowomnoinoce évav 10 mou &ladidetal poAuvovtog
EKTEAECLUA TTIOU €lval amoBnKeUEVa O KOWVOXPNOTOUG SLOKOUG.

HIN1 To HIN1 €xeL Aettoupyieg yla tnv avtiypadn tou blou oe Siktuakd
KOLVOXpNnoTa LEPN.

Miner-C To malware Miner-C avtlypddel Tov eauto tng otov Public pdkelo twy
ouvokevwv NAS (Network Attached Storage) kal mpooBaAAel ta véa
BUupata Tou avolyouv To apyeio.

Ursnif To Ursnif €xel avtiypadel Tov €0UTO TOU Kal €XeL LOAUVEL apxela o€
Sdiktuakoug diokoug yla tnv Stadoon tou.

M TNV OVTILETWIILON KoL TN UElwon Twv eMBECEWV TTOU TIPOYHOTOTOLOUVTAL HECW TNG
TEXVLKNG TtapaBioong KowoxpnoTou MEPLEXOUEVOU aTtO TOUG ETUTIOEUEVOUG TTPOTELVETAL VA
yivetal epappoyn Twv mopakdtw pebodwv [1]:

MNpoAndn Mpoodlopiote to SUVNTIKA KAKOBOUAO AOYLOUIKO TOU MIMOpPEl va
EKTEAEONC xpnotwuornownBel yia va mapaPLaocel TEPLEXOUEVO 1 va TIPOKUPEL amod
QUTO KoL vo €Néyxete 1 / Kal va OmMokKAslogte ta Ayvwota
TIPOYPAULOTA, XPNOLUOTOLWVTAG epyaleia pe dSuvatotnta whitelisting,
onwg Applocker 1 MNoAwtikéc Meploplopol  AoyLlOHKOU, Omou
Xpelaletal.

Mpootacioc  amo | Xpnowomnowjote BonbnTikd TMPOYyPAUUATO TOU  AVLXVEUOUV N
Exploit HETPLAlOUV KOWVA XOPOKTINPLOTIKA TIOU  XPNOLUOTOoLloUVTaL OTnV
ekpetaAlAevon(Exploitation), onmwcg to Microsoft Enhanced Mitigation
Experience Toolkit (EMET).

Meplopiote ta | Npootatelote TOUG KOWVOXPNOTOUG GAKEAOUG EAAXLOTOTIOLWVTOG TOUG
Slkawpata  Twv | XpNoTeg mou €xouv pooPacn eyypadng.

opXelwv Kal Twv
KATOAOY WV

Mo TNV aviyveuon Kol TOV EVIOTIOMUO TwWV EMIBECEWV TIOU TIPOYHATONMOLOUVTAL UE TOV
OUYKEKPLUEVO TPOTIO-TEXVLKN TIPOTEIVETAL VO Xpnolpomoleite Ot dtadikaoieg mou ypadouv n
avtikablotoluv MoAAA apxeila og €vav KOOXpnoTto KatdAoyo SktUou evlExetal va ival
umomtol. MapakoAouBrjote Sladikacieg mou ektedouvtal amd adalpolUeva UECA yLa
KakOBouAn 1 un ¢uactodoyikr Spactnplotnta, 6nws cuvdEoelg SIKTUoU AOYw EVTOAWV Kal
eAEyxou KoL TIBaVEC TEXVIKEG avixveuong Siktuou.

Juxva odpwaon KOTAAOYywV Kowvoxpnotou SIKTUou yla KakoBouAa apxeia, kpudd apxeia,
apxeia .LNK kat aA\oug TUoUC apxelwv mou eVOEXETAL VO NV ELVOLL TUTILKOL UTTAPXOUV OE
KOTOAOYOUG TIOU XPNOLUOTIOLOUVTAL Yl TNV KOWI XPNoN OUYKEKPLUEVWY TUTIWV
TIEPLEXOUEVOU.

4.14 NOYLOMLKO TPLTWV KOTAOKEUOLOTWV

Ot epOpUOYEC TPITWV KATAOKEUAOTWV KOL TOL CUCTAOTA aVATITUENG AOYLOLILKOU eVOEXETAL
Va XPNOLUOTOoLloUVTaL EVTOG Tou SikTuakoU TeplBaAlovTtog yla okomoug Staxeiplong (rm.x.
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SCCM, VNC, HBSS, Altiris k.Am.). EQv €vag emTIOEUEVOC ATIOKTHOEL MPOCBACH O AUTA Ta
OUOTAMATA, TOTE UTOpEL va elval o B€on va eKTEAEDEL KaL KwSLKA.

Ol emutiBépevol umopouv va amoktioouv podcoBacn kat va xpnolpomnotjoouv third-party
OUCTNHATA TIOU E(val EYKATECTNUEVA OE €Vl ETUXELPNUATIKO SikTUO, OMWC cuoTHUOTO
Slaxeiplong, mapakoAouBOnong kat avamntuéng epapuoywv, kabwc kat third-party gateways
OTWG Kal jump Serves mou xpnotpornotlouvtal yla tn dlaxeipion aAwv cuotnuatwy. H
npooPaon oe €va third-party cuotnua avantuéng AoylopikoU o€ 6Ao To ¢paoua tou SikTuo
N OAOKANPOU TOU OpyaviopoU umopel va emitpéPel oe €vav avtimalo vo  €xel
QTTOLLOKPUOUEVN EKTEAEON KWELIKA O OAQ TOL CUCTAUATA TIOU €lval cuvdedepéva o éva
TéTolo ovotnua. H mpooPacn pmopel va xpnolponotnBel yla tnv mAeuplkn petapoaon oe
GAAQ. oUOTAMOTA, YLO TN OUYKEVIpWON TANpodoplwyv Nyl TNV TPOKANON €VOg
OUYKEKPLUEVOU ATMOTEAECUOTOG, OTIWG TO Adelaopa TwV OKANPWV SloKwv 0g OAa Ta TEAKA
onueia.

To SKalwpata Tou amoltouvtal ylo outiv T &pdon mowkiAouv avaloyo HeE TN
Slopopdwaon Tou cUCTHUATOG. Ta TOTIKA SLOTMLOTEUTHPLO UIMOPEL VoL €lval EMAPKA yLa TNV
aueon mpooPacn oe autd to third-party cluotnua 1 evOEXETOL va amalTOUVTOL KOl
Samioteutnpla cuykekplpévou Domain. Qotdo0, To cUOTNUO EVOEXETAL VO ATIAUTAOEL TNV
ouvdeon evocg Aoyaplaopol SLaXeLpLoTA N yla va yivel n emiteuén Tou okomou Tou.

Ol TIEPUTTWOELG KATA TLG OTIOLEG €XEL XPNOLUOTIONOEL N TEXVLKN XPNONG AOYLOMIKOU TPlTwV
KOTQOKEUAOTWY KATA TNV SLAPKELO EKTEAEONG KATIOLOG EMIOEONG E OKOTIO TNV €MITELEN
E0WTEPLKNAG HETOKIVNONG Héoa o€ éva Siktuo pe Windows Domain gival apkeTEG Kal cuxva
eudavilopeveg. Evéelktika mapakdatw avadpépovral SUo avtiotola mapadeiypata xprnong.

Group anel\wv -
1314

To Group anel\wv 1314 xpnowlomnoince tnv mAatdopua Staxeiplong
Altiris oto teAKO onueio Tou BUpATOC, ylo TNV €MiTELEN TAEUPLKAG
kivnong.

Wiper

Onuoloyeitat otL éva cvotnua Slaxeiplong patch yia éva mpoiov
TPOOTOOLOG Ao LoUG IOV ELVOL EYKATEOTNHUEVO OUVNOWG HETAEY TWV
OTOXODETNUEVWY ETALPELWY XPNOLHoTolnOnke ywa tn &lavour Ttou
KakOBoulou Aoylopikou Wiper.

Mo TNV OVTIPLETWIILON KoL TN UElwon Twv eMBECEWV TTOU TIPOYUATONOLOUVTOL HECW TNG
TEXVIKAG XPNONG AOYLOULKOU TPITWV KATAOKEUOOTWY Ao TOUG EMITIOEUEVOUC TIPOTEIVETOL
va YIveTal epoppoyr TwV TTapaKATw HeBodwy [1]:

Awapopdwon E€aodaliote Tn ocwoth anmoudvwon Twv cUCTNUATWY KaBw¢ Kal tnv
umnpeoiag Active | mpoofacn ota Kpiolwa cuoTAuata Tou SIKTUoU coG LECW TNG XPNong
Directory tou Group Policy.

‘EAgyX0G E€aodaliote TN OwoT AMOUOVWON TWV OCUCTNUATWY KAl TNG
TOUTOTNTAC npoofaong yla Ta KPLOa CUOTAUATA TOU SIKTUOU 00G HECW TNG
oA amA WV XPNongG EAEyXOU TAUTOTNTOC MOAAATTAWY TIAPAYOVTWV.

TIAPAYOVIWY

Tunuotomnoinon E€aodaliote TN owoT AMOUOVWON ylo Ta KPIOWO CUCTAUOTA TOU
Siktbou SIKTUOU 00G HEOW TNG XProng Telxoug mpootaociag(Firewalls).
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MOALTIKEG BeBalwbeite OtTL Ta SlamioteuTRpLA TWV AOYAPLOCHUWY TTOU HIToPoUV va
Kw&LkoU xpnowionownBolv ywa TNV TNPOCPACnH OE OCUCTAHUOTO AVANTUENG
npocBaong AoylopikoU eival povadikd Kal 8ev xpnoldomolouvtol o€ OAo TO
ETALPLKO SikTUoO.
Alaxeiplon Amoktrote mMPOoPacn o€ CUOTAMATA AVATITUENG EHAPUOYWY UOVO OE
AOYQPLOCUWY HE | TIEPLOPLOUEVO OPLOUO EE0UCLOSOTNUEVWY SLOXELPLOTWV.
TipovouLa
Amnopakpuopévn | Eav to cbotnua avantuéng epopuoywv Unopet va pubulotel wote va
amnoBnkeuon avamntuéel povo umoyeypappéva duadika apxeia, Befawwbdeite otL Ta
Sebopévwv aloToTA UTTOYEYPAUEVA TILoToToNTIKA Sev PBplokovtal pall pe to
ocvuoTnua avantuéng epapuoywv kal avtibeta Bpiokovrtal oe Eva aAAo
oluoTNUa oto omoio dev ival Suvath n AMOUOKPUOUEVN Tpoofacn N
OE TIOLOL QIO OKPUOUEVN TIpOcBacn eival odiLytd EAeyXOUEVA.
Evnuépwon Na ylveTal TaKTIKA N eyKaTAoTOoN TwV Patches Kal Twv eVUEPWHEVWY
AoyLopikoU eK6OOEWV OTO CUCTAMOTO AVATTUENG EPOPUOYWV KAl AOYLOULIKOU yla
va anotpéPete v mbavy amopakpuopévn mpoofacn pECW TNG
EKUETAAAEUONG UE OKOTIO TNV £EEALEN KOl TNV emMaUEnon povouiwy .
Alaxeiplon BeBalwwBeite OtL OAOL OL AOyaplOCHOL TIOU XPNOLUOTOLOUVTAL Ao
Aoyaplaopwy Tpitoug mapoxoug yla tnv mpoocPacn oe third-party cuotiuata Sev
XPNOTWV Xpnollomnolovvtal o€ 0Ao to Siktuo oag 1 v xpnollomolouvTal ano
aAM\oug Ttpitoug mapoxoug oto blo meplBarlov. BePalwbeite oOtTL
UTIAPXOUV TOKTIKEG AVOOEWPNOELS TWV AOYOPLACHWY TIOU TIAPEXOVTOL
0 auTd Ta ouothuata ywa va e€akplwbel n ouvexllopevn
ETUXEPNUATIKA avaykn Kkal va OSlacdaliotel emiong OTL UTAPXEL
SlokuBEpvnon yla va eVIOMLOTEL N amodéopeuon TnN¢ mpooBaong mou
6ev amatteitat mAéov. TEAog e€aodaliote owoTH AMOUOVWON
OUOTNHATOG Kal Mpoofacng yla Ta KPLoa cuoTipata Tou SIKTUou
MEOW TNG XPNONG TOU SLaXWPLOUOU TWV AOYUPLOCHWYV LE TIPOVOLLLAL.
Exnaibevon KaAd eival va €xete pla auotnpr TOALTIKA €YKPLong yla tn xpnon
XpPNOoTWV CUOTNUATWY avamtuéng AoyLoOULKOU Kal Edapoywy.

OL péBodol yla Vv aviyveuon Twv eMIOECEWV TIOU KAVOUV XPrion AOYLOUKWV TPLTwv
Kataokevaotwv Sladépouv avaloya HE TOV TUMO TOU Aoylwopikol 1 tou third-party
OUOTNHATOG KABWE KAl TOV TPOTIO LIE TOV OTIOLO XPNOLUOTIOLE(TAL cUVABWG.

H (6a Sladikacia Slepelvnong umopel va edapuootel kot €dw OMwG Kol o€ AAAEG
duvnTika KaKOBOUAeG SpaotnplotnTeg Omou o0 dopLag SLAVOUNG Elval aPXIKA AyVWOTOG
oAAG n mpokUmTouca Spaoctnplotnta akoAouBel éva Slakpltd mpodtumo. Avalluote Tt
Sévtpa ekTtEAEONC Slepyaclwy, TIC LOTOPIKEC SpaoTnpLlOTNTEG amod T £PAPUOYES TPLTWY
(6mwg moleg popdEc apxeiwv yivovral cuvnBwg pushed) kot T Spaoctnplotnteg N Ta
oupBavta mou mpokUTtouv amd to opxeio / duadwko / Script mou yivetat pushed ota
ouUOTNHHATA OOG.

Juxva QUTEG oL epapuoyEC Tpitwy Ba €xouv Sikd Toug Logs mou pmopouv va cuAAexBouv
KOL VO CUOXETLOTOUV Ue aAAa Sedopéva amod to neplfariov. BeBalwbeite otL o apyeia
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kataypadng edappoywv TPITOU KATOOKEUAOTH Elval EVOWMATWHEVO OTO CUOTNUA
Kataypadrg Tou opyaviopoU oo Kot OTL Ta apxela kataypadrg EAEyXovTal TAKTIKA.

EAéyEte emiong ta apyeio avamtuéng AoylopkoUu Kkal avalntrote UTOMTIN 1 HUNn
efovolobotnuévn Spaotnplotnta o€ autd. MNa mapddslypa, €va ocuotnua Tou Oev
xpnotgormoleital cuvABwe yla va kavel Push 1o Aoylopiko tou oe Clients kat ou Eadvika
XPNOLUOTIOLE(TAL Yl Pla TETOLA €pyacia €KTOC HLOG YVWOTAG Asltoupylag Slaxelplotn
urnopet va ivat vmornrto.

ExteAéote TNV avantuén ebappoywV O CUYKEKPLUEVA TAKTA XPOVIKA SLOOTHUATA, WOTE Va
Eexwpllel n Opaotnplotnta mapdavoung avamtuéng. EmutAéov, mopakolouBriote 1tn
Spaotnplotnta tng dtadikaociog mou dev cuoyeTileTal Pe TO YWwOoTO KAAO Aoyloutko. TEAOG,
napakoAouBbnote T Spaoctnplotnta cuvdeong AoyaplaouoU OTO CUOTNHO OVATTTUENG

epapuoywv.

4.15 Windows Admin Shares

Ta cuvotiuata tTwv Windows €xouv Kpudpd Kolvoxpnota oTolxeio Tou SIKTUou Ta omola
elval mpooPacipua povo oe SLAXELPLOTEG KAl TTOPEXOUV TN SUVATOTNTO OTMOUAKPUCHEVNG
avtypadng apxeiwv kat AAAwv Slokntikwy Aettoupylwy. Mo mapadetypa Siktuakd Shares
neptAappavouv C$, ADMINS, kot IPCS.

ErmtiBépevol umopolv va XpnoLUOToLloUV aUTH TNV TEXVIK O oUVSUAOUO PE €YKUPOUG
AoyaploopoUG TOU OUCTAMOTOG o€  eminmedo  SLOXEPLOT) Yyl  va  ATOKTHOOUV
QMOUOKPUOUEVN TIpOoPBacn o€ €va SIKTUWUEVO cloTNUa HEow server message block (SMB)
Kot va oAAnAoemdpolv KATA QUTO TOV TPOTMO HE OCUCTHUATA TIOU XPNOLUOTIOLOUV
amopakpuopéva  procedure calls  (RPCs), petadopéc apxelwv, Kal eKTEAEON
UETAUOPPWHEVWV SUASIKWVY OPXELWV LECW ATIOUAKPUOUEVNC EKTEAEDNG.

MNna mopddelypa TEXVIKEG eKTEAEONC Tou Baocilovtal o€ auBeVTIKOTONUEVEG OUVEDPLEG
HEow SMB/RPC umopel va eivat kamolo Scheduled Task, pia ektéAeon evog Service kabwg
Kol oplopéva amnod ta péoa Staxeiplong twv Windows . Ol emtiBépevol umopouv eniong va
xpnotuornowjoouv hashes tou NTLM yla va amoktrioouv npocfacn oe administrator shares
oe ovotnuata He Pass the Hash kot pe oplopéva emimeda  Slapodpdwong kot
emblopbwoewv.

To BonBntikd mpoypappa Net twv Windows pmnopet va xpnotpomnotnBei yia va cuvdebel oe
Windows Admin Shares o€ QImOUAKPUOHUEVA GUCTALATO XPNOLLOTIOLWVTAG net use VTOAEG
LE £YKUPO SLOTILOTEUTH PLA.

OL MEPUTTWOELG KATA TLG OTIOLECG €XEL XpNnoLpomolnBel n texvikn xpriong tou Windows Admin
Shares katd tnv dLapKkela eKTEAEONC KATIOLAG ETIOECNAG LE OKOTIO TNV EMITEVEN ECWTEPLKNAG
HETAKivNONG Héoa oe €va Oiktuo pe Windows Domain eival QpkeTéC Kal ouyxva
euPavI{OpeveC. EVOELKTIKA TTapaKATW avadEépovial oplopéva mapadelypata xpnong twy
Windows Admin Shares [1].

APT3 To APT3 Ba avtiypdael ta apxeia mavw ota Windows Admin Shares
(6mwg to ADMIN S) wg Hé€pog TG TMAEUPLKAG Kivhong.

APT32 To APT32 xpnolpomoinoe to Net ylo va XpnolUOTO|osL Kpuda
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Sdiktuaka Windows Shares pe okomo va avilypael ta epyaleia Tou o
QTTOLOKPUOUEVA LNXOVALOTA YLO EKTEAEDT).

BlackEnergy

To BlackEnergy eixe ekteAéoel €va plug-in oe kamolo Buua yla va
e€amAwOel péow ToU TOTILKOU SIKTUOU XPNOLOTIOLWVTAC To PSExec Kot
NV npoéoPacn o admin shares.

Cobalt Strike

To Cobalt Strike pmopei va xpnotwpomnotjost Windows admin shares (C S
kat ADMIN $) yia va eTutUxeL mAeupikr Kivnon.

Deep Panda

To Deep Panda xpnowuomnolei to Net.exe yia va ouvdeBel oe Shares
Tou OIKTUOU Xpnollomolwvtag net use €VvioAég pe compromised
dlamioteuThpla.

Duqu

Ol emutiB€pevol pumopouv va Swoouv eVvioAr) oto Malware Duqu yla va
SL1a600¢el mMAeupLka avtlypadovtag Tov eauTd Tou ota Shares mou €xet
amaplOUnoeL Kal ylo autd mou €xel AaPel €ykupa Slamiotevtnpla
(Léow keylogging 11 AAAWV PECWV). TN CUVEXELD, O OMOMOKPUGHUEVOG
Host edooov elval poAucpévog pe tnv xprnon twv Compromised
dlamoteutnpiwy  yivetal o TPOYPOMMOTIONOC €vog Task o€
QTOMOKPUOUEVO OCUOCTAMATA Yl VA €KTEAOUV TO OUYKEKPLUEVO
KOKOBOUAO TpOYPaLQL.

Emotet

To Emotet ekpetalevetal to Share Admin$ yia mAsupikn PETaKivhon
otav o0 KwLKOS mMpooPacng Tou TomikoU Slaxelplotn £xel yivel dexbel
brute force eniBeon.

FINS

To FIN8 mpoomaBnoe va yaptoypadnosl ta C$ oe amaplOunpévVoug
Hosts yia va eAéy€el to medio Twv Current Stamioteutnpiwy TOUG.

Ke3chang

To Group amnelAwv Ke3chang ival yvwotd OTL avilypadel apxeia ota
network shares dAAwv umtoAoyLoTwV yLa va KivnBel TAEUpLKAL.

Kwampirs

To Backdoor Kwampirs avtlypddel Tov €auto Tou PECW Twv network
shares tou &IKTUOU yla va petaklvnOel TAsUplkd oe €va SlKTuo pe
Windows Domain.

Lazarus Group

To kakoBouAo Aoylopikod tng opadag Lazarus SierraAlfa éxel mpooPaon
oto share ADMIN$ péow Tou SMB yla va TIPAYHATOTOLCEL TIAEUPLKN
LUETOKIVNON.

Net

H mAeupki petakivnon upmopel va yivel pe to Net péow net use
EVTOAWV yla TNV €TiteVEN CUVOEON G OE ATIOLOKPUOUEVA CUCTHLATAL.

Net Crawler

To Net Crawler xpnowuomolet Windows admin shares yua va
OnUloupyrnoeLl  ETUKUPWHEVEC  OUVESPLEC OE  QTIOHOKPUOUEVA
ocuoTnpata HEow SMB w¢ HEPOC TTAEUPLKNC Kivnong.

NotPetya

To NotPetya pmopel va xpnoiwpomowjost to PsExec, To omoio
oAAnAoembpd pe to share ADMIN$ ylo vo €KTEAECEL EVIOAEG O€
OTMOUOKPUOUEVO CUCTAHOTO.

Olympic

To Olympic Destroyer xpnotuomnolei to PsExec yla va aAAnAosemidpdaocetl
pe to share ADMIN$ yia va eKTEAECEL €VIOAEC OE QTMOUAKPUOHEVA
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Destroyer ouoTAUOTA.

Orangeworm To Orangeworm é€xeL aviypdapel 1o backdoor tou péow avolytwv
network shares, ocuumneplappavopévwyv Twv ADMIN$, C$WINDOWS,
D$WINDOWS kot ESWINDOWS.

PsExec To PsExec , éva gpyaleio mou €xeL xpnolpomnolnBel anod emtiBEpevoug,
vypadeL mpoypappata oto ADMINS shares Tou SiKktUou yla TNV eKTEAEDN
EVIOAWV O€ QMOKOKPUCOHUEVA CUCTAHATA.

Regin H mAatdopua kakoBouAou Aoylopikol Regin pmopel va
xpnotwornowost Windows admin shares yia va petakivnBet mAgupika.

Shamoon To Shamoon amnoktd npooPacn oe network shares, evepyomnolet Tnv
KOLVI) Xprion OTnN GUOKEUNG TOU OTOXOU, aVILypAdEL EVA EKTEAECLLO
WhEALUO PopTio 0TO CUOTNA TOU OTOXOU KOl XPNOLUOTIOLEL Eval
Scheduled Task yta tnv ektéAeon tou KAKOBOUAOU AOYLOULKOU.

Threat Group- | To Group anewwv-1314 xaptoypadnoe diokoug Siktuou

1314 XPNolLoToLwvTaC net use.

Turla To Turla xpnowpomnoinos net use evtoAég yla va cuvOeBel pe MAsupLka
ocuotnuarta péoa os éva Siktuo.

zwShell To zwShell éxeL avtiypadel péow diktuakwyv shares yla va petakivnOet
TAEUPLKAL.

Mo TNV OVTIHLETWIILON KoL TN UElwon Twv eMBECEWV TTOU TIPOYUATOTOLOUVTOL HECW TNG
TEXVIKNG xpnong twv Windows Admin Shares amd toug emtiBéUevoug TMpoTEivETAL va
yivetal epapuoyn Twv mopakatw HeBodwv:

MOALTIKEC Mnv €movaxpnOLLLOTOLELTE TOUC KWALKOUC MpooPacng Tou

KwLKou Aoyoplacpol Tou TOTKoU SLaXELPLOTH) 0€ OAX TOL CUCTHHATAL.

npoofaong E€aodaliote TNV mMOAUTTAOKOTNTA KAl TN LOVASIKOTNTO TOU KWELKWVY
npoofaong, WOTE va pUnv Umopouv va SLacTtacTtouV 1 va Lavtedtouv.

Awaxeiplon Katapynote TV amopaKkpuopEéVn Xprion Twv dlamoteutnpiwy Tou

Aoyoplacpwy e | TOTiKoU Slaxelploth yla va cuvdebeite oe cuotipata. Mnv emTpENETE

TipovouLa 0TOUG AoyaplacpoUg Twv xpnotwv tou Domain va eivatl otnv opada
TWV TOTUKWV SLOXELPLOTWYV OE TTOAAQTIAQ CUCTAATAL.

Ooco avadopd otnv avixveuon twv emBécewv mou kavouv xprnon twv Windows Admin
Shares umopeite va PBeBawwBdeite OtL €lval evepyomolnuévn Kol CUAANEYETAL KEVTPLKA N
owoTH Kataypadr Twv AoyapLloouwy Tou Xpnoliomnolouvtal yla tnv eicodo ce cuotiuata
Tou SiKTUOoU.

H kataypadn twv Windows eival oe Béon va ouMéfel tnv emtuxia  aviiBeta tnv
amotuxia ouvdeong ywa Aoyaploopoug TIOU UIMoPoUV va xpnotlpormolnBouv amd Toug
ETUTIOEPEVOUC VIO VO PETAKIVNBOUV MAEUPIKA KOl auTta to Logs pmopouv va culexBouv
xpnotponowwvtag epyaleia 6rmwg to Windows Event Forwarding.

ErumAéov mpoteivetal va yivetal mapakoAouBbnon twv Events yla kaBe amopokpuouévn
ouvdeon Kal OXETIKAG dpaotnplotntag SMB yla petadopd apxeiwv kabwe kat ylo kabe
EKTEAEON KATOLAG OTMOUAKPUOHEVNG Sladikaoiag. MNMoapakoAouBnoTe TIG EVEPYELEG TwV
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QTOUOKPUOUEVWY  XPNOTwV ToU ouvdéovtal We administrative shares. TéAog
TIapakoAouBnoTe TN xprion €pYaAeiwy Kal EVTIOAWV TIOU XPNOLUOTOLoUVTAL Yla oUVOECDN o€
QTTOLOKPUOHEVA KOWVOXPNOTA OToLXEla, OMwG To Net, tn Slemadr YpopunG EVIOAWY Kal TLG
TeXVIKEG Discovery mou Ba pmopovoayv va xpnoliomnotnBouv yla tnv eVpeon €€ AMOOTACEWG
TMPOCRACLUWY CUCTNUATWV.

4.16 Epyaleio Windows Remote Management

H amopoakpuopévn Staxeipion twv Windows (WinRM) akoUeL oto dvopa HLOG UTNPECLag
TwVv Windows Kal evO¢ MPWTOKOAAOU TIOU ETUTPENEL O €va XPNotn va oAAnAoemdpd Ue
€Va QTOUOKPUOUEVO CUCTNHA (TT.X. UTOPEITE VO EKTEAEDTE £va EKTEAECLUO ApPXELO, EXETE TN
duvatdétnTa va TPOTOMOLROTE TO UNTPWO TOU CUCTHUATOG KABWE KoL VO TPOTIOTIOLOETE TLG
UTINPECLEC TOU CUOTAMOTOC). MTopel va KaAeital n Asltoupyla autr) KE TNV EVTOAR winrm i
Kavovtag xprion onoloudnmote aAAou aplBpol mpoypappdtwy onwg to PowerShell.

EVOEIKTIKA avadEpovTal TTAPAKATW OPLOUEVEC OO TIG TIEPLTTWOELG KOTA TLG OTOLEG €XEL
XpnowomotwnBel n TeEXVIKA XPAONG TNG QMOMAKPUOMEVNG Slaxeipiong twv Windows
(WinRM) katd tnv Oldpkela eKTEAeong Kkamolag emiBeong ME OKOMO TNV Eemiteuén
E0WTEPLKAG PeTakivnong péoa oe éva Siktuo pe Windows Domain.

Cobalt Strike To Cobalt Strike pumopet va xpnowuomnotr)ost To WinRM yla va eKTEAECEL

éva wodeAo doptio(payload) o€ Eva AMOUOKPUGUEVO HNXAVN QL.

To Group Amellwv 3390 xpnowuomoinoe to WinRM vy va

EVEPYOTIOLNOEL TNV ATIOUAKPUCHEVN EKTEAEDN.

Group Amel\wv -
3390

Ma TNV OVTILETWIILON KoL TN UElwon Twv eMBECEWY TTOU TPOYUATOTOLOUVTOL HECW TNG
TEXVIKAG XProng tng unnpeociag twv Windows WinRM amod toug emutiBEpevoug mpoteivetal n
edpappuoyn twv mapakdtw pebodwv [1]:

Amevepyomoinon | AmeVEPYOMOLROTE TNV UTINPEGLO WinRM.

n Katdpynon

duvatotNtwv N

TIPOYPAUUATWV

Tunuoatomnoinon Eav n unnpeoia ival anapaitntn, KAeWOWOoTe Toug Kpioluoug BUAAKEG

Siktou pE a Eexwploty umodopn ywa To WinRM kalt akoAouBnote TIg
BEATLOTEC MPOKKTIKEG yLot TO WinRM kdvovtag xprion Telxoug mpoaotaciag
yloL VoL TLEPLOPLOETE TNV POcBacn Tou WinRM kot yla va eMTpEPETE TNV
ETUKOLVWVIA LOVO TIPOG I} OO CUYKEKPLUEVEC CUOKEUEG.

Awaxeiplon Edv n unnpeoia ival anapaitntn, KAeWbwote Toug Kpiolwoug BUAAKEG

Aoyoplacpwy ME | HE EEXwPLOTOUC AoyoplacpoUs Kol SIKOLWUATA ATMOKAELOTIKA YLl TV

TipovouLa UTtNPEcia Tou WinRM,

‘Oco avadopad otnv aviyveuon twv eMIBECEWV TIOU KAVOUV Xprion Tng umnpeciog WinRM
npoteivetal va mapakoAouBeite tn Xprion tou WinRM péoca ot €va meplBaAlov
TapakoAouBbwvtag TNV eKTEAECN TNG UNNPeciag. Av Sev XpNOLUOTIOLEITAL KOWVOVLKA 1 €lval
OTIEVEPYOTIOLNHUEVN N OUYKEKPLUEVN UTINPECLN, TOTE aUTO Hmopel va amoteAel €vdelln
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umontng ouumneplpopds. EmutAéov mpoteivetal va mopakoAouBeite Ta processes mou
SnuoupynBnkav Kal TIG EVEPYELEG TIOU £ylvav amo Tnv unnpecia WinRM fp anod €va Script
TIOU €TUKAAE(TOL TO WinRM yLa VO TO CUOYXETIOETE e AANQL OXETIKA yEYOVOTAL.

5 Avixveuon Kol TPOTOoL TPOOoTACLOG KOTA TNG EOWTEPLKAG LETAKIVNONG

Y€ aqUTH TNV evOTNTa Ba MEPLYPAYOULE TO WG UTITOPEL KATIOLOG VA AVIXVEUCEL TEXVLKEG
EOWTEPLKAG LETOKIVNONG 0TO cUoTNUA Tou. Mo va yivel auto Ba mpémel va unoU e oTo
HUOAO TOU ETUTIOEUEVOU KAl VO KATOVOOOUHE TOV TPOTIO OKEYNG OAAA KL TO TL PAYVEL.
Elval apketd onuavtikd va UTIOAOYLOTEL OTL pia emiBeon pe emapkni XPOVO KoL OPLOUEVEG
ninyEg Ba eival teAka emtuxnc. Elvat emiong onUaviiko va onpelwOel otL ol mapaPLaceLg
TPEMEL VAL evtomni{ovtal 660 To Suvatov cuvTopoTepa Kot va edapuolovtol EcWTEPLKOL
€\eyxol aopaieiag yla tn peiwon Twv {NULwV Tou TTPOKAAOUVTOL Ao Evav EMITIOEUEVO
UETA TNV mapafioon. AlKTua PE LoXUpH TTPOOTACIA TWV CUVOPWVY TOUG, AAAA KA
eowteplkn aodaleta Sivel otoug emitiBepevoug tn Suvatotnta va dltacxicouv to Siktuo
HOALG QITOKTHOOUV apXLKN TpooPacn o€ auto. OL TBavotnTeC EMITEVENG TWV OTOXWV TOUG
propouv va auvénBouv os tétolo Babuod mou va ival og B£on va SlatnpricouV pa Lovipun
B£€on oto Siktuo. Aeite MOPAKATW OPLOUEVEC TOKTLIKEG YL TNV QVIXVEUON TNG ECWTEPLKNG
LETAKIVNONG EVOC emITIOEuEVOU o€ €va Siktuo pe windows domain [6].

- Avayvwpion
MoAAol emitiBépevol xpnotomolouv Kamolo RAT (epyaleio amopakpuopévng mpocBaong)
yla va cuvéeBouv amd andotacn OTouG UTIOAOYLOTEC, VA QTOKTAOoUV Pocfacn Kal va
gekwvioouv pla emiBeon eowtePKNG peTakivnong. MoAAG epyaleia QmOUAKPUOUEVNG
npoéofaong xpnoldomolouvtal VOoulpa kot dev Bewpouvtal kakoBoula TmpoypAupoTa.
QoT000, AUTA Ta EPYOAELN TTAPAKAUTITOUV EVEPYA TOUG EAEYXOUG SIKTUOU, AMOKPUTITOVTOG
TOLa. LEPN ETUKOLVWVOUV, TTOTE KAl TTWGE. AUTH N LKOVOTNTA AELTOUPYLOG KATW OO TO POVTAP
elval eEAKUOTLKA yLa KOKOBOUAOUG KAl ECWTEPLKOUG ETUTIOEUEVOUC. TO EMOUEVO BrAMA OTNV
EOWTEPLKA WUETOKIVNON €lval n avayvwplon: n mapatipnon, n e€epelvnon Kal n
xaptoypddnon tou OIKTUOU, TWV XPNOTWV KOL TWV CUCKEUWV TOU. AUTOG O XAPTNG
ETUTPETEL OTOUG ETUITIOEUEVOUG VA KAVOUV EVNUEPWHEVECG KLVNOELG, VA KATOVOOUV TOUG
KaVOVEG ovopatoAoyiag kal tnv Lepapxia Siktuwv Kal va evtonilouv ta mbava woeAlua
doptia.

- Katavonon tou 8diktuou

H katavonon twv Xopaktnplotikwy mou PBacilovtal oto Siktuo mplv amd pla enibeon
E0WTEPLKNG HETAKIVNONG Hmopel va BonBnoel otnv tautonoinon plog tétolag enibeonc. Ta
gepyaAeia avaluong TOKETWV HmopoUV va  PonBricouv otnv  avoyvwplon  Twv
XOPOKTNPLOTIKWY TOUu SIKTUOU, T Omola prmopouUv otn ouvéxela va Bonbrioouv Toug
OVOAUTEG aodaAELOC VO ATTAVTI)OOUV OE EPWTIOELG OXETIKA UE £va SLKTUO: TTOLEC CUOKEUEC
ETIKOLVWVOULV, Tw¢ evtomilovtal, mou Bplokovtal, OTav cUUBAIVEL TTPAYUATIKI) ETILKOWVWVLOL
UE To ovotnua. Eival emiong onUavTikO Vol KOTOVOGOUE TLG TEXVIKEC TIOU OL ETITIOEPEVOL
XPNOLUOTIOWOUV yla Vo amoKpUYPOUV TIG EVEPYELEG TOUC KOL VA TIOPAKAUYPOUV TILG KOLVEG
TeXxvVohoylec aodAAelag Tou SIKTUOU, TIPOKELEVOU VO EVIOTIIOOUE KOAUTEPQ TLC ETILOEDELG
E0WTEPLKNG LETOKIVNONG.
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- ALOTILOTEUTAPLA KOLL TIPOVO LA

Mo va PeTakvnBolv PEow €VOG SLKTUOU, OL ETUTIOEUEVOL TIPEMEL VA CUYKEVIPWOOUV TA
amaltoupeva otolxela ouvdeonc. To OTOLKElA QUTA, UTTOPOUV VO CGUYKEVIpWOOUV
XPNOLLOTIOLWVTOG Mla TtolkIAla epyaleiwv, omwg keyloggers. OL TOKTIKEG KOLWVWVLKNAG
HUNXQVIKAG Omw¢ ol emiBéoelg phishing umopouv emiong va xpnowwonownBolv yla va
€€QMATAOOLV TOUCG XPNOTEG KAl VA UOLPOOTOUV Ta Slamioteutipla ouvdeong. Mia GAAn
pHEBobSOG elval n Blatn eniBeon (brute force), 6mou €vag eykAnuatiog oUCLACTIKA HAVTIEVEL
évav Kwdko mpooPaocng, xpnolpomolwvtag o Alota amnd mbavoug kwdlkolg, Kal Tov
XPNOLLOTIOLEL yla TNV KAoT Twv Sedopuévwy. MNPOKELUEVOU VA HETPLOOTOUV OL ETIOECELG
EOWTEPLKAG HETAKIVNONG, oL avaluTtég aodaleiag MPEMEL va SNULOUPYNOOUV ECWTEPLKNA
eudpuia SikTOWV yla va yvwpilouv TOlOL XPHOTEG KOl CUOKEUEG Pplokovtal €vtog Tou
SiktuoU Kal Tumika potiBa ewddou ywa va umodeilouv TOTE TMPAYUOTOTOLETAL N
KOTAXPNON TWV SLOMIOTEUTNPLWV.

- Amnoktnon npocfacng
MOALG €vag eTUTIOEUEVOC £XeL Xaptoypadnoel €va SIKTUO Kol €XEL HLA OELPA KWOIKWV
npoofaong kot Tpovopiwv, pmopel va Slewocbuoel MANPwWC Kal va KwvnBel péow tou
Siktoou. e auto to otadlo amatteital e€eAypévn Aoyikny avixveuong (Baclopévn otig
ouuneplpopéc mou ocuvnBw¢ mapatnpouvtal oto TePLBAANoV, KABwWC Kol YEVIKOTEPN
OVIXVEUON OUYKEKPLUEVWV TIPWTOKOAWY, yla mapadelypa, opaipata Kerberos) ywa va
EVTOTILOTOUV ATEAEC TTOU UMOPOUV EUKOAQ VO EVEPYICOUV KATW OO TO POVTAP.

- KuvnytL anellig
To kuvnyL ™G OmMeWNAG €lval €va ONUAVILKO HEPOC TNG OVIXVEUONG TNG E0WTEPLKNG
HeTakivnong, kabwg bivel tn duvatotnta otoug avaAutég acdadeiag va Slepeuvicouv
Suvaulkd t Spaoctnplotnta TOu SIKTUOU Yla VA EVIOMIOOUV TIG avwuaAieg mou bev
avixveuouv AaAAeg uéEBodol avixveuons. Onwg avadépBnke mapamdvw, oL EPLOCOTEPES
TeXvVoloyieg aviyveuong amodelyouv va eldomolouv yla mbavr €0WTEPLKA UETOKIVNON
Aoyw Tou BopuPou Tou pmnopel va dSnuioupynoeL. Q¢ ek TOUTOU, TO KUVAYL AMEWAWV €lval o
HMOVOG OUTOTEAECUATIKOC TPOTOG yla va Sladopomoljooupe tnv aAnbwvr eowtepLKA
METAKiVNON o tnv Kavovikh diktuakn dpaoctnplotnta.
MNapakATw Seite OPLOPEVEG TEXVIKEC KAl TPOTIOUC TTOU UITOPOUV VA €GAPHOCTOUV UE OKOTIO
va kepbloouv xpovo ol apuvopevol Kal va dteukoAuvBouv otnv dadikacia avixveuong
OUTTOTIELPAC ECWTEPLKING LETAKIVNONG EVOC ETITIOEUEVOU.

5.1 Avantuén opObwv npaktikwv enaAnbguvong tautotntag

O €Aeyx0G TAUTOTNTAC TIPETIEL VAL €lvOlL EUKOAOC yLaL TOV XPNOTH, AAAQ Kal TOUTOXpova Vo
SuokoAeUel Tov emutBéPevo va amoktnosl mpooPfaon. Mo mapdadelypa, dev mMpémel va
yilvetal xprion Twv dlwv Kwdkwv mpocBacng oe SLaPopeTKA cuoTHUaATa KAl EEETACN TNG
XPNONG TWV SLOXELPLOTIKWY KWOLKWY Tpoofacng evidg tou Siktuo. Me auto tov tpomo Ba
TIEPLOPLOTEL O APLOUOC TWV XPNOTWV TIOU AToBNKEVOUV SLATILOTEUTHPLO O OTAO KELUEVO.
OL meploplopol olvdeong (O6mMwe amokAeloUOG KwdKoU TPocBacng Kol TEPLOPLOUOG
XProng) Hewwvouv T TBavotnteg evog elofoAéa mou Siatnpel mpooPacn o Evav
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KEVIPLKO UTIOAOYLOTH Kal ta Slamioteutrpla dgv €xouv Nén amoktnBel. Atacdaliote otL
€VOG LOVO Aoyaplacpog Sev pumopel va emtpéPel tnv mpodoPBacn o OAEG TIG CUCKEUEG Kall
Ta otolyela og éva Siktuo, Wilwg eav oL Aoyaplacpol autol eivat mpovoptakoi. O €Aeyxog
TAUTOTNTAG TOAAMAWV moapayoviwv (MFA) Ba mpémel va XPnOLUOTIOLETAL YLa TLG
unnpecieg mou ameuBUvovtal oto SLadikTuo yla TNV KOTAMOAEUNCN Twv eMBECEWV
e€avaykaouou yla Tov Kwdiko mpooBaong. H Suvatotnta eviaiog ovvdeong (SSO) umopel
va xpnoldomotnBel yia va meploplotel 0 aplOUOC TWV XPNOLUOTOLOUUEVWY KWOLKWV
npocfaong kal va PelwBel n mbavotnta kKAomr¢ touc. Emiong, mpénel va yivetal xpnon
EVOANQKTIKWY TEXVIKWV HEBOSWVY €A€éyxou TAUTOTNTAG, OMWC PLOUETPIKA OTOLXELQ,
ouvdéoelg €l0060U HlOC xprnong Kal €Eumveg KApTeC. Zuvolilovtag mpoteivetal va
akoAouBeite T 0dnyie¢ Tou KwdkoL MpocPacng mou S6Onkav TaAPAMAVW Kal UnV
EMavaypnoLponolioste KwdkoL¢ pooBaong yla StadopeTika cuoThpata [6].

- E€etdote tn Xpron Twv SLaxeplotwyv Kwdkwv mpdoPaocng oto Siktuo.

- Evepyomoliote Toug nmeploplopoug cuvdeong.

- XpNOLIOTOLNOTE £EAEYXO TAUTOTNTAG TOAAQMAWY TOPAYOVIWV Ylo UTINPEGCLEG TIOU
XpNnotomnolouv to Sladiktuo Kat yla Aoyaplacpols unAou Kvduvou.

- Ornou &ivat duvatov, xpnoLLoToLoTe EVOANAKTIKEG LeBOSOUC EAEYXOU TAUTOTNTOG
pE KwdLkoUg mpooBaonc.

5.2 [pootaocio KwdKwV npocfaong

OAa ta Slamioteutrpla o €va Siktuo, €8IKA eKelva Twv Aoyaplaopwv Slaxelplotr, Ba
TIPETEL VAL TIPOOTATEVOVTOL EMOPKWS WOTE VA OTOTPETNOUV TOUG EMITIOEUEVOUG TTIOU T
XPNOLUOTIOLOUV OTO VA OMOKTO0oUV TPOoBacn 0 CUOKEUEG Kol cuotuata. Evag Kowog
TUTOG €MiBeong ocuvemnayetal pe TNV KAOTH €vOg SlakpltikoU aodaAeiag yla tnv anoktnon
npoéoPfaong oe AAAn ocuokeun f Slakoplotr). To "Pass the hash" eival éva mapadelypa
QUTOU, OToU Xpnoldoroleital €évag KAePpEVOS hash kwdikodg yla Tnv miotomoinon tou
emutiOeépevou o éva cuotnua. OL kwdikol pdoPaong dev mpémel va amobnkevovtal o€
artAO KelEVO amod Toug XpPAOTEG I Ta cuoTata Kal ol kwdikol mpooBacng hash mpémnel va
TipooTtatevovTal WOTE va Unodilouv Toug emITIOEPEVOUG va €Xouv eUKOAN mpooPacn o€
auTtouc. Ta SLamIoTEUTAPLA TIOU XPNOLLOTIOLOUVTAL Yla TNV EMAARBgLonN TAUTOTNTAG OE HLa
OUOKeUN (KaBw¢ Kal T SLATMLOTEUTHPLA TIOU XPNOLUOTIOLOUVTAL VLA TOV EAEYXO TAUTOTNTOG
o€ umnpeoieg) Ba mpEMeL va mpootatevovtal and tn idla tn cuokeur). OL CUCKEVUEG TTOU
urnootnpilouv amobrkevon Slamiotevtnpiwv péow UALkoU Ba mpootateUoouv KaAUTEPA
autd ta Swamotevutnpla. Ta Slamioteutripla dev MPEMEL val ELOAYOVTOL OE Omoladnmote
AQAAN CUOKEUN EKTOC ATIO EKELVEG TTOU €XOUV EYKPLOEL ylot TPOOWTLKA Xprion, KaBw¢ aUTES
Ol OUOKEUEC EVOEXETOL VA LNV TIPOOTATEVUOUV EMAPKWE TO SLATLOTEUTHPLAL.

Zuvoyilovtag [6]:

- DNev mpémel va yivetal anobnkeuon KwdKwV mpooBaong oe amAo Kelpevo Kabwg
kat va Staodaliletal otL ta hashes Twv kwdkwv mpocBaocng amobnkevovtal oe
TIPOOTOTEUUEVEG TIEPLOXEC.

- Mpoteivetal va yivetal xpion CUCKEUWV LE CUYKEKPLUEVO ATTOBNKEUTIKO XWPO
anoBnkevong dlamoteuTnpiwv UALKOU, 6Tou eival Suvatov. XpnoLUOTOLoTE Ta
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Slaroteutrpla epyaciog Lovo o€ CUOKEUEG KaL UTINPECLEG TTOU €X0UV YKPLOEL yLa
Xpnon amno tnv epyaocia oag.

5.3 Mpootacia twv Aoyaplaocpwv He uPnAd npovoula

OL Aoyaplacpol Staxeiplong o€ tomikd aAld kal os eninedo Topéa - Ye mpooPaocn ota
TEPLOOOTEPA cuoTApaTa Kal dedopéva - elval oAU oxupd epyaleia oe éva Siktuo. H
Xprion toug Ba TpEmeLl va eAEyXETAL AUOTNPA Kol va KAEWOWVETAL HE KOTAAANAOUC
pneB6douc. OL SLaXELPLOTEG TIPEMEL VAL XPNOLUOTIOLOUV EEXWPLOTOUC AoyaplacpoUc. Eva yla
™V KaBnuepwv emxepnolakn xpnon (omwg amAni meputjynon oto Sladiktuo Kol oTo
NAEKTPOVIKO TaXUSPOUELD) Kal Vol TTPOVOULOKO AoyapLaopo Slaxelplotr) mou Ba mpEmeL va
XPNOLLOTIOLE(TAL LOVO OE EEXWPLOTEG SLAXELPLOTIKEG CUOKEVEG. AUTO UELWVEL TOV Kivouvo
HMOAUVONG L0 CUOKEUNG TIOU XPNOLUOTOLELTAL Yo okomoUg Slaxeiplong. Ol Aoyaplacpol
Sloxelploth Ba MPEMEL val ATTOTPETOVTAL QO TNV TIEPLYNON OTOV LOTO Kol TV poofaocn
OE UNVUPOTO NAEKTPOVIKOU TaxuSpPOUEIOU KOl va XPNOLUOTOoUVTOL UOVO OTav Hia
epyaocia anattel emavénuéva Stkalwpata.

Juvoyilovtag:

- Oa mpEmeL va yivetal xpron EEXwPLoOTWY CUCKEUWV YLl KOVOVLKOUG Aoyaplaooug
KOl yla AOYapLO.OHOUC SLAXELPLOTWY, OV AUTO €ivat SuvaTtov.

- Ou Sloxelplotég Ba MPEMEL vol XPNOLMOTIOLOUV £vav KAVOVIKO Aoyaplacuo ylo
KOVOVIKEG SpOOTNPLOTNTEG XPNOTN Kal €vav EEXWPLOTO AOyaplacuo OLOXELPLOTH
HOVO yla TIC SpacTnPLOTNTEC TTOU OIMOLTOUV SIKALWUATA SLOXELPLOTH.

5.4 Edappoyn tng apXns Tou AlyGTEPOU MPOVOuLOU

H apxn tou «Alyotepou mpovouiou» (6mou oL Aoyoplacuol Kol oL XprRoTEG €XOUV TNV
eAAXLOTN amaltoUpevn TMpoofacn yla TNV €KTEAEOn Tou POAoOU Toug) Ba mpémel va
epapudletal omou eivat Sduvatov. Eva PBabudwtod HOVIEAO yla TOUC Aoyoplacpoug
Saxeiplong Staodpalilet otL autol ol Aoyaplacpol €xouv mpocPacn LOVO O CUYKEKPLUEVEG
duvatdtnteg mou amattouv VPnAd MPovOULa, Kal OxL o€ OAeG. Aoyaploopol pe mARpn
Sikawwpata oe €va Siktuo (OmMwg €vag SLoXELPLOTAG TOMEN 1 Aoyaplacpog Slaxelplotn
ouvvedou) Sev MPEMEL KAVOVIKA va xpnolgomolovvral. Evw amattolvral yla OpLOPEVEG
HUOVO eVEPYELEC (OMWC N apxikn dnuoupyia evog Siktuou, n ektéAeon avafabuicswy, n
Snuioupyia VEWV TPOVOULOUXWV AOYAPLOCUWY 1 N OMOKATACTACN KATAoTPpodwv), oL
Aoyoplacpot dtaxeiplong xapunAotepou emumédou Oa TPEMEL va XPNGOLLOMOLOUVTAL VLA TLG
TIEPLOCOTEPEC epyaciec. Zuvoyilovtag:
- Mpoteivetal n xprion evog LOVTEAOU KALLAKWONG VLA SLOXELPLOTIKOUC
Aoyoplacpol g, WOTE VA LNV €X0UV KOO TLEPLTTH TPOCBaoN 1) TTPOVOULAL.
- Mpoteivetal xprnon Aoyoplacpuwyv He MAAPN SKOLWUOTA CE MO €MLXElpnon otav
elval anoAUTwg amapaitnTto Kot va yivetal e€€taon tng Xprnong Twv SIKALWUATWY
TOUG UE BAon To XpOvo yla va TepLopileTal TEpALTEPW N XPrion TOuG.
- Na yivetal afloAdynon Twv CUCKEUWYV, TWV UTINPECLWV KL TWV XpNoTwv uPnAov
KLvSUVOU yLa val EAAXLOTOTIOLOETE TIG TPOOPRACELS TOUG.
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5.5 KAsidwpa cuokevwv

Omnoladnmote CUCKELUN 1 CUOTNUA TIOU Elval HEPOG TOU SIKTUOU (OKOMA Kol EKELVEG TIOU
dev ouvbéovtal apeoa e To SLadiKTuo) UImopel va yivel OTOXOG O€ Lo ETIOECT ECWTEPLKAG
petakivnong. OAeC¢ oL OUOKEUEG Do TPEMEL va EVNUEPWVOVTAL HE TIC TEAEUTALEC
EVNUEPWOELG AOYLOMLKOU TO OUVTOUOTEPO Suvato. Ol QUTOUOTOTIOLNUEVEG EVNUEPWOELC
UTopouV €Tiong va xpnotponotnBouv yla tnv amAonoinon avtrg tng dtadikaciag, mapoio
mou elval onuavtikd va efaodaAlotel OTL Ol OUOKEUEC Tou elval oe {evyn Oa
EVNUEPWVOVTOL O SLAPOPETIKEG XPOVIKEG OTLYUEG yla va StatnpnBel o mAsovaouog. Ta
TEPUOATIKA TWV XPNOTWV o€ €va Oiktuo mpémel va pubulotolv e acpdAela. Eav eival
Sduvatodv, oL edpapuoyEc Ba mpémel va katateBouv oe whitelist, wote va pmopouv va
eKTEAOUVTAL LOVO EYKEKPLUEVEC EDAPUOYEG. AUTO UMOpPEL eMiong va yivVEL XpNOLLOTIOLWVTOG
Ll OPXLTEKTOVLKN] TIOU ETUTPETMEL YUOVO TNV EYKATAOTOAON Kol €KTEAEON £dapupoywv ol
OToleC MpoEpyovTal amod pLa aflomiotn nnyn. Ektog and ta teixn mpootaciag oto 6plo Tou
SIKTUOU, TO TOTIKA TELXN TIPOOTOOLOC OTOUCG KEVTPLKOUG UTIOAOYLOTEC TIPETEL VAL £XOUV TN
Suvatdtnta va meplopilouv TNV TEPLTTH ELOEPXOUEVN Kol £€epxOpevn kivnon. Amo
Tpoemiloyr, Ta Teixn mpootaciog Oa TPEMeL va AMOKAElOUV OAEC TIC ELOEPXOUEVEC
OUVOEOELC KOl VO ETUTPENMOUV HOVO OUTEG TIOU ETUTPEMOVTAL pntd. H Alota twv
EVKEKPLUEVWV OUVOEcEWV Ba MPEMEL va avaBewpeiToL TAKTIKA yla va Katapyouvtal 00
bev ypelalovtal mAfov. Mpémel emiong va evepyomolouvtal ol aodaAeic pnxaviopol
ekkivnong omou eival duvatov, ywa va StachaAlotel n akepatdotnta tng Stadkaoiog
eKKivnONG o OUOKEULEC Kol va auénBel n SuokoAia yla €vav elofoAéa va kepdioel
TIPAOVH OE L CUCKEUN [6].

Yuvoyilovtag:

- Mpoteivetal n edpappoyn TwWV EVNUEPWOEWV AOYLOULKOU OE OAEG TIG CUOKEUEC MOALG
KUKAodoprioouv Kal Xpnon OUTOUATOTOLNUEVWY EVNUEPWOEWV Omou  €ival
Sduvatov.

- Mpoteivetal va yivetat epappoyrn Xprong CUYKEWWEVWY UOVO EPOPHOYWV OTIWC Kall
va YIVETOL EVEPYOTOINON TWV TOTIKWVY TELWV TIPOOTACLOG OTOUC KEVIPLKOUC
UTTOAOYLOTEC.

- Npoteivetal n xprion acpalol UNXAVIOUOU EKKivnong, av ival StaBEéaotpog.

5.6 AlaXwpPLoNAG SikTuou

O Slaxwplopog tou Siktuou neplhapPavel tn Staomnaocn evog Siktuou og dladopa TUApOTO
Tou. AUuTtO aufavel onpavtika tn SuokoAia evog eloBoAéa va emITUXEL TO OTOXO TOU OTO
pHéoa oto SikTuo, KaBwC To ONUELO EL0OSOU TOU VEEXETAL VO LNV £XEL KAULA ETILKOWVWVIA
LE TO oLOTNUA TOU OTOXOU Tou. Ta cuothuoata Kot ta dedopéva mou dev xpeldletol va
ETUKOWVWVOUV 1 va aAAnAosmibpolv peTtall Toug Ba mpémel va Swoxwpilovtal os
SL0POPETIKA TUAMATO SIKTUOU KoL VO ETIITPETIETAL OTOUG XPNOTEC va £XOUV POoBaon os
éva povaya Tunua mou xpetalovtol. Autol ol €Aeyxol aodoaAsiag Ba mpEmel va
SlaopaAilouv OtL OAa ta Sedopéva Kal oL CUVOECELG TIOU TIPOEPXOVTOL OO TO OPLO TOU
Siktuou Sev eivat aflomiota. Zuvoilovtacg nmpoteivetal va epapuoletal SlaxwpLlopog Héoa
oe éva Oiktuo, va yivetal opoadomoinon Kal QmopoOvVwon TwV KPLoHwY SIKTUOKWV
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OUOTNUATWY KABWC Kal va emtuyxavetal edappoyn KoAtaAANAwv eAéyxwv aodaleiog
Siktvou.

5.7 NapakoAouBnon diktUuouv

Elvat moAU onpavtikd va yilvetal mopakoAouBnon tou SIKTUOU ylo TUXOV Yeyovota
aodaleiag mouv pnopet va eivat vmonta. Kabwg avakaAUITOVTaL CUVEXWG VEEG EUTTAOELEG,
opLopévol eTuTIOEpEVOL Ba amokToouV TeAKA ipocBaon, aveédptnTa anod To MOCo KOAX
npootateVeTal To Siktuo. MOALG autd cupfel, n mapakoAouBbnon tou Siktuou eival o
HOVOG TPOTIOC Yla VoL EVIOTILOTEL Lo mapafioon Kat, otn cuvéXeLa, va TtapBouv avTtileTpa.
H Baon t¢ mapakoAolBnong eivat n kataypadn Kol n anobrnKeuon QUTWV TWV OPXELWV
kataypadnc. Ta ouoTAPOTO HUMOPOUV OTN CUVEXELD VA AVOAUCOUV QUTA To apxela
kataypadng kot va avalntrioouv UTOMTN CUUMEPLPOPA TIOU UTIOPEL va onpatodotel OtL
EVaC ETUTIOEUEVOG €XEL UTTOVOUEVOEL TO SIKTUO Kal va TIPOELSOMOLOEL TOUG UTIELBUVOUG
Slaxeiplong tou SiktUou. Oa TIPEMEL €MIONG VO UTTAPXEL YVWOon Tou SIKTUOU OTO GUVOAO
ToU, oupnepAapPavopévng tng SoUNRG Tou Kal Tou TPOMoU Xpriong tou. H Statripnon tou
eAéyxou OAWV TWV CUCKEUWV TIOU UMOPOUV va ocuvdeBouv oto SiKTuo Kal n evnuépwan
TOUC TOKTIKA BonBdve otnv avayvwplon Ttng mapavoung kivnong kat xpnoncg. Ot
emutiBépevol ouvnBwg mpoomabouv va cuvduaotouv He TN ouvBn kKukAodopia Ttou
SIKTUOU  XPNOLUOTIOLWVTAG VOMLHA €pyOoAEia KOl CUOTAMATA Yyl VO HETAKVoUvTal
EOWTEPLKA, KATL TTOU ONUALVEL OTL CUXVA TTAPAPAETIETE ATO TO TUTILKO OVTUKO AOYLOLLKO Kall
elvat oAU 1o SuokoAo va evtomiotel. H peyaAltepn mpokAnon otnv mapakoAoubnon tou
SIKTUOU €lval 0 EVTOMIOUOG YVNOLWV TEPLOTATIKWY 0oPAAelag mapd oL Peudeic OeTIKEC
EVEPYELEC TTOU €lvall KOWVEG OTOV HEYAAO Oyko Tou «BopuPBou» Tou umapyeL o€ éva Siktuo.
H katavonon tou SIKTUOU Kal N TUTKA OUPTEPLOPA TWV XPNOTWV TOU UITOPOUV va
BonBrioouv otnv auPpAuvon tou npofAiuatog Twv Peudwv Betikwy eldomolioewy, Kabwg
0 XpNnotng yivetaL mo €umelpo¢ oto va  eviomilel aocuvnBlotn SpaoctnplotnTa.
Zuvoyilovtag:

- Mpoteivetal n evepyomoinon Twv AslToupylwv Kataypoadnc kot eAéyyou ota

CUOCTNHATA KOL N XPr10N QUTWV yla va avixVeUeTaL acuvnOiotn Spaoctnplotnta.

- Na vyivetar €Aeyxog kal kotaypadry OAwvV TwV CUCKEUWV TIOU MIOPoUV va
ouvdeBolv oto Siktud Kal katavonon Twv otolxeiwv vPnAnRg aglac.

- Xpelaletol va UTtapxeL KaAn katavonon Kot e€olkelwon Pe To SIKTUOo yla To Twe
XpnoLomoleital cuvABwg.

5.8 E&€taon xpriong honeypots

Ta honeypots eival cuotipata r epapuoyEC i apxeia mou dSnuwoupyouvtal LUE OKOTO va
anoppodouv tnv eniBeon. H uvlomoinon twv honeypots, mou €xouv eykatoaotabel
EOWTEPLKA O€ £va SIKTUO WE OTOXOC YLO TIPAYHOTIKA CUCTHMOTO, UIOPOUV VA OTTOTEAEGOUV
TOAUTIUO epyaleia yia TNV aviyvevuon plag eloBoAng péoca os éva di€tuo. AeSopévou OTL Ta
honeypots 8ev eival voplpa ocuvothuoata oto SiKtuo (Kol Sev TEPLEXOUV TIPAYUATIKA
6ebopéva 1] UTINPEDIEC), OL ATIPOCUEVEG OUVOEDELG UmopolV va BewpnBolv wc exOpIKkEC
Spaotnplotnteg (emeldn oL vopLpoL xprnoteg dev xpelalovtal mpooBaon oto honeypot). Eav

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 76




MetaTTuxiakr AilaTpiBn Apdakog MixanA

evtonotel oAAnAenidpacn pe to honeypot Ba mpémel va OSlepeuvnBel apéowg. H
vuhomoinon twv honeypots TPEMEL va XPNOLUOMOLEITAL Yyl TN CUUMARPWOCN TNG
napakoAouBnong Tou SIKTUoU Kal AAAWV TEXVIKWV avixveuong elofoAng. Ta honeypots dev
woelovv To SikTuo Apeca, aAld dnuoupyolvtal yla va cUAEEOUV TTANPODOPLEG OXETIKA
HE TIGC TEAEUTALEC TEXVIKEG TIOU XpPnOLpomolouv ol ewoPfoleic. lNa mapadeypa, Oa
umopoloav va aflormoinBolv Kat va xpnowomowinBouv w¢ mAAtdoppa  yla TNV
anoppodnon eNBECEWY O VOULUA CUCTAATA LECA O €va 0TO SIKTUO KOTA TNV TEALKN
petakivnon. MNa toug Adyoug autoug, ta honeypots Ba MpéEmeL va xpnoLonolouvtal Povo
av €xeL yivel afloAoynon otov avtiktumo tng AavBaouévng epapuoync. Na onuelwbel edw
OTL N Xprion evog honeypot péoa oto Siktuo, mMpoUmoBEtel OtL umtdpyel n €ebikevon Kal n
TEXVOYVWOia yla va emteuxBel opBa kot n katavonon Twv KvSUVWV TIOU CUVETAYETAL
auTo.

6 KuviyL amellwv €0WTEPLKAG HMETOKIVNONG MEOW TapakoAovOnong
OUYKEKPLUEVWV EpYaAEiwV

Elval omavio yla Toug eTTBEUEVOUG EVW £XOUV QTTOKTHOEL ApXLKN) TpooBacn og éva SikTuo
va koteuBuvovtal kateuBelav og éva HovVo cUOTNUA Lo va TIAPOUV auTo Tou xpetalovral.
OL erTutiB€pevol Sev Ba XTumrnoouv Povo €va onpelo oto Siktuo To omoio Ba meplExel OAa
Ta dedopéva mou mpoomnabolv va ta KAEPouv. ZuvnBwE HETOKLVOUVTAL ECWTEPLKA OO
olOTNUA OE CUOTNUO YlO VO GUYKEVTPWOOUV TIG TAnpodopieg mou xpetalovtal. MNa va
HETaKVOUVTaL EAeVBEpPA XWPLG va TIPOCEAKUOUV UEYAAN TPOCOXH, OL ETMLTIOEUEVOL CUXVA
XPNOLLOTIOLOUV AELOTILOTO AOYLOULKO TIOU Umopel dpaivetal puololoyikod oe Eva mepLBAAAOV.
Eva amd ta ayamnuéva epyaleio twv emutiOépevwy eival to PsExec, to ormoio
xpnotpornololTav amd oAAoUG SLaxelploTéG MANPODOPLKAG TTAALOTEPA. 2TN CUYKEKPLUEVN
evotnta, Ba oulnTrOOUME OPLOUEVEC TOKTIKEC TIOU WUTTOPOUV VOl XPNOLUOTIOLCOUV Ol
Kuvnyol amellwy yLa VoL EVTOTILOOUV TIEPLITTWOELG OTIOU OL ETLTIOEUEVOL XPNOLULOTIOLOUV TO
PsExec (akOpa Kal 0tav HeTovopaoTel | KAwvorolnBel) omwg kat aAAa mapopoLa epyadeia
YLl VOl LETAKLVNOOUV ECWTEPLKA HUETALY TWV TEPUATIKWY OTO SIKTUO.

6.1 PsExec

To PsExec eivalt éva Bonbntikd mpoypappo SLOXELPLONC OCUCTAMOTOC TNG ooultag
Sysinternals mou Umopel va eKTEAECEL TIPOYPAUUATA OE QMOUAKPUOMEVOUG UTIOAOYLOTEG
Windows. To epyaleio sivat éva eAadpu, autovopuo Bondntikd mPOoypappo TTOU UMOpPEL va
napExel dladpaotik) mpodoBacn oTa TPOYPAUUATA TIOU €KTEAoUvVTOL €€ QMOOTACEWC.
Mapopola Asttoupylkotnta eival SlaBéoilun  XPNOLUOTIOLWVTOG TIPAYHOTO ONMwG TO
PowerShell Remoting oe veodtepeg ekdooel twv Windows, wotoéco n euehiia Kal n
gUKoAla xpriong tou PsExec to KaBlotouVv ayamnuévo yla toug eloBoAelc. Ta KOWa TTAKETO
ekpeTaAevong onwg Cobalt Strike kat Metasploit mapéxouv to kabéva duvatotnteg TUMOU
PsExec. Ymapxel emiong €vac aplOpog mapayoviwv Omel\wV ToOU Elval yvwotd OTL
xpnotornolwolv eite tnv emnionun £€kdoon tou gpyaleiou, n omola elval UTIOYEYPOUEVN
ano t Microsoft, elte pla nmpoocappoopévn nmoapariayn. Ou emTIOEUEVOL XPNOLLOTIOLOUY
ouxva to Sysinternals PsExec yla va ekteAécouv TAEUPLKN Kivnon. Ag ultoB€cou e OTL €vag
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eloBoléag £xel Béon oe €va mepBAAlov Kal €XeL emiong mapaBLiosl SLATMIOTEUTNPLO UE
Salwpata TomkoU SLaXELPLOTH CUCTAUATOCG O VOV KEVTPLKO uTtoAoyLotr). O elofoAéag
umnopel va ekteAéoel To PsExec otov mapafLacéVo KEVIPIKO UTIOAOYLOTH Kal VA EKTEAECEL
EVTOAEC QUMOMOKPUOHEVA O Evav AAAO KEVTPLKO uTtoAoyloTh [5].

To tuniko potifo dpaotnplotntag PsExec €xel w¢ €NG:

(1) Npayuotomoliote €AeyX0 TAUTOTNTOAG OTOV KEVIPLKO UTIOAOYLOTH TIPOOPLOUOU PECW
SMB xpnowomowwvtag eite tnv TpéYouoa Tmeplodo ouvdeong eite Ta mMapexOuUeva
Sdlamoteutnpla.

(2) Avtiypagte TtO0 ekteAéowo apxeio umnpeoiag PSEXECSVC.EXE otn &uadpopun
<target_host>adminSsystem32.

(3) Zuvbebeite pe tn Olaxeiplon €AEyYou UTINPECLWV OTOV KEVIPLKO UTIOAOYLOTH
TIPOOPLOKOU yla EYKOTAOTAON Kot kKivnon tou PSEXESVC.

(4) AleukoAUveTe TNV €l0060/£€060 PEGW TOU ovopalOUevou CwARVA .pipepsexesvc.

(5) (Meta tnv oAokAnpwon) ATEyKOTOOTAOTE TNV UTINPECLA Kal Slaypate TO EKTEAECLUO
apxelo umnpeoiag.

Ol neploootepol Seikteg TG Spaoctnplotntag tou PSExec eival dtabBéatpol and epyaleia
TNAgpeTplag mou Paocilovtal O KEVIPIKO UTOAOYLOTH. € QUTAV TNV MEPLMTTIwon, T
aQVayvwplotika  cupBavtwv  Ba AndBouv  amd ta apxela  kataypadng
ovotnuatog/acdalelag Sysmon kat Windows, aAAd umdpyxouv avaloya Stabéoua oe
AAAeG Snuodleic Avoelg mapakolouBnaong. H exktéleon tou PsExec meplAapBavel mavta t
dnuoupyla anopakpuopévng unnpeoiog. Ta Windows yla autiv t Spaoctnpldétnta £€xouv
10 Event Code: 7045 kol to TpoemAeyUuévo Ovopd tng eivat PSEXESVC. To avrtiotolxo
oupBav dnuoupylag Tng untnpeaiag mou dnuloupyndnke amnod to mapadelypa xprong.
ErutAéov, yla tnv ektéleon tou PsExec, oL Xprnoteg mpéEmel va amodextolv tnv Adsla
Xpnong tou. AUTO Onuwoupysl pwoe oAAayp UNTPWOU OTOV KEVIPLKO UTIOAOYLOTAH
nipogAevong. (MoAAG meplfaAlovia evOExeTal va pnv kataypddouv OAeC TIG alAayeg
UNTpwou, aAAd auto pmopet va eival xpiowog deiktng katd tn Stepevvnon.) To kAewdi
puntpwou eival: HKEY _CURRENT_USERsoftwaresysinternalspsexeceulaaccepted.

AKOUN, O TPOETUAEYUEVOC CWANVAG UE TO Ovopo PsExec mou xpnolpomoleital yla tnv
emkowvwvia eival .pipepsexesvc. H MENASEC Applied Security Research €xeL emiong
ONUEWWOEL OTL Ol OWANVEG Ue povadlki ovopaocia &nuloupyolvial OTOV KEVIPLKO
UTTOAOYLOTH-0TOXO yLla KaBe xprion. Autol ol cwAnveg ovopalovtal cUppwva Le Tn popdn
<psexecsvc_name>-<machine_name>-<5_ random_digits>-<stdin|stdout|stderr>4. To
oupBav aocdpaietag twv Windows Event Code: 5145 kataypadetal otav yivetal mpocfacn
O£ 0UTOUG TOUG aywyouc.

H Baowkn aviyveuon tng dpaoctnplotntag PsExec pumopet va emiteuxBel pe mapakoAovBnon
yla Snuloupyla OMOUAKPUOHEVNG UTNPECLOG XPNOLUOTOLWVTAC TO YVWOoTO Ovoua
«PSEXESVC»: EventCode==7045 AND (“Service Name” CONTAINS “PSEXESVC”)

Eav eival StaBéoun n tnAepetpia, n BEAtiotn AVon ival n mapakoAolOnon Twv cwWARVWV
pe povadikp ovopoaoia mou  dnuloupyolvial wG  HéEpo¢ tNG  Swadikaciag  4:
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EventCode==5145 AND (“Relative Target Name” CONTAINS (“*-stdin” OR “*-stdout” OR
“*_stderr”))

ErmutAéov, oL aAAayég oto kAeldL puntpwou EULA Ba pmopoloav va eival pio XpnoLun
npocOnkn oe omowodnmote amd ta mopanavw: EventCode==13 AND (“TargetObject”
CONTAINS “*softwaresysinternalspsexeceulaaccepted”). Té\og, to Ovoud TOU CWARVA
psexec MPooTEDBNKeE 0TO LKA SLapopdwHévo apxeio Slapdpdwaong Tou sysmon LE OKOTIO
NV €yKalpn avixveuon tou.

H ocwotn évtagn otn Alota emtpenopevwy Kat n Baotkr ypapun ival {wtikng onuaciag yla
TOV EVIOTIOMO avwpaAng kot duvntikd KakoBouAng dpaotnplotntag. To Sysinternals
PsExec eival éva vouwuo Bonbntikd mpoypappa Slaxelplong cUCTNUATWY KoL UTTOPEL va
xpnotwornownBel wg tétolo kabnuepwva oe éva mepLBAAlov. OPLOUEVEC VOULUEG AUCELG
TIAPOKOAOUONONG, CAPWTEG EUTTAOELOC | CUOTAHATA SLAXELPLONG TIEPLOUCLAKWY OTOLXELWV
evbéxetal emniong va sudavidouv auto to potifo Spaoctnpiotntac. H yvwon twv Alotwy
ETUTPEMOUEVWY KAl Tou Baoikol mpodil cag pmopel va Bonbrioel otn Stakplon pHeTaty
Kowvng kadonBoug Spaoctnpléotntac kat Suvntika KakoBouAng cupmnepidopag [5].

6.2 RemCom

To RemCom eivat éva Bonbntikd mpoypappa avolxtol Kwdika, pe Suvatotnta
avaSlavounG TIou TTAPEXEL AELTOUPYIEC ATIOMAKPUOUEVNG Slaxeiplong. Exel metuxel éva
eninedo dAUNG adou ol eMITIOEUEVOL TO XPNOLUOTIOINCAV yLa va KlvnBouv MAEUPIKA OTNV
eniBeon toug otnv EBvikN Emutpon twv Anpokpatikwy to 2016. Qotdoo, neplapBavetat
KOl Ot TIOAAQ VOMLUO TIOKETA AoylopikoU. Amo mpoemhoyr), tTo RemCom oTéAvel
RemComSvc.exe 0€ €vav QMOUOKPUCMEVO UTIOAOYLOTH, O OTolog OTn OCUVEXELA
xpnowtomnotel tov enwvupo ocwAnva \\.\pipe\remcom_comunication(opBoypadika Aabn
Kot 6Aa) otn B€on tou ovopaouévou ocwAnva tou PsExec. EMutAéov, TO ECWTEPLKO Ovoua
¢ Slepyaciag €xel T and to remcom. To OVOUA TOU CWARVA TIPOOTEDNKE OTO ELOIKA
Slapopdwpévo apyeio Stapdpdwaong Tou sysmon e OKOTO TNV €ykatpn avixveuon tou [5].

6.3 PAExec

To PAExec SlaBEtel O0Aeg tig dleg Aettoupyieg Twv RemCom kat PsExec kal mpoopiletat
Kuplwg yla xprion pe t Abon Siaxeiplong dtakoptoty PowerAdmin. And mpoemloyn, to
PAExec xpnoldomolel €vav OVOUaOUEVO OWwANvVa Tou TEPLEXEL To string PAExec o€
ouvluaouo Pe €va povadlkd avayvwploTiko Slepyaoiag Kal TIHEG ovouaTog utoAoyloth. H
Swadwkaoia A\nPng ovopdletal cuvnBwg paexec. To OVOUA Tou €XeL emiong mpootebel oto
eldka dtapopdwpévo apxeio Stapopdwong Tou sysmon PE OKOTIO TNV EYKALPN OVIXVEUON
tou [5].
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7 MebBodoloyia emitiBépevou

Ta kUpla otadla NG TMAEUPLWKAG Kivnong elvat tpla. H avayvwplon, n oculioyn
Sdlamotevutnpiwv/mpovouiwv Kat n amoktnon npocfacng o GAAOUC UTIOAOYLOTEG TOU
SIKTUOU. ITIC MapaKATW evOTNTEC Ba Bpeite pla pikpn meplypadn yla To kabéva anod auvta
Eexwplota.

7.1 Avayvwplon

Katd tn Stdpkela Tng avayvwplong, o eloBoAéag mapatnpel, e€epeuva kot xaptoypadel to
SlKTUO, TOUC XPNOTEC KOL TIC CUOKEUEG TOU. AUTOG O XAPTNG ETUTPETEL OTOV €l0BOAEa va
KOTOVONOEL TIG CUMBAOELC ovopaoiag KEVIPLKOU UTIOAOYLOTH Kal TIG Llepap)xieg Siktuou, va
ovayvwploel AETOUPYLKA OCUOTAMATA, va evtomiosel mlava wdEApa ¢optia Kal va
OTOKTAOEL VONUOOUVN Yyl VO KOVEL EVNUEPWHEVEC KVAOELS. OL ¢opeic amellwv
OVaTMTUOooUV Mla TIoLKIALD epyaleiwv yla va pabouv mou Ppiokovral oto Siktuo, o€ TL
UTopoUV va €Xouv TpooBacn Kal Tola Teixn Tmpootoociag i AAAQ QIOTPEMTIKA HEoa
umnapyouv. Evag eloBoAléag pmopel va aflomoliosel MOAQ €EWTEPLKA TIPOCAPUOCUEVA
epyodela kol epyaleia avolytou Kwdlka yla cdpwon Bupwv, CUVOECEL] SLaKOULOTH
HeCOAABNONG KAl AAAEG TEXVIKEG, OAAA N Xpron evowpatwuévwy Windows 1 gpyaleiwv
UTIOOTAPLENG TIPOODEPEL TO MAEOVEKTN A OTL elval Tilo SUCKoAO va eviomniotet [8].

ESw elval peplkd amo ta EVOWHOTWHEVA EPYAAELR TTOU UtopoUV va Xpnotpomnotnbolv Katd
™V avayvwplon [12]:

- To Netstat epudpavilel T TpEXOUCEC OUVEEDELG SIKTUOU TOU UNXOVAHATOG. Auto
UTtopEL va XpnoluomolnBel yla Tov eVIOMIOUO KPLoLWWY TIEPLOUCLAKWY OTOLXELWV A
yla TNV amoOKTNon YVWOEWV OXETIKA UE To SikTuo.

- To IPConfig/IFConfig mapéxel mpooBacn otic mAnpodopieg dtapdpdpwaong Siktvou
Kol TomoBeoiac.

- Hmnpoowpwvn puvApn ARP divel mAnpodopieg oxetikd pe tn StevBuvon IP otn duoikn
SlevBuvon. Autég ol mAnpodopieg pmopouv va xpnotpomnotnBouv yla Tn oTOXEUON
MEUOVWUEVWYV LNXOVNUATWY EVTOC TOU SIKTUOU.

- O mivakag Local Routing epdavilel Tig tpéxouoe SLaSpOUES EMIKOWVWVLAG YLa TOV
ouUVOESEUEVO KEVTPLKO UTIOAOYLOTH).

- To PowerShell , pia wxupn ypapuun evitoAwv kol gpyoAeio S€oung evepyelwv,
ETUTPEMEL TN ypPNyopn avayvwplon CUCTNHATWYV SIKTUOU OTa Omolot 0 TPEXWV
XPNOTNC €XEL TPOCPACT TOTILKOU SLOXELPLOTH.

MOALG 0 elcBoAéag evtomioel KploLUEG TIEPLOXEC yLla TtpOoBacn, To EMOPEVO Brpa ival n
ouMAoyn Slamioteutnpiwv cuvdeong mou Ba tou ertpéPouv tnv elcodo [8].
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7.2  ZuAloyn SLOMLOTEVUTNPLWV Kal KALLAKWON TTPOVOiwV

Mo va petoakwvnBel oe éva Siktuo, €vag eloBfoléag xpelaletal €ykupa SlamioteuTnpla
ouvbeong. O Opog TOU XPNOLUOTOLEITAL yla TNV TtapAvoun amoktnon Slamioteutnplwy
OVOUAIETOL KVTAUTIVYK Slarmioteutnpiwv». Evag TPOMOC yla va OIMOKTNOETE auTd Ta
Sdlamoteuthpla eival va €£amatrnoeTe TOUG XPROTEG VO T OLPACTOUV XPNOLLOTIOLWVTOG
TOKTLKEG KOWWVLKAG UNXAVIKAG, OMw¢ To typosquatting kat ot emiBéoelg phishing. AAAeg
KOLVEG TEXVLKEG yLa TNV KAomr dlamioteutnpiwv mephapBavouyv [12]:

- To Pass the Hash eival pia péBodog eAéyxou tautotntag Xwpig mpdéofacn otov
KwbIKO mpdoPfacng tou Xpnotn. AUt n TEXVIKN TOPOKAUTITEL TA TUTIKA Brpota
eAéyxou TAUTOTNTOG KATAYpPAPOVTOG EYKUPOUG KOTOKEPUOTIOMOUEG KWOLKWV
npocfaong mou adol Totonolnbolv emITPENMOUV otov €loBoAéa va ekteAel
EVEPYELEG OE TOTIKA ] AMOUAKPUOUEVA CUCTHUATA.

- To Pass the Ticket eival €vag tpoOmog¢ e€Aéyxou TAUTOTNTAG XPNOLUOTIOLWVTOG
elottnpla Kerberos. Evag sloBoléag mou €xel mopaBldcel €vov eAEYKTH TOHEQ
uropet va dnuoupynoel éva "xpuaood slotnplo” tng Kerberos ektdg ouvdeong mou
TIAPOEVEL EYKUPO €M' AOPLOTOV KOl UTTOPEL va xpnoldomolnBel yla tTnv pipnon
omoloudnNTote Aoyaplacpol, oKOUn KoL META amd  enavadopd  Kwdkou
npoopaong.

- Epyaleia onwg to Mimikatz xpnowomololvtal yla tnv KAomr amoBOnkeupévwy
KWOLKWV TpdoBaong amAoU KELUEVOU I) TILOTOTIOLNTIKWY EAEYXOU TAUTOTNTAC Ao T
UVAUN €VOC TOPABLACUEVOU  PNXOVAMOTOC. TN OUVEXELA, MIOPOUV va
XpnoomnonBouyv yla EAeYX0 TAUTOTNTOG O GAAQ UNXOVI LOTAL.

- EpyaAeia kataypadnig mMANKTIPWY TOU EMLTPEMOUV o0ToV EL0BOAEa va CUAABAVEL
Toug Kwdlkoug mpooPaong ameubeiag otav €vag avumoPiaotog xprRotng Toug
€LOAYEL LEOW TOU TANKTPOAOyiou.

7.3 Anodktnon Npoofaong

H Sadilkaoia ekTEAEONG EC0WTEPLKAG AVAYyVWPLONG Kal, OTn CUVEXELD, TapAkapPng Twv
eAéyxwv aodaleiag yla tnv mapaPiaon SLadoXIKWY KEVIPIKWY UTTOAOYLOTWY UMOpPEL va
enavaAndBel €éwg otou Bpebouv kal e€axbolv ta dsdouéva evog otoxou. Kal, kabwg ot
KuBepvoemiBéoelg yivovtal mo eEeAlYUEVEG, OUXVA TIEPLEXOUV E€va €viovo avBpwrivo
otolxelo. Auto LoyUeL Lblaitepa yla TG TTAEUPLKEG KLVNOELG, OTAV £VOG OPYOVIOUOG UImopetl
va BpeOel aVTIHETWITOC PE KLV OELG KoL aVTIOTPOdEG KLV OELG amo £vav avtimaio. Qotooo,
n avbpwrivn cuumnepldpopd UMOpPEL va avixveUBEL - Kal Vol AVOXALTIOTEL - OO JLa oYU
AUon aodaleiag [12].
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8 Xpnon EpyaAeiwv ko Mpooopoiwon enitevéng Ecwtepikn¢ Metakivnong

TNV EVOTNTA QUTH OPOUGCLAIOVTOL KOL T(POCOMOLWVOVTAL OPLOUEVA ATt Ta EPYAAELa KL TLG
TOKTIKEG TIOU XPNOLUOTIOLOUV Ol €TUTIOEEVOL TTPOKELWEVOU va BonBnBouv oL apuvopevol
€VOG SIKTUOU VA KATOVONOOUV KOL OTN CUVEXELO VA EVNILEPWOOUV TLG SpaoTnPLOTNTEG TOUG
W TPOG TO KUVNYL AMEAWV €VTOG Tou SiktuoL touc. OL cuyxpovol eLloBOAELC XpnoLOTIOLOUV
ouxVa eMIOE0ELC amd TNV MAEUPA TOU TEAATN Yyl val ETLITUXOUV €va apXlKO Briua péoa o€
éva 6iktuo, aAAG HOALC emuteuxBel autd TO Bripa, XPNOLUOTIOLOUV CUXVA UTApXovTa
EVOWUOTWUEVA €pyaleia Kol AoyaplaopoUg ylo va UETOKLWVNOOUV €0WTEPLKA 1 va
neplotpadouv oe 6Ao to Siktuo Twv apuvopevwy. Me tnv katavonon tng pebodoloyiag
TWV ETUTIOEPEVWV KOOWE KAl TWV OTOLXELWV TTOU adrVouV Mow TOUC QUTEG oL EMLBEDELCG, OL
apuvopevol Ba eivat o KatdAAnAa TPOETOLLAOUEVOL YLa va avalntriocouv Spaoctnplotnta
ETUTIOEPUEVOU KOL VO OVOYyVWPLOOUV QITOSELKTIKA OTOLXElD TETOWWV E€MIBECEWV OTAV
ouvavinBouv. Aut n evotnta Onw¢ Oa Obeite ywpiletal oe kotnyopieg Paostl
pebodoloylwv Kal epyaleiwv Twv emTIOEPEVWY. e KaBepio and aUTEG TIC KATNYOPLEC,
neplypadovral péEBoSOL TOU  xpnoldomoloUvTaL amo  emITIOEpEVOUG  KaBwg Ko
eMonpaivovtol S€IKTEG TOU UMOPOUV va XPNOLUOTIONB0UV yla TOV EVIOTIOUO AVTIOTOLXNG
TéTolag dpaotnplotntag o onolodnmote Siktuo Windows Domain.

8.1 WMI

Mo aAAn pwa popd va tovicoupe OtL n xprion tou WMIC amattel tnv mpaypatonoinon
ETUKUPWHEVNG TIPOOBACNG OTO CUCTNUA TTPOOPLOUOU, OTOTE XPNOLUOTOLWVTAG cupBavta
eAéyxou Kal cuppavta cUvVEeoNC yLa ToV EVTOTILOUO acuvhnBlotng npdoPfaocng oto cloTnUA
elval évag ypnowog &eiktng ywa tov evrtomopd umomtng Spaoctnplotntag tou WMI.
EruumAéov, n xprion tou WMIC dev neplopiletat oe kakoBouloug emiBéoelg. OL apuvouevol
Ba mpénel va aflomoov to WMIC ywa va PBonBricouv otnv autopatonoinon Tng
Snuloupyiag Baolkwy ypapUwy TOU CUCTHUATOG, OTNV AVIXVEUON CUYKEKPLUEVWY SELKTWV
ocuuBBacpol  kat GAwv  KaBNkOvtwv aocdalelag, TPOKEIUEVOU va  EKPETAAAEUTEL
e€olokAnpou tIg duvatotnteg mou mapéxel to WMI. MNa va avixveuBel kakoBouAn xpnon
tou WMI o€ éva mepfaliov, ta oevdapla PowerShell pmopouv va cag Bonbricouv ywa va
dnuoupynBouv elbomolnoelg SpaotnpLoTNTOG TOU Urtopolv va tpododotnbolv oe éva
SIEM vy BeAtiwpévn avixveuon. O Matt Graeber €xel ypagel peEPKA Ogvapla TIOU
XPNOWEVOUV WG KAAO onuelo ekkivnong yla TETOLEC TPOOTAOELEC KAl HUMOpPOUV va
TpomomnolnBouv yla vo TPooapUootouv KatdAnAa oto meplfallov cag. Mmopeite va
Bpeite to £pyo Tou Matt oto GitHub otn 8ievBuvon: https://github.com/mattifestation.
Qotooo nmopakatw Ba deite éva amAd mapdadelypa xpriong Tou wmiexec.exe TnG oouitag
impacket amd 1o olUoTnUO €VOG KakOBouAou Xpnotn kKabwg kol tn Kotaypadn Twv
OUMBAVTIWYV OTO OUOCTNUO TOU QUUVOUEVOU. MEOw TETOWV Kal GA\wV TapOUOoLwY
TIEPUTTWOEWV UITOPEL VAL EVTOTILOTEL ECWTEPLKA HETAKIVNON EVTOC eVOC Siktuou Domain (BA.
Ewova 17, 18, 19) [13].
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e ~/Downloads/impacket/examples
1 WIN7-VM/administrator@172.16.10.111
Impacket v0.9.25.dev1+20211027.123255.1dad8f7f - Copyright 1 SecureAuth Corporation

Password:
[*] SMBv2.1 dialect used
[!] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands
>whoami
win7-vm\administrator

B |

Eikéva 17 — EkTéAgon Tou wmiexec JE SuvaTtoTnTa EKTEAECNG EVTOAWYV O€ ATTOUAKPUOHMEVO UNXAavnua
Windows 7 Tou domain KdvovTag Xpion S1aTTIoTEUTNPIWV TOTTIKOU S1aXEIpIoTH

Event Viewer
File Action View Help

=B BE

| PeopleMearMe

7 PowerShell
7 PrimaryNetworkicon Dateand Time Source EventID Task Category -
7 PrintService [ 10/24/2022 10: Sysmon 1 Process Create (rule: ProcessCreate)
" ReadyBoost (i) Information 10/24/2022 10 Sysmon 1 Process Create (rule: ProcessCreate)
© ReadyBoostDriver (D Information 10/24/2022 10:21:46 PM Sysmon 1 Process Create (rule: ProcessCreate)
1 Recovery (D Information 10/24/2022 10:21:43 PM Sysmon 11 File created (rule: FileCreate)
| Reliability-Analysis-Engi (D1 10/24/2022 10:21:42 PM Sysmon 1 Process Create (rule: ProcessCreate)
_ RemoteApp and Desktop Cont (i) Information 10/24/2022 10:21:42 PM Sysmon 1 Process Create (rule: ProcessCreate)
~ RemoteAssistance (i) Information 10/24/2022 10:21:42 PM Sysmon 13 Registry value set (rule: RegistryEvent)
- RemoteDesktopServices-RdpC | () information 10/24/2022 10:21:42 PM Sysmon 13 Registry value set (rule: RegistryEvent)
- RemoteDesktopSenvices-Reme Information 10/24/2022 10:21:42 PM Sysmon 11 File created (rule: FileCreate)
l Resource- Ehaustion-Detectog Information 10/24/202210:19:39 PM Sysmon 13 Registry value set (rule: RegistryEvent)
B Resource- Exhaurstion-Resohres Information 10/24/2022 10:19:39 PM Sysmon 1 Process Create (rule: ProcessCreate)
: E::ﬂ“;:;:;:“‘ag"‘m“ Information 10/24/2022 10:19:39 PM Sysmon 11 File created (rule: FileCreate)
: A Information 10/24/202210:19:39 PM Sysmon 1 Process Create (rule: ProcessCreate)
© Security-Audit-Configuration-
" Security-Identity istener Information Sysmon 13 Registry value set (rule: RegistryEvent)
" Service Reporting AP1 Information 10/24/202210:49:39 PM Sysmon 13 Registry value set (rule: RegistryEvent)
T SMBServer Information 10/24/2022 10:16:26 PM Sysmon 13 Registry value set (rule: RegistryEvent) -
-~ StickyNotes Event 1, Sysman x

Sysmon
(] Opesational General | Detsils
_ TaskScheduler

_ TerminalServices-ClientActive.
_ TerminalServices-ClientUSBDe. v

7 TerminalServices-LocalSession Processld 1720

@ Friendly View XML View

_ TerminalServices-PnPDevices Image CA\Windows\SysWwOW64\whoami.exe

d TerminalServices-RemoteCont FileVersion 6.1.7600.16385 (win7_rtm.090713-1255)

1 TerminalServices-ServerUSBDe o . i i

7 Tz Description whoami - displays logged on user information

1 uac E Product Microsoft® Windows® Operating System

i UAC-FileVirtuslization Company Microsoft Corporation

1 User Profile Service OriginalFileName whoami.exe

1 VDRVROOT rigina .

1 vHDMP CommandLine whoami

" WeblO CurrentDirectory C:\Windows\system32\ b

R Dignotic User NT AUTHORITY\SYSTEM

3 Windows Defender LogonGuid {B477A282-E0F9-6356-0000-0020E7030000}

1 Windows Firewall With Advanc Logonld Ox3e7 i
Windows Remote Managemer « i »

_ WindowsBackup
< m b

Eikéva 18 — Karaypa@r ammroaKpUOMEVWY EVTOAWY TTOU £TPEEE O EMITIBEPEVOG OTO PNXAVNHA TOU
OUMATOG HECW TOU Sysmon
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2] Event Viewer = 5
File Action View Help
e x@
7 PeopleNearMe Bl Operational  Humber of events: 6138 Actions
1 PowerShell - e .
PrimaryNetworkicon Date and Time EventID Task Category |
I printservice 10/24/202210:30:39 PM Sysmon 1 Process Create (rule: ProcessCreate) = Open Saved Log,
| ReadyBoost 10/24/202210:30:39 PM Sysmon 1 Process Create (nule: ProcessCreate) ¥ Create Custom View..
1 ReadyBoostDriver 10/24/202210:30:29 PM Sysmon 1 Process Creste (nule: ProcessCreate) Import Custom View.
| Recovery (@ 1nformation 10/24/202210:30:20 M Sysmon 1 Process Create (nule: ProcessCreate)
| Reliability-Analysis-Engine (D Information 10/24/20221029:59 PM Sysmon 13 Registry value set (rule: RegistryEvent) Clear Log
I RemoteApp and Desktop Connections (@ Information 10/24/202210:27:10 PM Sysmon 1 Process Create (rule ProcessCreate) ¥ Filter Current Log...
Bl RemoteAssistance (D information 10/24/202210:24:27 PM Sysmon 1 Process Create (rule: ProcessCreate) [ Propeties
] RemoteDesktopServices-RdpCoreTS (@ Information 10/24/2022 10:21:46 PM Sysmon 1 Process Create (rule ProcessCreate) Disable Lo
| RemoteDesktopServices-RemateDesktc | @ nformation 10/24/20221021:46 PM Sysmon 1 Process Create (rule: ProcessCreate) 3
. :“”“"E'::a“"‘””'z“j‘"" (@information 10/24/202210:21:43 PM Sysmon 11 File created (rule FileCreate) 28 Find..
- R““‘"‘E'L i“;“”' :""" (Dnformation 10/24/202210:21:42 PM Sysmon 1 Process Create (rule: ProcessCreate) e Save All Events As..
| Resource- Leak-Diagnestic p
3 RestrtManager (@ 1nformation 10/24/202210:21:42 PM Sysmon 1 Process Create (nule: ProcessCreate) - Attach a Task To this Loge.
1 Security-Audit-Configuration-Client Event1, Sysmon x View »
1 Security-IdentityListener — R Refret
1 Service Reporting API General | Details (G Refred
I sMBserver Help >
1 StickyNotes Process Create: -
- ] Sysmon RuleName: Event 1, Sysmon -
- UtcTime: 2022-10-24 19:30:39.578 =
{5 operational ProcessGuic: (bA772282-7f-6356-0000-0010e82c1200} [Z] Event Properties
1 TaskScheduler Processld: 2716 i i ) Attach Task To This Event..
1 TerminalServices-ClientActiveXCore [Image: C:AWindows\System32\whoamiexe E O
| TerminalServices-ClientUSBDevices e o) ot s i T 2 B Save Selected Events.
erminalServices. LocatSessionManage] escription: whoami - displays logged on user information B
T 1S LocalSessionManag Product: Microsoft® Windows® Operating System ) Copy 4
| TerminalServices-PPDevices e Cateeerom G Refresh
7| TerminalServices-RemoteConnectionlV OriginalFileName: whoami.exe =
7] TerminalServices-ServerUSBDevices CommandLine: whoami Help »
Tzutl CurrentDirectory: C:\
3 uac L User: WIN-VM\Administrator
- LogonGuid: (b4772282-€7d4-6356-0000-002094181300) -
1 UAC-FileVirtualization Al
| User Profile Service Loan Mierosoft-Windows-Sysmon Operstionsl
3 VDRVROOT o Name: icrosoft-Windows-Sysmon/ Operationa
VHDMP Source: Sysmon Logged: 10/24/202210:30:33 PM
 Weblo Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
| WER-Diagnostics Levek: Information Keywords:
| wrp User: SYSTEM Computer  WINJ-VM:testlocal
1 Windows Defender OpCode o
1 Windows Firewall With Advanced Secur More e ot Log Omlne bel
Event Log Online Help
| Windows Remote Management L= RXoStionE | EientLug Oritne Hel
1 WindowsBackup =
« »

Eikéva 19 — Karaypa@r ammoaKPUOHMEVWY EVTOAWYV TTOU ETPESE O ETTITIBENEVOG OTO PNXAVNO TOU

OUpATOG HECW TOU Sysmon

8.2 SMBExec

H uéBodog xpriong tou epyaleiou “smbexec.py” eKUETOAAEVUETAL TN TIPOEYKATECTNUEVN
Aewtoupykotnta twv Windows SMB ylo tnv ektéleon oaubaipetwv eVvioAwv ot £€va
QMOUOKPUOUEVO cuoTnua. Kdvovtag xprion Tou cuyKkekpluévou epyaleiou Sev amaltteital
va ¢opTwOel TimoTa 0TO ATOUOKPUOUEVO GUOTNHO KOL ETMOUEVWE AUTO TO KABLOTA KATIWG
Alyotepo BopuBwdNG. INUELWOTE OTL N ETIKOWVWVLA YiveTal povo péow tng Bupag tep/445.
AkolouBel éva mapadelypa xpriong tou smbexec.py tng ocouitag Impacket pe tomko

SLoxELPLOTH oUOTAMOTOC Kal KwOLKO pooBaong amAou kelpévou (BA. Ewikdova 20, 21).
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] root@ka

root@kali: ~/Downloads/impacket/examples

File Actions Edit View Help

-] ~/Downloads/impacket/examples
WIN7-VM/administrator®172.16.10.111
Impacket v0.9.25.dev1+20211027.123255.1dad8f7f - Copyright 2021 SecureAuth Corporation

Password:

[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami

nt authority\system

C:\Windows\system32>hostname
WIN7-VM

C:\Windows\system32>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Connection-specific DNS Suffix . : localdomain

Link-local IPv6 Address . . . . . : fe8@::49b4:5al15:a8eb:b7d3%16
IPvE AdATesSs ¢ ¢ ¢ o o ¢ o 6 & ¢ = 172016:10.111

Subnet:Mask: « & & i &< el d o e 5255255025509

Default Gateway . . . . . . . . . : 172.16.10.2

Ethernet adapter Local Area Connection 2:
Connection-specific DNS Suffix . : localdomain
EPVE AAATeSEE o & & o 40 s s 4 s 4 5010105205181
Subnet:Mask & ¢ & & & & & @ e 4 525525525540
Default Gateway 5

Tunnel adapter isatap.localdomain:

Media: State' . & & & & o & « o & ¢ . Medix’disconnected
Connection-specific DNS Suffix . : localdomain

Tunnel adapter Local Area Connectionx 9:

Media: State . & . & & o & &9 & « » Mediaidisconnected
Connection-specific DNS Suffix

C:\Windows\system32>

Eikéva 20 — ATropoakpuopévn ekTéAeon evioAwv o€ pnxdavnua Windows 7 Tou domain kavovtag Xpon
S1aTTIOTEUTNPIWY TOTTIKOU SIaXEIPIOTH
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Event Viewer
File Action View Help
e xEH
3 s:x:’;lﬁlwwﬂm Level Date and Time Source EventID Task Category -
7 PrintService (D)Information 10/24/2022 10:2427 PM Sysmon 1 Process Create (rule: ProcessCreate)
| ReadyBoost ()Information 10/24/2022 10:21:46 PM Sysmen 1 Process Create (rule: ProcessCreate)
| ReadyBoostDriver (i)Information 10/24/2022 10:21:46 PM Sysmen 1 Process Create (rule: ProcessCreate)
| Recovery (D Information 10/24/2022 10:21:43 PM Sysmen 11 File created (rule: FileCreate)
_ Reliability-Analysis-Engi Ir 10/24/2022 10:21:42 PM Sysmon 1 Process Create (rule: ProcessCreate)
_ RemoteApp and Desktop Cont (i) Information 10/24/2022 10:21:42 PM Sysmon 1 Process Create (rule: ProcessCreate)
| RemoteAssistance ()Information 10/24/2022 10:21:42 PM Sysmen 13 Registry value set (rule: RegistryEvent)
1 RemoteDesktopServices-RdpC | | (Pinformation 10/24/2022 10:21:42 PM Sysmon 13 Registry value set (rule: RegistryEvent)
| RemoteDesktopServices-Reme | (fy1sormation 10/24/2022 10:21:42 PM Sysmon 11 File created (rule: FileCreate)
J Resource-Exhaustion-Detector |l 3y y¢0,mation 10/24/202210:19:39 PM Sysmon 13 Registry value set (rule: RegistryEvent)
© Resource-Exhaustion-Resolver ar
(D)Information 10/24/2022 10:19:39 PM Sysmon 1 Process Create (rule: ProcessCreate)
] E::ﬂ“;;;:;:“‘ag"”“'( (D Information 10/24/2022 10:19:39 PM Sysmon 11 File created (rule: FileCreate)
" Security-Audit-Configuration- || L nfermation 10/24/202210:1939 PM Sysmen 1 Process Create (rule: ProcessCreate)
" Securty-ldentityListener (@ 1nformation 10/24/2022 10:19:39 PM Sysmon 13 Registry value set (rule: RegistryEvent)
] Service Reporting API (@1rformation 10/24/2022 10:19:39 PM Sysmen 13 Registry value set (rule: RegistryEvent)
© SMBServer (i)Information 10/24/2022 10:16:26 PM Sysmen 13 Registry value set (rule: RegistryEvent) =
~ StickyNotes Event 1, Sysman x
4 7 Sysmon
(] Operational General | Details
© TaskScheduler
1 TerminalServices-ClientActive: @ Friendly View AML View
1 TerminalServices-ClientUSBDe e ittt
© TerminalServices-LocalSession Processld 1720
_ TerminalServices-PnPDevices Image CA\Windows\SysWwOW64\whoami.exe
d TerminalServices-RemoteCony FileVersion 6.1.7600.16385 (win7_rtm.090713-1255)
7 TerminalServices-ServerUSBDe o ) i
1 Tzutil Description whoami - displays logged on user information
1 UAC E Product Microsoft® Windows® Operating System
1 UAC-FileVirtualization Company Microsoft Corporation
I User Profile Service o .
1 VDRVROOT OriginalFileName whoami.exe
1 VHDMP CommandLine whoami
© WeblO CurrentDirectory C:\Windows\system32\ b
. j:{is'“iﬂg"“‘m User NT AUTHORITY\SYSTEM
3 Windows Defender LogonGuid {B477A282-EOF9-6356-0000-0020E7030000}
1 Windows Firewall With Advanc Logonld Ox3e7 i
T Windows Remote Managemer . i »
I WindowsBackup 2
4

Eikéva 21 — Kataypa@n aTToUOKPUOHEVWV EVTOAWYV TToU £TPESE O EMITIBEPEVOG OTO PNXAvVNHA TOU
8UpaTog HEOoW TOU sysmon

8.3 Mimikatz (Pass-the-hash)

OuL eloPBoleic embiwkouv ouvABwg tnv avaktnon twv &lamotevtnpiwyv mou  eival
arnoBnkevpéva o€ KOWECG Tomobeoieg, onw¢ n Slepyacia UTTOCUCTANATOC TOTUKNAG APXNG
aodpadeiag (LSASS) omou xpnolpomoloUvIal yla TOV €AEYXO TOUTOTNTAC XPNOTWV,
ouvdéocwv Kal Sikalwpatwv o€ cuotnuata Windows. H ouykekpuuévn Slepyaoia twv
Windows Slatnpel otn pvAun ta Stamioteuthipla (kwdikomotnpuévol kKwdikol mpooBaong /
ElOLTNPLA) WOTE yla TN HEMOVWHEVN ouvdeon va pnv elval anapaitnto oL XpHoTeg va
enavaAapdavouv Tov EAeyX0 TNE TAUTOTNTOG TOUG CUVEXWC.

Eav ol eloBoleig eival tuxepol, Bétouv oe kivbuvo €va cloTNUO OTIOU €XOUV TTOPAUEIVEL
OTN UVAMN TOU TIPONYOUUEVEG CUVOEDELC amo £vav Slaxelplotr. Auta Ta SLOMLOTEUTHPLO
ouvdeong pmopouv va avaktnBouv pe to Mimikatz i mapouola epyaleia aviyveuong
UVANG KOl CUYKEKPLUEVA TNG Stepyaciag LSASS.

To Mimikatz eival éva epyaleio to omoio pmopel va davepwoel oe évav emTIOEUEVO Ta
Swamioteutnpla Tou eival amoBnkeupéva ouvnBw¢ otov meplnynti KabBw¢ Kal oto
cuoTnUa tou ekaotote Bupatog. Otav anokaAudBolv ta Slamioteutipla Tou SLAXELPLOTA
TOU TOMEQ, O ETUTIOEUEVOC Elval cuVROWG ULA VPO EVTOAWY MOKPLA OTTO TO Va TIAPEL KoL
ToV €Agyxo Tou Topéa. To Mimikatz omwg kot AAAa mapoOpoLa EPYAAELD EMITPEMOUV GTOUC
TIAPAYOVTEG OMEWANG va Bpouv kot va efaydyouv SLAmIOTEUTAPLA TILOTOMOINONG, OMWE
Katakeppatiopolc NTLM kot mAnpodopieg elottnpiwv Kerberos amoé tn pviun tou nupnva
€VOG TPEXOVTOG UTIOAOYLOTH TIOU XPnoLlpomoleital amo tn Siepyacia LSASS. To mapakatw
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napadelypa deixvel TNV avaktnon Slamioteutnplwv xpnowlomnowwvtag to Mimikatz and
éva. Windows 10 Aewtoupylkd ouotnua To omoio avnkel oto Windows Domain:
test.local.

‘Eotw OTL €xoupe amoKTroel pooPBacn Tomikou Slaxelplotr) oto cuykekplpuévo Windows
pHNXAavnua kat tpexoupe To Mimikatz. Zekwvape pe tnv evioAn: privilege: :debug n omoia
Bo eKYWPNOEL OTOV TPEXOVTA AOyaplacpo ta Sikalwpoto yla Sladlkaocleg evtomiopou
0OAUATWY KAl OUECWS META TPEXOUUE TNV €VToAn: sekurlsa::logonPasswords full
yla va pag epdaviotel n Alota twv evepywv TepLOdwv cuvdeong OAwV TwV XpPNOTWV OTO
gkaotote cuotnua (BA. Etkova 22, 23).

mimikatz 2.2.0 x64 (oe.e0)

C:\Users\IEUser\Downloads\mimikatz_trunk\x64>whoami
win1@-vm\administrator

C:\Users\IEUser\Downloads\mimikatz_trunk\x64>.\mimikatz.exe

. mimikatz 2.2.0 (x64) #19041 May 12 2021 23:10:18
HE M~ ##. "A La Vie, A L'Amour” - (oe.eo)
# / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
## \ / #% > https://blog.gentilkiwi.com/mimikatz
"## v ##' Vincent LE TOUX ( vincent.letoux@gmail.com )
THHHEE > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz # privilege: :debug
Privilege '20' OK

mimikatz # sekurlsa::logonPasswords full

Authentication Id : @ ; 3711239 (00000000 :0038a107)
Session : CachedInteractive from 1
: Administrator
s JEST
Logon Server : DC
Logon Time : 5/20/2021 11:59:50 AM
SID : S5-1-5-21-36912708063-3758404331-2347181728-500
msv :
[0e0e00e3] Primary
* Username : Administrator
* Domain : TEST
* NTLM : 2b576acbebbcfda7294d6bd18041b8fe
* SHA1 : e30d1c18c56c027667d35734660751dc80203354
* DPAPI : b5465bcdc63efbcl5d2e28c472e22fad
tspkg :
wdigest :
* Username : Administrator
* Domain : TEST
* Password : (null)
kerberos :
* Username : Administrator
* Domain : TEST.LOCAL
* Password : Passwordl23!
ssp :
credman :

Eikéva 22 - MpoBoAn Twv SiammioTeuTnpiwv SiaxeipioTh Topéa péow Tou Mimikatz

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 87




MetaTTuxiakr AilaTpiBn Apdakog MixanA

BE¥ mimikatz 2.2.0 x64 (oe.e0)
credman :

Authentication Id : © ; 2424779 (©0000000:0024ffcb)
Session : Interactive from 1
User Name : Administrator
Domain
Logon Server IIN16-VM
Logon Time : 5/20/2021 11:56:18 AM
: S-1-5-21-321011808-3761883066-3536270806-500

[6668003] Primary
* Username : Administrator
* Domain : WIN1©-VM
* NTLM : 7facdc498ed1686c4+d1448319a8c04f
* SHA1 : 24b8b6c9cbe3cd8818683ab9cded3del14fc5c40b
tspkg :
wdigest :
* Username : Administrator
* Domain : WIN1©-VM
* Password : (null)
kerberos :
* Username : Administrator
* Domain : WIN1G-VM
* Password : (null)
ssp :
credman :

Authentication Id : © ; 968150 (©00600000:000ddb76)
S i : Interactive from 1
: mdrakos
SELESH
: DC
: 5/20/20621 11:48:10 AM
: 5-1-5-21-3691276803-3758404331-2347181728-1111

[00080803] Primary

Username : mdrakos
* Domain : TEST
* NTLM : 7facdc498ed16806c41d1448319a8c04f
* SHA1 : 24b8b6c9cbe3cd8818683ab9cded3del4fc5c4eb
* DPAPI : 3f@3aeebPaabafcOd614d6cad87828ee
tspkg :
wdigest :
* Username : mdrakos
* Domain : TEST
* Password : (null)
kerberos :
* Username : mdrakos
* Domain : TEST.LOCAL
* Password : Passwordl!
ssp :
credman :

Eikéva 23 — MpoBoAnf Twv SIatmoTEUTNPIWY XPAOTN TOpéa pEow Tou Mimikatz
Onw¢ pmopeite va Slakpivete péow Twv SUO MAPATIAVW ELKOVWYV O EMITIOEUEVOC EXEL TTAEOV
otn 61aBeon tou Ta Slamioteutrpla Tou SLAXELPLOTH) TOU TOMEQ UTIO tn popdr amAou
KELMEVOU KOL OUTOMATWG TOU gival TOAU eUKoAo TAEoV va HeTaKlvnBel MAeupkad o€
omolodnMoTe cUOTNHO TOU TOUEA HE EMAUENUEVA SIKALWUOTO KoL TipovOouLa Kabwg emiong
VO TIAPEL TOV EAEYXO TOU KEVIPLKOU CUOTNHATOG OAou Tou Topéa (Domain Controller).

8.4 psexec

To psexec eival éva epyaleio Siaxeiplong mou aflomolel to SMB yia va ekteAsl €€’
QIMOOTACEWG EVIOAEC 0€ AAAA cuoTAaTA. Av KOl SV lval eYYeVEG EKTEAECLUO OPXELO TWV
Windows, mapéxetal and tn couita tng Sysinternals, n omoia avikel otn Microsoft. Q¢
QMOTEAEOUA QUTOU, TIOAAOL SLOXELPLOTEC TO XpNOLUOTOLOUV oTo TEPLBAAAOV TOUG, OMOTE N
gvupeon tou o€ éva SiKTuo Pmopel va unv anoteAel anapaitnta éva acuvBloto cupfav. H
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EVTOAN ETUTPETIEL TNV ATIOUAKPUOUEVN EKTEAECT TIPOYPOUMATWY LECW KPUTTOYpAPNUEVNG
ouvbeong Siktuou, otav mapéxovral Ta anapaitnta Slamioteutipla. EAv to ekteAéoLUO
Tpo¢ ektéAeon Sev umapyxel &N 0To CUOTNHA TIPOOPLOKOV, UIMOPEL va avilypadel anod 1o
EPYOAELO psexec oToV OTOXO KAl OTn CUVEXELA va eKTEAEOTEL To epyaleio psexec ekteAeital
oTn YPAUUn eVToAwV Twv Windows pe Tnv akoAouBdn ocuvtaén:

psexec \\ [targetIP] [-d] [-e] [-u user] [-p password] [&vtoAn]

Omnou 1o targetIP eival TO QMOUAKPUOUEVO CUCTNUO KAl N €vtoAn eival omoladnmote
EKTEAECLUN OTO cUOTNMA. MO KO TEXVIKA €lval va XPNOLUOTIONOETE To cmd.exe wg
QTTOLOKPUOUEVN €VIOAN Yl VO TIAPAXWPNOETE £va QTIOUAKPUOUEVO KEAUDOCG OTOV
elofoléa. O SLaKOMTING -¢ MUMOPEL va TPooTeDeL yla va avtlypAael To EKTEAECLUO OTOV
OTOXO MPWTA €AV TO EMIBUUNTO ekTEAETIUO Sev elval 6N oto otoxo 1 dev Bploketal o€ pa
B€on mou Bpioketal otn Sladpopr cuoTtUaTog oto otoxo. O Stakomtng -d xpnoluomnoleitat
yla TNV eKTEAEON TNG KAOOPLOUEVNG EVTOANG ME UN SLoSpaOTIKO TPOTIO KOl AmocuvEEeTaL
XWPLg va mepLpével va oAokAnpwBet n Stadikacia mou dnuioupynbnke. O SlakoémTng -e
UMOpPEL TIPOALPETIKA va xpnolponolnBel yia tnv anevepyomnoinon tng dnuovpyiag mpodiA
XPNOTN OTO ATOUAKPUOUEVO cUoTnUA. O SLAKOMTNG -S UMOPEL va XpnoLlomnolnbet yla tnv
EKTEAECN TNC ATIOUAKPUOMEVNC Sladlkaoiag oto mMAaiolo Tou Aoyaplacpol CUOTHUOTOG.
Otav xpnolUomoLE(Tal yla VOULUEG EPYOOIeg Slaxeiplong oUOTAUATOC, ONUELWOTE OTL N
Xprion tou &laKOMTn -u TPOKOAEL OTO QMOUOKPUOUEVO CUCTNUA VO OVTIUETWTEL TN
ouvéeon w¢ OLadpaoTik, ME QMOTEAECHA TNV TPOCWPLVH amoBnkeuon Twv
Swamioteutnpiwv ouvéeong otn pvAun RAM. EQv TO QmOUAKPUOUEVO cUOTNUA €XEL NON
napoflaotel, auto pnopet va ekB£oel ta Stamioteutrpla o€ €vav elofoAéa. H opada tou
Metasploit €xel mpooBéoel emiong P EKSOON TOU psexec wg eVOTNTA EKUETAAAEUONG OTO
Metasploit Framework. To epyalAeio psexec amnaltel £€ykupn motonoinon yla tnv mpocfoaon
OTO QTMOUAKPUOMEVO cUoTnUa, aAAd Umopel va amodextel site €vav kwdikd mpodofaong
KaBapoU KELPEVOU ELTE LA AVATIAPAOTOON KATAKEPUATIOMOU Kwdlkou mpdofaong yla va
SleukoAUVEL TIG emB£oelg Tou TUToU pass-the-hash. H éANAewn €ykupnc miotomnoinong Ba
08NYNOEL QUTA TNV EVOTNTA EKUETAANELONG OTNV TPOOoTIABELA CUVOEDNC WG ETILOKETITNC OTO
€KAoTOTE cuotnua [13].

‘Oco avadopd oToV EVIOTIOMO TNG KAKOBOUANG Xpriong tou epyaleiou psexec, n povada
EKUETAANAEUONG psexec Tou Metasploit Framework xpnowuomnolet éykupa Slamioteutrpla
Slaxelplot yla va avilypdPel €va eKTEAECLUO OPXELO OTO CUOTNUA TIPOOPLOUOU, va
Snuloupynoel pa umtnpecia ya va poptwoel to embupunto woéALlpo dpoptio, va Staypadel
TNV UMNPecia Tou dnuloUpynoe Kol otn OuVéExela va Slaypadel to HETADOPTWUEVO
EKTEAEOLHO. ATIO TIPOETILAOYI), TOGO OTO EKTEAECIUO apXElo 000 Kal oTnv unnpeoia divetal
Ll TUXalO OELpA XAPOKTNPWYV WC ovopa. Qotdoo, ta aubaipeta ovopato pmopouv va
kaBoplotouv amd tov emtiBépevo. H Snuioupyla tng umnpeciag Snuioupyel €va
AvayvwploTikO cuppavtog: 7045 oto apxelo kataypadng cupBAVIwWV TOU CUCTHUATOC,
CUMIMANPWHEVO UE TO OVOMa TNG Snuwoupyoupevng unnpeoiag (medio: Ovoua unnpeoiag)
KOL TO €KTEAECLUO TIOU Xpnotuomolinke ya tn dnuoupyia tou (medio: Ovopa apyeiou
uminpeoiag). To ekteAéTo pmopet va dopTwOeL pe €va Ttuxaio r pnTtad MAPEXOUEVO OVOUA
To Ovopa apxelou umnpeoiag pmopel va ekteleitar pe PowerShell pe pla pokpa,
Kwolkomolnuévn pe Base64 evtoAr). EdGv eilvol evepyomounuévo, TO QVOyVWPLOTIKO
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ouupavtog 4697 Ba kataypadel emniong oto apxeio kataypadng cuupaviwv achaleiag
TOU CUOTNHUOTOC, KataypAdoviag TNV UNMNPECLA TIOU €lval EYKOTECTNEVN OTO CUOTNUA.
Ano mpoemhoyn, n €kdoon tng Sysinternals tou psexec Ba eykataotabel emiong wg
umnpecio He To Ovoua UTinpeciag: PSEXESVC KAl TO OXETIKO €KTEAECLUO: psexesvc.exe
YPOUUEVO OTO 6lOKO TOU EKACTOTE CUOTHUATOC, KABLOTWVTOG EUKOAO TOV EVIOMIOUO TOU
0TO apxelo kataypadng CUUPBAVIWY CUCTAHATOC UE TO AVOYVWPLOTIKO: 7045 (Kot mBavwg
OUUBAVTOC UE OVaYVWPLOTIKO: 4697 oTo apxelo kataypadng cuupaviwv aodaleiag, av
elval evepyomolnpuévo Onwe meplypadetal napanavw). Qotdoo, To Gvoua tTng umnpeoiag
KOL TO OXETIKO €KTEAEOLUO olOTNUA UrmopoUlv va aAldfouv oe omolodnimote aubaipeto
OvVoUa XpnoLUomolwvTag To Slakonmtn -r Otav eKTEAElTAL TO psexec. e avtiBeon pe tnv
€kdoaon tou Metasploit, n €kdoon tng Sysinternals Tou psexec dev Slaypddel autouaTa TNV
UTINPECLO LETA TNV OAOKANPwWOT). ATo TipoeTidoyn, n €k6oan Tou psexec amo Tn couita tng
Sysinternals Ba mpokaAéoel emiong tn Snuioupyia mPodiA XprHoTtn OTO ATIOUAKPUOUEVO
ovuotnua, €av Sev umapyxel &N yla to OXeTKA Slamioteuthipla xprnotn. Autd umopel va
amopevxBel €dv o emTIOEPEVOC XPNOLUOTOLEL TO SLOKOMTN -e KAt TNV €vapén tng
ouvdeong, aA\a emeldn o emMITIOEUEVOG pTopel va mapaAsiPel autov tov SLOKOMTN, O
€\eyxo¢ yla tnv mapouacia acuvnOlotwv mpodiA xpriotn Umopel va eival €vag XProLUog
Selktng un g€ouvolodotnuévng Spaotnplotntac. Otav teAslwoel n mepiodog Asttoupylag,
evbéxetal va Oelte éva oupPdav HE avayvwpPLOTIKO: 7036 OTo oOpxelo koataypadng
oupBavtwv Tou ocuothuatog mou deixvel TNV umnpecia PSEXESVC va E€LOEPYETAL OF
kataotaon &lakomng. Xto oloTnUo TIou Eekwva T ouvOeon, OTav XPNOLUOTOLE(TAL O
SLoKOMTNG -u, Kataypadetal €va cupBAvV HE TO AVOYVWPLOTIKO 4648, Tou Oeixvel tov
Aoyaploopd Tou Eekvd T Xprnon Twv SlamoTeuTnpiwv otnv evotnta Ofua, Ta
SLOTLOTEUTAPLO TIOU TIOPEXOVTAL UE TO OSLOKOTTN -u OTO Aoyaplacoud Twv Oomoiwv Tta
SlarmioteuTnpla Xpnotomnoltnkayv Kal To AmOUAKPUOUEVO CUCTNUO TTIOU OTOXEUEL OTNV
evotnta "AlaKoULloTAG poopLlopol”. Eav xpnotuomnowBnke n €ékdoon tng Sysinternals tou
psexec, evdéxetal va Ppeite evdeifelg OTL Xpnolpomoleital oto puntpwo. Ektég amod ta
TUTUKA EYKANUOTOAOYLIKA QVTLKELPEVA TIOU SELXVOUV TNV EKTEAEDN TOU TPOYPAUHUATOC, AUTO
T0 PBonBNTKO TpPoypappa ypddel emiong oe €va KAWL puntpwou otnv tomoBeoia:
NTUSER.DAT\Software\Sysinternals\PsExec 6mou opileL tTnv Tiuq EulaAccepted oc 1.
AuTO TO0 KAelSl ovopdletal PsExec akoun kal av o eloBoAéag ovopaoe To EpYaAElo KATL
AaAAo o€ ula mpoomdBela anokpuPng tng ektéAeong tou [13].

Aebopévou OTL XpnoLUOTOLOUVTOL €yKupa SLOmIOTEUTHPLO, Ta oupBavta oclvoeong
Aoyoplacpol Kot cuvdeonc mou avadEpOnKav Kal apATAvVW LoXUOUV €MIONG YL QUTOV
Tov ¢opéa emniBeong. Eav o emtiBOéuevog Xpnolpomolel Tta  SlamioTEUTAPLA  TOU
ouvdedepévou xpnotn, ta Windows Ba kataypapouv tnv mpodcBoon 0TO AMOUAKPUCHEVO
oUOTNUA HUE TO AVOYVWPLOTIKO cupBavtog: 4624, Tumog: 3 (Zuvdeon Siktuou). Qotdoo, edv
0 EMITIOEUEVOC TTOPEXEL UTO TNG Hopdn KaBoapou Kelwévou SladopeTikd SLamoTeUTHpLa
OTO psexec Kavovtag xpnon tou Owakomtn -u, ta Windows 1o avtipetwrnilouv wg
Stadpaotikn ouvdeon (avayvwplotikd cuuPavtog: 4624, TUTOG: 2) OTO OATMOUAKPUCHEVO
cUOTNUA Kal €MioNg KataypAadetal Eva cUUBAV LE avayvwPLOTIKO: 4648 Tou Selxvel Tn
Sladikaoia PSEXESVC.exe xpnolpomolwvtag kobapou KeLUEVOU SLATILOTEUTAPLA Yla TOV
xpriotn mou kaBopiletal oto Siakomtn -u. Mapakdtw Ba Seite va ekteAeital éva amAo
napadelypa xprong Tou psexec.exe UECW TNG ocouitag impacket amd to clOTNUA €VOG
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KaKOBOUAOU XpNoTn O€ €vav amopakpuopévo otoxo tou Windows Domain. EmumAéov Ba
deite Tn kataypadn Twv cuppaviwv acdaleiag 6To CUOTNUA TOU QUUVOLEVOU LECW TOU
sysmon. Méow autoU aAAG Kal OPKETWV GAAWV TOPOUOLWV TIEPUTTWOEWY HUIOPEL va
EVTOTILOTEL N EOWTEPLKN METAKIVNON evtog evog Siktuou pe Windows Domain (BA. Etkova
24, 25).

~/Downloads/impacket/examples
VM/administr 7 €
Imp:

Password:
[*] Requesti

e ADMIN$
e

Eikéva 24 — ATropakpuopévn amroktnon cmd yia eKTEAeon evToAwv og unxdavnua Windows 7 Tou domain
KAVOVTOG XPon SIaTTIOTEUTNPIWY TOTTIKOU S1aXEIPIOTN

T =y =
File Action View Help
s zEEE
| PeopleNearMe Bl operational  Number of events: 6198 Actions
| Powershell - —— -
 PrmanyNetworklcon Date and Time Source EventID Task Category petions
3 PrintService 10/24/202210:30:39 PM Sysmon 1 Process Create (rule ProcessCreate) i OpenSaved Log...
7 ReadyBoost 10/24/202210:30:39 PM Sysmon 1 Process Create (rule: ProcessCreate) ¥ Create Custom View..
| ReadyBoostDriver 10/24/202210:30:20 PM Sysmon 1 Process Create (rule: ProcessCreate) Import Custom View.
7 Recovery 10/24/202210:30:29 PM Sysmon 1 Process Create (rule: ProcessCreate)
" Reliablity-Analysis-Engine 1024/2022102959PM  Sysmon 13 Registry value set (ul Erent) Cleor Log..
| RemoteApp and Desktop Connections 10/24/2022 10:27:10 PM ey 20 Pivcess Ciraie (e ProcessCrraiz). ¥ Filter Current Log.
1 RemoteAssistance Sysmon 1 Process Create (rule: ProcessCreate) @ Properties
Bl RemoteDesktopServices- RpCoreTS 10/24/202210:21:46 PM Sysmon 1 Process Create (rule: ProcessCreate) Dieable L
| RemoteDesktopServices-RemoteDesktc 10/24/202210:21:46 PM Sysmon 1 Process Create (nule: ProcessCreate) paletes
M Resource-Eshaustion-Detector 024A2102043PM  Sysmon 11 File crested (rule: FileCreste) 8 Find..
- z“”“"f'E“”i“;“””'“:““’“ 10/24/202210:21:42 PM Sysmon 1 Process Create (rule: ProcessCreate) Tl Save AllEvents As..
| Resource-Leak-Diagnostic = e - ’ -
3 RetutManager Dinformation 10/24/202210:21:42 PM Sysmon 1 Process Create (rule: ProcessCreste) - Attach s Task Tothis Log...
| Security-Audit-Configuration-Client Event 1, Sysmon x View »
| Security-IdentityListener . 2 Retresn
| Service Reporting API Genersl | Details G Refres
1 SMBServer H Help 3
| StickyNotes Process Create: =
Syamon RuleName: Event 1, Sysmon a
MY UteTime: 2022-10-2419:27:10.705 -
5. Opstionsl ProcessGui: (b4772282-€70¢-6356-0000-001084951900} [E Event Properties
| TaskScheduler Processid: 1460 L T Attach Task To This Event..
| TerminalServices-ClientActiveXCore lmage: CAWindows\SysWOWG4\HOSTNAME EXE =
7 TerminalServices-ClientUSBDevices FileVersion: 6.1.7600.16385 (win7_rtm.090713-1255) Il Seve Selected Events.
) Description: Hostname APP ¢ N
| TerminalServices-LocalSessionManagel Pracurt Microroft® windows® Opeating Systern E Copy
| TerminalServices-PaPDevices T e S e o | Refresh
1T R ctionh/ g hestname.ore
2 Termi ServerUSBD dLine: hostname H ner 4
TZutil (CurrentDirectory: C:\Windows\system32\
5 uac L User: NT AUTHORITY\SYSTEM
- LogonGuid: (b4772282-c0f3-6356-0000-0020<7030000} i
| UAC-FileVirtualization SR
I User Profile Service — D 5 q
5 VDRVROOT g Name icrosoft-Windows-Sysmon/Operational
VHDMP Source: Sysmon Logged: 10/24/202210:27:10 PM
7 Weblo Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
| WER-Diagnostics Level: Information Keywords:
1 wrp User: SYSTEM Computer: WINT-VMtestlocal
| Windows Defender OpCode -
| Windows Firewall With Advanced Seeur Mo Information:  Event Loa Online il
| Windows Remote Management AR e e
| WindowsBackup =
b m y

Eikéva 25 — Kataypa@n aIropoKpUOHEVWY EVTOAWYV TTOU £TPESE O eMITIBEPEVOG OTO GUCTNHA TOU
OUpaTOG HEOW TOU sysmon
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9 AnoteAéopata, Zupnepdaopata Kot MeAAOVTIKEG EMEKTAOELS

O 0TOX0C TNG OUYKEKPLUEVNG SUMAWMATIKAG SlatplBig Atav va oAokAnpwbOel pia opbn
puBULoN Tou epyaleiov Sysmon PECW TNG MOPAUETPOTOLNONG TOU amod £va apyeio tUTou
xml, To omoilo guBuveTal yla tn AElToupyia Tou Sysmon, WOTE GE CUVEPYACLA TOU WE TO
opxelo kataypadn¢ twv Windows va emMITUYXAVETAL €va OwoTO QGIATPAPLOPA TWV
oupBavtwy. Itnv avadopd NG SUTAWUATIKAC OUTAG EPYOOLAC TTAPOUCLACTNKOV Ol TIAEOV
YVWOTEG TEXVIKEG KOl TPOTIOL TIOU XPNOLUOTOLOUV Ol ETUTIOEUEVOL yla va HETAKIVNBOUV
EOWTEPLKA O€ éva SikTuo KaBwWC Kal TPOMOL UE TOUG OTOLOUG UIMOPOUE VA AVIXVEUGOUUE
KOl VOL TLEPLOPLOOUE 1} VAL ATTOKAELCOULE TNV TIPOOTIAOELN ECWTEPLKN G LETOKIVNONG ATTO TNV
TAEUPA €VOC apUVOpEVOU. Ta cupPavta Pe Ta omola 0.oXoANOAKAUE KoL ETUKEVIPWONKAUE
adopolv otnVv aviyveuon TG ECWTEPLKNG UETOKIVNONG €VOC eTUTIOEUEVOU ULECA O €val
Siktuo pe Windows Domain. Eidape kot avaAUCOUE TO MW UMOPOUUE VO OVIXVEUCOUUE
KOLL OTN CUVEXELO VO TIEPLOPLOOUE 1) KAL VO ATTOKAEICOULE TNV IPOCTIABELA VLA ECWTEPLKN
pHeTakivnon péoa oe éva Oiktuo pe Windows Domain 1000 amo tnv TAsUpA €VOG
ETUTIOEEVOU OO0 KAl OO TNV MAEUPA €vOG apuvopevou. Omwg mapatnprndnke T0co To
epyaAeio Sysmon 600 kot To gpyaleio kataypadng cupBaviwy twv Windows Stabgtouv
TIOAAEG ETUAOYEG TOPAPETPOTOINONG oAV HOVASEG. € AUTH TNV €PEUVA KATADEPAUE VOl
OUVOUAOOUE TIC ETIAOYEG QUTWV TWV SV0 gpyaleiwV WOTE va ETUTUXOUE TO TEALKO OKOTIO
HOGC OE €va OPKETA LKOVOTIOLNTIKO BaBuo Kal v €XOUME Hia apKETA KOAR avadopd amo
TIAEUPAC AODAAELAG OXETIKA UE TO TL TIPETEL KAVEIG VO TIPOCEXEL Kal €AEyXeL Ot €va
Aewtoupykd cuotnua Windows mou S€xetal pia emiBeon eowtepIkng HeTakivnong. Katd
ouvtagn ™G avadopdg XPELAOTNKE va OOKIUACOUUE VO KAVOUUE €TUOE0ELG Kal va
EKUETAAAEUTOUE €eUTtdBele¢ ouotnudatwv Windows kdvovtag xprnon ulag opadag
EpYaAeiwv Xelpaywynong evog AELTOUPYLKOU CUCTAMATOC. Ta epyaAeia OMwE Kol oL OpAdEG
TwV gpyaAeiwv Tou xpnotuornowdnkav adopolv kat ivat tkava va enbeépouv emavénon
OIKOLWUATWY,  €KTEAECN  ATIOMOKPUOMEVWVY  €VIOAWV, GOUAAoyy  TAnpodoplwv-
SlarmioTteuTnplwy Kol EAEYX0 O €VOl QMOUAKPUOHEVO CUOTNUA. 2TO TEAOG NG avadopdg
TIAPOUGCLACTNKE TO CUVOAO TwV oupBAvtwv Tou Kataypdpape avaloya Ue To epyadeio
Tou Tta evepyomoinoe kdBe dopd kal mapadobnke Eva eldkd katdAAnAo apxeio
Slapopdwaong Tou Sysmon e OKOTIO OTOV EVIOTILOUO EMIOECEWV ECWTEPLKAG LETAKIVNONG.

9.1 MOBavEG LEANOVTLKEG EMEKTAOELG

Jav CUVEXELD TNG SUTAWHATIKAG QUTAG Ba pmopouoe va amoteAéoel n dnuloupyilo evog
GUI(Tpadwo MeptBaiAov) LEow Tou omoiou Ba UToPEL KATIOLOC Ao €KEL vl EVEPYOTIOLEL I
VOl QTIEVEPYOTIOLEL TA yeyovoTa Ta omoia Ba kataypddovial anod To apxeio katoaypadng
Twv Windows, WOTe va UTOPEL v UTTAPXEL MO TILO ypryopn Kal o kabapn kataypadn
TWV YEYOVOTWV TWV ONMOlwV OmoTEAOUV OITOSELKTIKA OTOLXELD E€VOC OUYKEKPLUEVOU
oupBavtog to omolo Ba BEAaE Vo EPEUVIICOULE.
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Napdaptnpa [10]

<l--

sysmon-config | A Sysmon configuration focused on default high-quality
event tracing and easy customization by the community

Source version: 74 | Date: 2021-07-08

Source project: https://github.com/SwiftOnSecurity/sysmon-config

Source license: Creative Commons Attribution 4.0 | You may privatize,
fork, edit, teach, publish, or deploy for commercial use - with
attribution in the text.

Fork version: <N/A>
Fork author: <N/A>
Fork project: <N/A>
Fork license: <N/A>

REQUIRED: Sysmon version 13 or higher (due to changes in syntax and bug-
fixes)
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

NOTE: To collect Sysmon logs centrally for free, see https://aka.ms/WEF
| Command to allow log access to the Network Service:
wevtutil.exe sl Microsoft-Windows-Sysmon/Operational
/ca:0:BAG:SYD: (A;;0xf0005;;;SY) (A;;0x5;;;BA) (A;;0x1;;;S-1-5-32-
573) (A; ;0x1;;;NS)

NOTE: Do not let the size and complexity of this configuration

discourage you from customizing it or building your own.

This configuration is based around known, high-signal event tracing,
and thus appears complicated, but it is only very

detailed. Significant effort over years has been invested in front-
loading as much filtering as possible onto the

client. This is to make analysis of intrusions possible by hand, and
to try to surface anomalous activity as quickly

as possible to technicians armed only with Event Viewer. Its purpose
is to democratize system monitoring for all organizations.

NOTE: Sysmon is NOT a whitelist solution or HIDS correlation engine, it
is a computer change logging tool.
Do NOT ignore everything possible. Sysmon's purpose is providing
context during a threat or problem investigation. Legitimate
processes are routinely used by threats - do not blindly exclude
them. Additionally, be mindful of process-hollowing / imitation.

NOTE: By default this monitors DNS, which is extremely noisy. If you are
starting out on your monitoring journey, just remove that section.
You can remove DNS events from Event Viewer screen by applying a
'Filter Current View' for event IDs of: -22
Additionally, if you want to monitor DNS, you should deploy client-
side adblocking to reduce lookups. See the DNS section for info.

NOTE: This configuration is designed for PER-MACHINE installs of Chrome
and OneDrive. That moves their binaries out of user-controlled folders.
Otherwise, attackers could imitate these common applications, and
bypass your logging. Below are silent upgrades you can do, no user impact:
- https://docs.microsoft.com/en-us/onedrive/per-machine-installation
- https://cloud.google.com/chrome-enterprise/browser/download/
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- As of 2021-02-16 there is no machine-level version of Microsoft
Teams. The one provided copies itself to the user profile.

NOTE: Sysmon is not hardened against an attacker with admin rights.
Additionally, this configuration offers an attacker, willing
to study it, limited ways to evade some of the logging. If you are
in a very high-threat environment, you should consider a broader,
log-most approach. However, in the vast majority of cases, an
attacker will bumble through multiple behavioral traps which
this configuration monitors, especially in the first minutes.

NOTE: If you encounter unexplainable event inclusion/exclusion, you may
have a second Sysmon instance installed under a different exe filename.
To clear this, try downloading the latest version and uninstalling
with -u force. If it hangs, kill the processes and run it again to
cleanup.

TECHNICAL:

- Run sysmon.exe -? for a briefing on Sysmon configuration.

- Sysmon XML cannot use the AMPERSAND sign. Replace it with this: &amp;

- Sysmon 8+ can track which rule caused an event to be logged through
the "RuleName" field.

- If you only specify exclude for a filtering subsection, everything in
that subsection is logged by default.

- Some Sysmon monitoring abilities are not meant for widely deployed
general-purpose use due to performance impact. Depends on environment.

- Duplicate or overlapping "Include" rules do not result in duplicate
events being logged.

- All characters enclosed by XML tags are always interpreted literally.
Sysmon does not support wildcards (*), alternate characters, or RegEx.

- In registry events, the value name is appended to the full key path
with a "\" delimiter. Default key values are named "\ (Default)"

- "Image" is a technical term for a compiled binary file like an EXE or
DLL. Also, it can match just the filename, or entire path.

- "ProcessGuid" and "LoginGuid" are not random, they contain some
embedded information.
https://gist.github.com/mattifestation/0102042160c%9a60b2b847378c0ef70b4

FILTERING: Filter conditions available for use are: is,is
not,contains,contains any,contains all,excludes,excludes any,excludes
all,begin with,end with, less than,more than,image

- The "image" filter is usable on any field. Same as "is" but can either
match entire string, or only the text after last "\". Credit:
@mattifestation

-—>

<Sysmon schemaversion="4.50">

<!--SYSMON META CONFIG-->

<HashAlgorithms>md5,sha256, IMPHASH</HashAlgorithms> <!-- Both MD5
and SHA256 are the industry-standard algorithms. Remove IMPHASH if you do
not use DLL import fingerprinting. -->

<CheckRevocation/> <!-- Check loaded drivers, log if their code-
signing certificate has been revoked, in case malware stole one to sign a
kernel driver -->

<!-- <ImagelLoad/> --> <!-- Would manually force-on ImageLoad
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monitoring, even without configuration below. Included only documentation.
-——>

<!-- <ProcessAccessConfig/> --> <!-- Would manually force-on
ProcessAccess monitoring, even without configuration below. Included only
documentation. -->

<!-- <PipeMonitoringConfig/> --> <!-- Would manually force-on
PipeCreated / PipeConnected events, even without configuration below.
Included only documentation. —-->

<!-- <ArchiveDirectory> -->

<EventFiltering>

<!-=-SYSMON EVENT ID 1 : PROCESS CREATION [ProcessCreate]-->
<!--COMMENT: All processes launched will be logged,
except for what matches a rule below. It's best to be as specific as
possible,

to avoid user-mode executables imitating other process
names to avoid logging, or if malware drops files in an existing
directory.

Ultimately, you must weigh CPU time checking many
detailed rules, against the risk of malware exploiting the blindness
created.

Beware of Masquerading, where attackers imitate the
names and paths of legitimate tools. Ideally, you'd use both file path and

code signatures to validate, but Sysmon does not support
that. Look into AppLocker/WindowsDeviceGuard for whitelisting support. —-->

<!--DATA: UtcTime, ProcessGuid, ProcessID, Image, FileVersion,
Description, Product, Company, CommandLine, CurrentDirectory, User,
LogonGuid, LogonId, TerminalSessionId, IntegritylLevel, Hashes,
ParentProcessGuid, ParentProcessld, ParentImage, ParentCommandLine,
RuleName-->
<RuleGroup name="" groupRelation="or'">
<ProcessCreate onmatch="exclude">

<!--SECTION: Microsoft Windows-->

<CommandLine condition="begin with">
"C:\Windows\system32\wermgr.exe" "-queuereporting svec" </CommandLine> <!--
Windows:Windows error reporting/telemetry-->

<CommandLine condition="begin
with">C:\Windows\system32\D1l1lHost.exe /Processid</CommandLine> <!--
Windows—->

<CommandLine condition="begin
with">C:\Windows\system32\wbem\wmiprvse.exe -Embedding</CommandLine> <!--
Windows: WMI provider host-->

<CommandLine condition="begin
with">C:\Windows\system32\wbem\wmiprvse.exe -secured -
Embedding</CommandLine> <!--Windows: WMI provider host-->

<CommandLine
condition="is">C:\Windows\system32\wermgr.exe -upload</CommandLine> <!--
Windows:Windows error reporting/telemetry-->

<CommandLine
condition="is">C:\Windows\system32\SearchIndexer.exe
/Embedding</CommandLine> <!--Windows: Search Indexer-->

<CommandLine
condition="is">C:\windows\system32\wermgr.exe -
queuereporting</CommandLine> <!--Windows:Windows error
reporting/telemetry-->
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<CommandLine
condition="is">\??\C:\Windows\system32\autochk.exe *</CommandLine> <!--
Microsoft:Bootup: Auto Check Utility-->

<CommandLine
condition="is">\SystemRoot\System32\smss.exe</CommandLine> <!--
Microsoft:Bootup: Windows Session Manager-->

<CommandLine
condition="is">C:\Windows\System32\RuntimeBroker.exe -
Embedding</CommandLine> <!--Windows:Apps permissions [
https://fossbytes.com/runtime-broker-process-windows-10/ ] -->

<Image condition="is">C:\Program Files (x86)\Common
Files\microsoft shared\ink\TabTip32.exe</Image> <!--Windows: Touch
Keyboard and Handwriting Panel Helper-->

<Image
condition="is">C:\Windows\System32\TokenBrokerCookies.exe</Image> <!--
Windows: SSO sign-in assistant for MicrosoftOnline.com-->

<Image
condition="is">C:\Windows\System32\plasrv.exe</Image> <!--Windows:
Performance Logs and Alerts DCOM Server-->

<Image
condition="is">C:\Windows\System32\wifitask.exe</Image> <!--Windows:
Wireless Background Task-->

<Image
condition="is">C:\Windows\system32\CompatTelRunner.exe</Image> <!--
Windows: Customer Experience Improvement-->

<Image
condition="is">C:\Windows\system32\PrintIsolationHost.exe</Image> <!--
Windows: Printing-->

<Image
condition="is">C:\Windows\system32\SppExtComObj.Exe</Image> <!--Windows:
KMS activation—-->

<Image
condition="is">C:\Windows\system32\audiodg.exe</Image> <!--Windows:
Launched constantly-->

<Image
condition="is">C:\Windows\system32\conhost.exe</Image> <!--Windows:
Command line interface host process—->

<Image
condition="is">C:\Windows\system32\mobsync.exe</Image> <!--Windows:
Network file syncing-->

<Image
condition="is">C:\Windows\system32\musNotification.exe</Image> <!--
Windows: Update pop-ups—-->

<Image
condition="is">C:\Windows\system32\musNotificationUx.exe</Image> <!--
Windows: Update pop-ups—-->

<Image
condition="is">C:\Windows\system32\powercfg.exe</Image> <!--
Microsoft:Power configuration management-->

<Image
condition="is">C:\Windows\system32\sndVol.exe</Image> <!--Windows: Volume
control-->

<Image
condition="is">C:\Windows\system32\sppsvc.exe</Image> <!--Windows:
Software Protection Service-->

<Image
condition="is">C:\Windows\system32\wbem\WmiApSrv.exe</Image> <!--Windows:
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WMI performance adapter host process-->

<IntegrityLevel
condition="is">AppContainer</IntegrityLevel> <!--Windows: Don't care about
sandboxed processes right now. Will need to revisit this decision.-->

<ParentCommandLine condition="begin
with">%%SystemRoot%%\system32\csrss.exe
ObjectDirectory=\Windows</ParentCommandLine> <!--Windows:CommandShell:
Triggered when programs use the command shell, but doesn't provide
attribution for what caused it-->

<ParentCommandLine
condition="is">C:\windows\system32\wermgr.exe -
queuereporting</ParentCommandLine> <!--Windows:Windows error
reporting/telemetry-->

<CommandLine
condition="is">C:\WINDOWS\system32\devicecensus.exe UserCxt</CommandLine>

<CommandLine
condition="is">C:\Windows\System32\usocoreworker.exe -
Embedding</CommandLine>

<ParentImage
condition="is">C:\Windows\system32\SearchIndexer.exe</ParentImage> <!--
Windows:Search: Launches many uninteresting sub-processes-->

<!--SECTION: Windows:svchost-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k appmodel -s
StateRepository</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k appmodel -p -s
camsve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k appmodel</CommandLine>
<!--Windows 10-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k appmodel -p -s
tiledatamodelsve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k camera -s
FrameServer</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k dcomlaunch -s
LSM</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k dcomlaunch -s
PlugPlay</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k defragsvec</CommandLine>
<!--Windows defragmentation-->

<CommandLine

condition="is">C:\Windows\system32\svchost.exe -k devicesflow -s
DevicesFlowUserSve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k imgsvc</CommandLine> <!-
-Microsoft:The Windows Image Acgquisition Service-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k localService -s
EventSystem</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k localService -s
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bthserv</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k LocalService -p -s
BthAvctpSve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k localService -s
nsi</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k localService -s
w32Time</CommandLine>

<CommandLine condition="is">C:\Windows\system32\svchost.exe -k

localServiceAndNoImpersonation</CommandLine> <!--Windows: Network
services—->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceAndNoImpersonation -p</CommandLine> <!--Windows: Network
services—-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNetworkRestricted -s Dhcp</CommandLine> <!--Windows: Network
services—-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNetworkRestricted -s EventLog</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNetworkRestricted -s TimeBrokerSvc</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNetworkRestricted -s WFDSConMgrSvc</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
LocalServiceNetworkRestricted -s BTAGService</CommandLine>

<CommandLine
condition="is">C:\Windows\System32\svchost.exe -k
LocalSystemNetworkRestricted -p -s NcbService</CommandLine> <!--
Winl0:1903:Network Connection Broker-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNetworkRestricted</CommandLine> <!--Windows: Network services-
->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceAndNoImpersonation -s SensrSve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceAndNoImpersonation -p -s SSDPSRV</CommandLine> <!--
Windows:SSDP [
https://en.wikipedia.org/wiki/Simple Service Discovery Protocol ] -->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNoNetwork</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -p -s WPDBusEnum</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
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localSystemNetworkRestricted -p -s fhsve</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s DeviceAssociationService</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s NcbService</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s SensorService</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s TabletInputService</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s UmRdpService</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s WPDBusEnum</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -p -s NgcSve</CommandLine> <!--
Microsoft:Passport—-->
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceNetworkRestricted -p -s NgcCtnrSve</CommandLine> <!--
Microsoft:Passport Container-->
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localServiceAndNoImpersonation -s SCardSvr</CommandLine>
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -p -s
wuauserv</CommandLine>
<CommandLine
condition="is">C:\Windows\System32\svchost.exe -k netsvcs -p -s
SessionEnv</CommandLine> <!--Windows:Remote desktop configuration-->
<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted -s WdiSystemHost</CommandLine> <!--Windows:

Diagnostic System Host [ http://www.blackviper.com/windows-
services/diagnostic-system-host/ ] -->
<CommandLine

condition="is">C:\Windows\System32\svchost.exe -k
localSystemNetworkRestricted -p -s WdiSystemHost</CommandLine> <!--

Windows: Diagnostic System Host [ http://www.blackviper.com/windows-
services/diagnostic-system-host/ ] -->
<CommandLine

condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted</CommandLine> <!--Windows-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -p -s
wlidsve</CommandLine> <!--Windows: Windows Live Sign-In Assistant [
https://www.howtogeek.com/howto/30348/what-are-wlidsvc.exe-and-
wlidsvcm.exe-and-why-are-they-running/ ] -->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -p -s
ncaSvc</CommandLine> <!--Windows: Network Connectivity Assistant [

Xprian Tou gpyaAgiou sysmon yia Tov evTOTTIoNS eTTIBECEWY ETWTEPIKAG HETAKIVNONG £VOG ETTITIOEUEVOU 100




MetaTTuxiakr AilaTpiBn Apdakog MixanA

http://www.blackviper.com/windows-services/network—-connectivity-assistant/
] -—>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
BDESVC</CommandLine> <!--Windows:Network: BitLocker Drive Encryption—-->

<CommandLine
condition="is">C:\Windows\System32\svchost.exe -k netsvcs -p -s
BDESVC</CommandLine> <!--Microsoft:Winl0:1903:Network: BitLocker Drive
Encryption-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -p -s
BITS</CommandLine> <!--Windows:Network: Background Intelligent File
Transfer (BITS) -->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
BITS</CommandLine> <!--Windows:Network: Background Intelligent File
Transfer (BITS) -->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
CertPropSve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
DsmSve</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -p -s
Appinfo</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
Gpsve</CommandLine> <!--Windows:Network: Group Policy -->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
ProfSve</CommandLine> <!--Windows: Network services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
SENS</CommandLine> <!--Windows: Network services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
SessionEnv</CommandLine> <!--Windows: Network services—->
<CommandLine

condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
Themes</CommandLine> <!--Windows: Network services—-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvcs -s
Winmgmt</CommandLine> <!--Windows: Windows Management Instrumentation
(WMI) -->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k netsvecs</CommandLine>
<!--Windows: Network services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k networkService -p -s
DoSvec</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k networkService -s
Dnscache</CommandLine> <!--Windows:Network: DNS caching, other uses —-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k networkService -s
LanmanWorkstation</CommandLine> <!--Windows:Network: "Workstation"
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service, used for SMB file-sharing connections and RDP-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k networkService -s
NlaSve</CommandLine> <!--Windows:Network: Network Location Awareness-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k networkService -s
TermService</CommandLine> <!--Windows:Network: Terminal Services (RDP)-->
<CommandLine

condition="is">C:\Windows\system32\svchost.exe -k
networkService</CommandLine> <!--Windows: Network services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k networkService -
p</CommandLine> <!--Windows: Network services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
networkServiceNetworkRestricted</CommandLine> <!--Windows: Network
services—-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k rPCSS</CommandLine> <!--
Windows Services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k secsvcs</CommandLine>

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k swprv</CommandLine> <!--
Microsoft:Software Shadow Copy Provider—-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
unistackSvcGroup</CommandLine> <!--Windows 10-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k utcsve</CommandLine> <!-
-Windows Services—-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
wbioSvcGroup</CommandLine> <!--Windows Services-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k
werSvcGroup</CommandLine> <!--Windows: ErrorReporting-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k wusvcs -p -s
WaaSMedicSve</CommandLine> <!--Windows: Update Medic Service [
https://www.thewindowsclub.com/windows-update-medic-service ] -->

<CommandLine
condition="is">C:\Windows\System32\svchost.exe -k wsappx -p -s
ClipSVC</CommandLine> <!--Windows:Apps: Client License Service-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k wsappx -p -s
AppXSve</CommandLine> <!--Windows:Apps: AppX Deployment Service-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k wsappx -s
ClipSVC</CommandLine> <!--Windows:Apps: Client License Service-->

<CommandLine
condition="is">C:\Windows\system32\svchost.exe -k wsappx</CommandLine> <!-
-Windows:Apps [ https://www.howtogeek.com/320261/what-is-wsappx-and-why-
is-it-running-on-my-pc/ ] -->

<ParentCommandLine
condition="is">C:\Windows\system32\svchost.exe -k
netsves</ParentCommandLine> <!--Windows: Network services: Spawns
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Consent.exe—-->

<ParentCommandLine
condition="is">C:\Windows\system32\svchost.exe -k
localSystemNetworkRestricted</ParentCommandLine> <!--Windows-->

<CommandLine
condition="is">C:\Windows\system32\deviceenroller.exe /c
/AutoEnrollMDM</CommandLine> <!--Windows: AzureAD device enrollment agent-
->

<!--SECTION: Microsoft:Edge-->

<CommandLine condition="begin with">"C:\Program Files
(x86) \Microsoft\Edge Dev\Application\msedge.exe" --type=</CommandLine>

<!--SECTION: Microsoft:dotNet-->

<CommandLine condition="begin
with">C:\Windows\Microsoft.NET\Framework\v4.0.30319\ngen.exe</CommandLine>
<!--Microsoft:DotNet-->

<CommandLine condition="begin
with">C:\WINDOWS\Microsoft.NET\Framework64\v4.0.30319\Ngen.exe</CommandLin
e> <!--Microsoft:DotNet-->

<CommandLine condition="begin
with">C:\Windows\Microsoft.NET\Framework\v4.0.30319\ngentask.exe</CommandL
ine> <!--Microsoft:DotNet-->

<CommandLine condition="begin
with">C:\WINDOWS\Microsoft.NET\Framework64\v4.0.30319\ngentask.exe</Comman
dLine> <!--Microsoft:DotNet-->

<Image
condition="is">C:\Windows\Microsoft.NET\Framework64\v4.0.30319\mscorsvw.ex
e</Image> <!--Microsoft:DotNet-->

<Image
condition="is">C:\Windows\Microsoft.NET\Framework\v4.0.30319\mscorsvw.exe<
/Image> <!--Microsoft:DotNet-->

<Image
condition="is">C:\Windows\Microsoft.Net\Framework64\v3.0\WPF\PresentationF
ontCache.exe</Image> <!--Windows: Font cache service-->

<ParentCommandLine condition="begin
with">C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngentask.exe</Parent
CommandLine>

<ParentImage
condition="is">C:\Windows\Microsoft.NET\Framework64\v4.0.30319\mscorsvw.ex
e</ParentImage> <!--Microsoft:DotNet-->

<ParentImage
condition="is">C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngentask.ex
e</ParentImage> <!--Microsoft:DotNet-->

<ParentImage
condition="is">C:\Windows\Microsoft.NET\Framework\v4.0.30319\mscorsvw.exe<
/ParentImage> <!--Microsoft:DotNet-->

<ParentImage
condition="is">C:\Windows\Microsoft.NET\Framework\v4.0.30319\ngentask.exe<
/ParentImage> <!--Microsoft:DotNet: Spawns thousands of ngen.exe
processes-->

<!--SECTION: Microsoft:0ffice-->

<Image condition="is">C:\Program Files\Microsoft
Office\Officel6\MSOSYNC.EXE</Image> <!--Microsoft:0ffice: Background
process for SharePoint/0Office365 connectivity-->

<Image condition="is">C:\Program Files (x86) \Microsoft
Office\Officel6\MSOSYNC.EXE</Image> <!--Microsoft:0ffice: Background
process for SharePoint/0Office365 connectivity-->

<Image condition="is">C:\Program Files\Common
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Files\Microsoft
Shared\OfficeSoftwareProtectionPlatform\OSPPSVC.EXE</Image> <!--
Microsoft:0ffice: Licensing service-->

<Image condition="is">C:\Program Files\Microsoft
Office\Officel6\msoia.exe</Image> <!--Microsoft:0ffice: Telemetry
collector—-->

<Image condition="is">C:\Program Files (x86) \Microsoft
Office\root\Officel6\officebackgroundtaskhandler.exe</Image>

<!--SECTION: Microsoft:0ffice:Click2Run-->

<Image condition="is">C:\Program Files\Common
Files\Microsoft Shared\ClickToRun\OfficeC2RClient.exe</Image> <!--
Microsoft:0ffice: Background process—->

<ParentImage condition="is">C:\Program Files\Common
Files\Microsoft Shared\ClickToRun\OfficeClickToRun.exe</ParentImage> <!--
Microsoft:0ffice: Background process—->

<ParentImage condition="is">C:\Program Files\Common
Files\Microsoft Shared\ClickToRun\OfficeC2RClient.exe</ParentImage> <!--
Microsoft:0ffice: Background process-->

<!--SECTION: Windows: Media player-->

<Image condition="is">C:\Program Files\Windows Media
Player\wmpnscfg.exe</Image> <!--Windows: Windows Media Player Network
Sharing Service Configuration Application—-->

<!--SECTION: Google-->

<CommandLine condition="begin with">"C:\Program Files
(x86) \Google\Chrome\Application\chrome.exe" --type=</CommandLine> <!--
Google:Chrome: massive command-line arguments-->

<CommandLine condition="begin with">"C:\Program
Files\Google\Chrome\Application\chrome.exe" --type=</CommandLine> <!--
Google:Chrome: massive command-line arguments-->

</ProcessCreate>
</RuleGroup>

<!--SYSMON EVENT ID 2 : FILE CREATION TIME RETROACTIVELY CHANGED IN
THE FILESYSTEM [FileCreateTime]-->
<!--COMMENT: [
https://attack.mitre.org/wiki/Technique/T1099 ] -->

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image,
TargetFilename, CreationUtcTime, PreviousCreationUtcTime-->
<RuleGroup name="" groupRelation="or">
<FileCreateTime onmatch="include">
<Image name="T1099" condition="begin
with">C:\Users</Image> <!--Look for timestomping in user area, usually
nothing should be doing that here-->
<TargetFilename name="T1099" condition="end
with">.exe</TargetFilename> <!--Look for backdated executables anywhere-->
<Image name="T1099" condition="begin
with">\Device\HarddiskVolumeShadowCopy</Image> <!--Nothing should be

written here | Credit: @SBousseaden [
https://twitter.com/SBousseaden/status/1133030955407630336 ] -->
</FileCreateTime>
</RuleGroup>
<RuleGroup name="" groupRelation="or">

<FileCreateTime onmatch="exclude">
<Image condition="image">OneDrive.exe</Image> <!--
OneDrive constantly changes file times-->
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<Image
condition="image">C:\Windows\system32\backgroundTaskHost.exe</Image>

<Image condition="contains'">setup</Image> <!--Ignore
setups-->

<Image condition="contains">install</Image> <!--Ignore
setups-->

<Image condition="contains">Update\</Image> <!--Ignore
setups-->

<Image condition="end with">redist.exe</Image> <!--
Ignore setups-->

<Image condition="is">msiexec.exe</Image> <!--Ignore
setups-->

<Image condition="is">TrustedInstaller.exe</Image> <!--
Ignore setups—-->

<TargetFilename
condition="contains">\NVIDIA\NvBackend\ApplicationOntology\</TargetFilenam
e> <!--NVIDIA GeForce Experience Application Ontology, 1000's of events in
user profile-->

</FileCreateTime>
</RuleGroup>

<!--SYSMON EVENT ID 3 : NETWORK CONNECTION INITIATED
[NetworkConnect]-->

<!--COMMENT: By default this configuration takes a very
conservative approach to network logging, limited to only extremely high-
signal events.-->

<!--COMMENT : [
https://attack.mitre.org/wiki/Command and Control ] [
https://attack.mitre.org/wiki/Exfiltration ] [
https://attack.mitre.org/wiki/Lateral Movement ] -->

<!--TECHNICAL: For the DestinationHostname, Sysmon uses the
GetNameInfo API, which will often not have any information, and may just
be a CDN. This is NOT reliable for filtering.-->

<!--TECHNICAL: For the DestinationPortName, Sysmon uses the
GetNameInfo API for the friendly name of ports you see in logs.-->
<!--TECHNICAL: These exe do not initiate their connections,

and thus includes do not work in this section: BITSADMIN NLTEST-->

<!-- https://www.first.org/resources/papers/conf2017/APT-Log-
Analysis-Tracking-Attack-Tools-by-Audit-Policy-and-Sysmon.pdf -->

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image, User,
Protocol, Initiated, SourcelIsIpv6, Sourcelp, SourceHostname, SourcePort,
SourcePortName, DestinationIsIpV6, DestinationlIp, DestinationHostname,
DestinationPort, DestinationPortName-->
<RuleGroup name="" groupRelation="or">
<NetworkConnect onmatch="include">
<!--Suspicious sources for network-connecting binaries--
>
<Image name="Usermode" condition="begin
with">C:\Users</Image> <!--Tools downloaded by users can use other
processes for networking, but this is a very valuable indicator.-->
<Image name="Caution" condition="begin
with">C:\Recycle</Image> <!--Nothing should operate from the RecycleBin
locations.—-->
<Image condition="begin with">C:\ProgramData</Image> <!-
-Normally, network communications should be sourced from "Program Files"
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not from ProgramData, something to look at-->

<Image condition="begin with">C:\Windows\Temp</Image>
<!--Suspicious anything would communicate from the system-level temp
directory-->

<Image name="Caution" condition="begin with">\</Image>
<!--Devices and VSC shouldn't be executing changes | Credit: @SBousseaden
@ionstorm @neubSron @PerchedSystems [
https://twitter.com/SwiftOnSecurity/status/1133167323991486464 ] -->

<Image name="Caution" condition="begin
with">C:\perflogs</Image> <!-- Credit @blu3 team [ https://blu3-
team.blogspot.com/2019/05/netconn-from-suspicious-directories.html ] -->

<Image name="Caution" condition="begin
with">C:\intel</Image> <!-- Credit @blu3 team [ https://blu3-
team.blogspot.com/2019/05/netconn-from-suspicious-directories.html ] -->

<Image name="Caution" condition="begin
with">C:\Windows\fonts</Image> <!-- Credit @blu3 team [ https://blu3-
team.blogspot.com/2019/05/netconn-from-suspicious-directories.html ] -->

<Image name="Caution" condition="begin
with">C:\Windows\system32\config</Image> <!-- Credit @blu3 team [
https://blu3-team.blogspot.com/2019/05/netconn-from-suspicious-
directories.html ] -->

<!--Suspicious Windows tools—-->

<Image condition="image">at.exe</Image> <!--Windows:
Remote task scheduling, removed in WinlO | Credit @ion-storm -->

<Image condition="image'">certutil.exe</Image> <!--
Windows: Certificate tool can contact outbound | Credit @ion-storm @FEVT [
https://twitter.com/FVT/status/834433734602530817 ] -->

<Image condition="image">cmd.exe</Image> <!--Windows:
Remote command prompt-->

<Image condition="image'">cmstp.exe</Image> <!--Windows:
Connection manager profiles can launch executables from WebDAV [
https://twitter.com/NickTyrer/status/958450014111633408 ] | Credit
@NickTyrer @Oddvarmoe @KyleHanslovan @subTee -->

<Image condition="image">cscript.exe</Image> <!--
WindowsScriptingHost: | Credit @Cyb3rOps [
https://gist.github.com/Neo23x0/a4b4af9481e01e749409 ] -->

<Image condition="image">driverquery.exe</Image> <!--
Windows: Remote recognisance of system configuration, oudated/vulnerable
drivers -->

<Image condition="image">dsquery.exe</Image> <!--
Microsoft: Query Active Directory -->

<Image condition="image'">hh.exe</Image> <!--Windows:
HTML Help Executable, opens CHM files -->

<Image condition="image">infDefaultInstall.exe</Image>

<!--Microsoft: [ https://github.com/huntresslabs/evading-autoruns ] |
Credit (@KyleHanslovan -->

<Image condition="image">java.exe</Image> <!--Java:
Monitor usage of vulnerable application and init from JAR files | Credit
@ion-storm -->

<Image condition="image'">javaw.exe</Image> <!--Java:
Monitor usage of vulnerable application and init from JAR files -->

<Image condition="image">javaws.exe</Image> <!--Java:
Monitor usage of vulnerable application and init from JAR files —-->

<Image condition="image">mmc.exe</Image> <!--Windows: --
>

<Image condition="image'">msbuild.exe</Image> <!--
Windows: [ https://www.hybrid-
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analysis.com/sample/a314f6106633fbadb70f9d6ddbeed52e8f8f44a72117749¢c21243d
c93c7ed3ac?environmentId=100 ] -->

<Image condition="image">mshta.exe</Image> <!--Windows:
HTML application executes scripts without IE protections | Credit @ion-
storm [ https://en.wikipedia.org/wiki/HTML Application ] -->

<Image condition="image">msiexec.exe</Image> <!--
Windows: Can install from http:// paths | Credit @vector-sec -->

<Image condition="image">nbtstat.exe</Image> <!--
Windows: NetBIOS statistics, attackers use to enumerate local network —-->

<Image condition="image'">net.exe</Image> <!--Windows:
Note - May not detect anything, net.exe is a front-end to lower APIs |
Credit @ion-storm -->

<Image condition="image">netl.exe</Image> <!--Windows:

Launched by "net.exe", but it may not detect connections either -->
<Image condition="image">notepad.exe</Image> <!--
Windows: [ https://secrary.com/ReversingMalware/CoinMiner/ ] |

https://blog.cobaltstrike.com/2013/08/08/why-is-notepad-exe-connecting-to-
the-internet/ ] -->

<Image condition="image">nslookup.exe</Image> <!--
Windows: Retrieve data over DNS -->

<Image condition="image">powershell.exe</Image> <!--
Windows: PowerShell interface-->

<Image condition="image">powershell ise.exe</Image> <!--
Windows: PowerShell interface-->

<Image condition="image">gprocess.exe</Image> <!--

Windows: [ https://www.first.org/resources/papers/conf2017/APT-Log-
Analysis-Tracking-Attack-Tools-by-Audit-Policy-and-Sysmon.pdf ] -->

<Image condition="image">qwinsta.exe</Image> <!--
Windows: Query remote sessions | Credit @ion-storm —-->

<Image condition="image">qwinsta.exe</Image> <!--
Windows: Remotely query login sessions on a server or workstation | Credit
@ion-storm -->

<Image condition="image'">reg.exe</Image> <!--Windows:
Remote Registry editing ability | Credit @ion-storm —-->

<Image condition="image">regsvcs.exe</Image> <!--
Windows: [ https://www.hybrid-
analysis.com/sample/3£94d7080e6c5b8f5%eeecc3d44£7e817b31562caeba21d02ad705
albfco63d67?environmentId=100 ] -->

<Image condition="image">regsvr32.exe</Image> <!--

Windows: [ https://subt0x10.blogspot.com/2016/04/bypass-application-
whitelisting-script.html ] -->

<Image condition="image">rundl1l32.exe</Image> <!--
Windows: [ https://blog.cobaltstrike.com/2016/07/22/why-is-rundl132-exe-
connecting-to-the-internet/ ] -->

<Image condition="image">rwinsta.exe</Image> <!--
Windows: Disconnect remote sessions | Credit @ion-storm —-->

<Image condition="image'">sc.exe</Image> <!--Windows:
Remotely change Windows service settings | Credit @ion-storm -->

<Image condition="image">schtasks.exe</Image> <!--
Windows: Command-line interface to local and remote tasks —-->

<Image condition="image">taskkill.exe</Image> <!--
Windows: Kill processes, has remote ability -->

<Image condition="image">tasklist.exe</Image> <!--
Windows: List processes, has remote ability -->

<Image condition="image">wmic.exe</Image> <!--
WindowsManagementInstrumentation: Credit @Cyb3rOps [
https://gist.github.com/Neo23x0/ad4bdaf9481e01e749409 ] -->
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<Image condition="image">wscript.exe</Image> <!--

WindowsScriptingHost: | Credit @arekfurt -->
<!--Live of the Land Binaries and scripts (LOLBAS) -->
<Image condition="image">bitsadmin.exe</Image> <!--
Windows: Background Intelligent Transfer Service - Can download from URLs
-——>

<Image condition="image">esentutl.exe</Image> <!--
Windows: Database utilities for the ESE - Can fetch from UNC paths -->

<Image condition="image'">expand.exe</Image> <!--
Windows: Expands one or more compressed files - Can fetch from UNC paths -
->

<Image condition="image">extrac32.exe</Image> <!--
Windows: Uncompress .cab files - Can fetch from UNC paths -->

<Image condition="image">findstr.exe</Image> <!--
Windows: Search for strings - Can fetch from UNC paths -->

<Image condition="image">GfxDownloadWrapper.exe</Image>
<!-- Intel Graphics Control Panel: Remote file download -->

<Image condition="image'">ieexec.exe</Image> <!--
Windows: Microsoft .NET Framework application - Download and execute from
URLs —-->

<Image condition="image">makecab.exe</Image> <!--
Windows: Packages existing files into a .cab - Can fetch from UNC paths --
>

<Image condition="image'">replace.exe</Image> <!--
Windows: Used to replace file with another file - Can fetch from UNC paths
-—>

<Image condition="image">Excel.exe</Image> <!-- Windows
Office: Excel - Can download from URLs -->

<Image condition="image">Powerpnt.exe</Image> <!--
Windows Office: PowerPoint - Can download from URLs -->

<Image condition="image">Winword.exe</Image> <!--
Windows Office: Word - Can download from URLs -->

<Image condition="image">squirrel.exe</Image> <!--
Windows: Update the Nuget/Squirrel packages. Part of Teams. - Can download
from URLs —-->

<!--Relevant 3rd Party Tools-->

<Image condition="image'">nc.exe</Image> <!-- Nmap's
modern version of netcat [ https://nmap.org/ncat/guide/index.html#ncat-
overview ] [ https://securityblog.gr/1517/create-backdoor-in-windows-with-
ncat/ ] -->

<Image condition="image'">ncat.exe</Image> <!-- Nmap's
modern version of netcat [ https://nmap.org/ncat/guide/index.html#ncat-
overview ] [ https://securityblog.gr/1517/create-backdoor-in-windows-with-
ncat/ ] -->

<Image condition="image'">psexec.exe</Image> <!--
Sysinternals:PsExec client side | Credit Q@Cyb3rOps -->

<Image condition="image">psexesvc.exe</Image> <!--
Sysinternals:PsExec server side | Credit @Cyb3rOps -->

<Image condition="image'">tor.exe</Image> <!--Tor [
https://www.hybrid-
analysis.com/sample/800bf028a23440134£fc834efc5¢cle02cc70£05b2e800bbc285d7¢9
2adbl26blc?environmentId=100 ] -->

<Image condition="image">vnc.exe</Image> <!-- VNC client
| Credit @Cyb3rOps -->

<Image condition="image'">vncservice.exe</Image> <!-- VNC
server | Credit @Cyb3rOps -->

<Image condition="image'">vncviewer.exe</Image> <!-- VNC
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client | Credit @Cyb3rOps -->

<Image condition="image">winexesvc.exe</Image> <!--
Winexe service executable | Credit @Cyb3rOps -->

<Image condition="image">nmap.exe</Image>

<Image condition="image">psinfo.exe</Image>

<!--Ports: Suspicious-->
<DestinationPort name="SSH"
condition="is">22</DestinationPort> <!--SSH protocol, monitor admin

connections-->

<DestinationPort name="Telnet"
condition="1is">23</DestinationPort> <!--Telnet protocol, monitor admin
connections, insecure-->

<DestinationPort name="SMTP"
condition="is">25</DestinationPort> <!--SMTP mail protocol port, insecure,
used by threats-->

<DestinationPort name="IMAP"
condition="1is">143</DestinationPort> <!--IMAP mail protocol port,
insecure, used by threats-->

<DestinationPort name="RDP"
condition="1s">3389</DestinationPort> <!--Windows:RDP: Monitor admin
connections-->

<DestinationPort name="VNC"
condition="is">5800</DestinationPort> <!--VNC protocol: Monitor admin
connections, often insecure, using hard-coded admin password-->

<DestinationPort name="VNC"
condition="1s">5900</DestinationPort> <!--VNC protocol Monitor admin
connections, often insecure, using hard-coded admin password-->

<DestinationPort name="Alert, Metasploit"
condition="is">4444</DestinationPort>

<!--Ports: Proxy-->

<DestinationPort name="Proxy"
condition="1is">1080</DestinationPort> <!--Socks proxy port | Credit @ion-
storm-->

<DestinationPort name="Proxy"
condition="1is">3128</DestinationPort> <!--Socks proxy port | Credit @ion-
storm-->

<DestinationPort name="Proxy"
condition="1is">8080</DestinationPort> <!--Socks proxy port | Credit @ion-
storm-->

<!--Ports: Tor-->

<DestinationPort name="Tor"
condition="1s">1723</DestinationPort> <!--Tor protocol [
https://attack.mitre.org/wiki/Technique/T1090 ] | Credit Q@ion-storm-->

<DestinationPort name="Tor"
condition="1s">9001</DestinationPort> <!--Tor protocol [
http://www.computerworlduk.com/tutorial/security/tor-enterprise-2016-
blocking-malware-darknet-use-rogue-nodes-3633907/ ] -->

<DestinationPort name="Tor"
condition="1is">9030</DestinationPort> <!--Tor protocol [
http://www.computerworlduk.com/tutorial/security/tor-enterprise-2016-

blocking-malware-darknet-use-rogue-nodes-3633907/ ] -->
</NetworkConnect>
</RuleGroup>
<RuleGroup name="" groupRelation="or">

<NetworkConnect onmatch="exclude">
<!--SECTION: Microsoft—-->
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<Image condition="begin
with">C:\ProgramData\Microsoft\Windows Defender\Platform\</Image>

<Image condition="end
with">AppData\Local\Microsoft\Teams\current\Teams.exe</Image> <!--
Microsoft: Teams-->

<DestinationHostname condition="end
with">.microsoft.com</DestinationHostname> <!--Microsoft:Update delivery--
>

<DestinationHostname condition="end
with">microsoft.com.akadns.net</DestinationHostname> <!--Microsoft:Update
delivery—-->

<DestinationHostname condition="end
with">microsoft.com.nsatc.net</DestinationHostname> <!--Microsoft:Update
delivery-->

<!--0CSP known addresses-->

<DestinationIp condition="is">23.4.43.27</DestinationIp>
<!--Digicert [ https://otx.alienvault.com/indicator/ip/23.4.43.27 ] -->

<DestinationIp
condition="1is">72.21.91.29</DestinationIp> <!--Digicert [
https://otx.alienvault.com/indicator/ip/72.21.91.29 ] -->

<!--Section: Loopback Addresses-->

<DestinationIp condition="is">127.0.0.1</DestinationIp>
<!--Credit Q@ITProPaul-->

<DestinationIp condition="begin
with">fe80:0:0:0</DestinationIp> <!--Credit QITProPaul-->

</NetworkConnect>
</RuleGroup>

<!--SYSMON EVENT ID 4 : RESERVED FOR SYSMON SERVICE STATUS MESSAGES-

->
<!--DATA: UtcTime, State, Version, SchemaVersion-->
<!--Cannot be filtered.-->
<!--SYSMON EVENT ID 5 : PROCESS ENDED [ProcessTerminate]-->
<!--COMMENT: Useful data in building infection
timelines.-->

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image-->
<RuleGroup name="" groupRelation="or">
<ProcessTerminate onmatch="include">
<Image condition="begin with">C:\Users</Image> <!--
Process terminations by user binaries-->
<Image condition="begin with">\</Image> <!--Devices and

VSC shouldn't be executing changes | Credit: @SBousseaden (@ionstorm
@neubSron @PerchedSystems [
https://twitter.com/SwiftOnSecurity/status/1133167323991486464 ] -->
</ProcessTerminate>
</RuleGroup>
<RuleGroup name="" groupRelation="or">

<ProcessTerminate onmatch="exclude">
</ProcessTerminate>
</RuleGroup>

<!--SYSMON EVENT ID 6 : DRIVER LOADED INTO KERNEL [DriverLoad]-->
<!--COMMENT : Because drivers with bugs can be used to
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escalate to kernel permissions, be extremely selective
about what you exclude from monitoring. Low event
volume, little incentive to exclude.

[ https://attack.mitre.org/wiki/Technique/T1014 ] -->
<!--TECHNICAL: Sysmon will check the signing certificate
revocation status of any driver you don't exclude.-->

<!--DATA: UtcTime, ImagelLoaded, Hashes, Signed, Signature,
SignatureStatus—-->
<RuleGroup name="" groupRelation="or">
<DriverLoad onmatch="exclude">
<Signature condition="contains">microsoft</Signature>
<!--Exclude signed Microsoft drivers-->
<Signature condition="contains">windows</Signature> <!--
Exclude signed Microsoft drivers—-->
<Signature condition="begin with">Intel </Signature> <!-
-Exclude signed Intel drivers-->
</DriverLoad>
</RuleGroup>

<!--SYSMON EVENT ID 7 : DLL (IMAGE) LOADED BY PROCESS [ImageLoad]-->
<!--COMMENT : Can cause high system load, disabled by
default.-->
<!--COMMENT: [
https://attack.mitre.org/wiki/Technique/T1073 ] [
https://attack.mitre.org/wiki/Technique/T1038 ] [
https://attack.mitre.org/wiki/Technique/T1034 ] -->

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image, ImagelLoaded,
Hashes, Signed, Signature, SignatureStatus-->
<RuleGroup name="" groupRelation="or">
<Imageload onmatch="include">
<!--NOTE: Using "include" with no rules means nothing in
this section will be logged-->
</ImageLoad>
</RuleGroup>

<!--SYSMON EVENT ID 8 : REMOTE THREAD CREATED [CreateRemoteThread]--
>
<!--COMMENT : Monitor for processes injecting code into
other processes. Often used by malware to cloak their actions. Also when
Firefox loads Flash.
[ https://attack.mitre.org/wiki/Technique/T1055 ] -->

<!--DATA: UtcTime, SourceProcessGuid, SourceProcessId,
Sourcelmage, TargetProcessld, TargetImage, NewThreadId, StartAddress,
StartModule, StartFunction—-->
<RuleGroup name="" groupRelation="or">
<CreateRemoteThread onmatch="exclude'">
<!--COMMENT: Exclude mostly-safe sources and log
anything else.-->

<Sourcelmage
condition="is">C:\Windows\system32\wbem\WmiPrvSE.exe</Sourcelmage>
<Sourcelmage
condition="is">C:\Windows\system32\svchost.exe</SourceImage>
<Sourcelmage

condition="is">C:\Windows\system32\wininit.exe</SourcelImage>

Xpran Tou gpyaAgiou sysmon yia Tov eVTOTTIIoNS eTTIBECEWY ETWTEPIKAG JETAKIVNONG £VOG ETTITIOEUEVOU 111




MetaTTuxiakr AilaTpiBn Apdakog MixanA

<Sourcelmage
condition="is">C:\Windows\system32\csrss.exe</Sourcelmage>
<Sourcelmage
condition="is">C:\Windows\system32\services.exe</Sourcelmage>
<Sourcelmage
condition="is">C:\Windows\system32\winlogon.exe</SourceImage>
<Sourcelmage
condition="is">C:\Windows\system32\audiodg.exe</SourceImage>
<StartModule
condition="is">C:\Windows\system32\kernel32.dl1l</StartModule>
<TargetImage condition="is">C:\Program Files
(x86) \Google\Chrome\Application\chrome.exe</TargetImage>
</CreateRemoteThread>
</RuleGroup>

<!--SYSMON EVENT ID 9 : RAW DISK ACCESS [RawAccessRead]-->
<!--EVENT 9: "RawAccessRead detected"-->
<!--COMMENT: Can cause high system load, disabled by
default.-->
<!--COMMENT: Monitor for raw sector-level access to the
disk, often used to bypass access control lists or access locked files.
Disabled by default since including even one entry here
activates this component. Reward/performance/rule maintenance decision.
Encourage you to experiment with this feature yourself.
[ https://attack.mitre.org/wiki/Technique/T1067 ] -->
<!--COMMENT : You will likely want to set this to a full
capture on domain controllers, where no process should be doing raw
reads.——>

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image, Device-->
<RuleGroup name="" groupRelation="or">
<RawAccessRead onmatch="include">
<!--NOTE: Using "include" with no rules means nothing in
this section will be logged-->
</RawAccessRead>
</RuleGroup>

<!-=-SYSMON EVENT ID 10 : INTER-PROCESS ACCESS [ProcessAccess]-->
<!--EVENT 10: "Process accessed"-->

<!--COMMENT: Can cause high system load, disabled by
default.-->

<!--COMMENT: Monitor for processes accessing other
process' memory.-—-—>

<!--DATA: UtcTime, SourceProcessGuid, SourceProcessId,

SourceThreadId, Sourcelmage, TargetProcessGuid, TargetProcessld,
TargetImage, GrantedAccess, CallTrace-->
<RuleGroup name="" groupRelation="or">
<ProcessAccess onmatch="include">
<!--NOTE: Using "include" with no rules means nothing in
this section will be logged-->
</ProcessAccess>
</RuleGroup>

<!--SYSMON EVENT ID 11 : FILE CREATED [FileCreate]-->

<!--EVENT 11: "File created"-->
<!--NOTE: Other filesystem "minifilters" can make it appear
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to Sysmon that some files are being written twice. This is not a Sysmon
issue, per Mark Russinovich.-->

<!--NOTE: You may not see files detected by antivirus. Other
filesystem minifilters, like antivirus, can act before Sysmon receives the
alert a file was written.-->

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image,
TargetFilename, CreationUtcTime-->
<RuleGroup name="" groupRelation="or">
<FileCreate onmatch="include">

<TargetFilename name="T1023" condition="contains">\Start
Menu</TargetFilename> <!--Windows: Startup links and shortcut modification
[ https://attack.mitre.org/wiki/Technique/T1023 ] -->

<TargetFilename name="T1165"
condition="contains">\Startup\</TargetFilename> <!--Microsoft:Changes to
user's auto-launched files and shortcuts-->

<TargetFilename name="OutlookAttachment"
condition="contains">\Content.Outlook\</TargetFilename> <!--
Microsoft:Outlook: attachments-->

<TargetFilename name="Downloads"
condition="contains">\Downloads\</TargetFilename> <!--Downloaded files.
Does not include "Run" files in IE-->

<TargetFilename condition="end
with">.application</TargetFilename> <!--Microsoft:ClickOnce: |
https://blog.netspi.com/all-you-need-is-one-a-clickonce-love-story/ ] -->

<TargetFilename condition="end with">.appref-
ms</TargetFilename> <!--Microsoft:ClickOnce application | Credit @ion-
storm -->

<TargetFilename condition="end
with">.bat</TargetFilename> <!--Batch scripting-->

<TargetFilename condition="end
with">.chm</TargetFilename>

<TargetFilename condition="end
with">.emd</TargetFilename> <!--Batch scripting: Batch scripts can also
use the .cmd extension | Credit: @mmazanec —-->

<TargetFilename condition="end
with">.cmdline</TargetFilename> <!--Microsoft:dotNet: Executed by
cvtres.exe—-—>

<TargetFilename name="T1176" condition="end
with">.crx</TargetFilename> <!--Chrome extension-->

<TargetFilename condition="end
with">.dmp</TargetFilename> <!--Process dumps [ (fr)
http://blog.gentilkiwi.com/securite/mimikatz/minidump ] -->

<TargetFilename condition="end
with">.docm</TargetFilename> <!--Microsoft:0ffice:Word: Macro-->

<TargetFilename name="DLL" condition="end
with">.dll</TargetFilename> <!--Microsoft:0ffice:Word: Macro-->

<TargetFilename name="EXE" condition="end
with">.exe</TargetFilename> <!--Executable-->

<TargetFilename name="ProcessHostingdotNETCode"
condition="end with">.exe.log</TargetFilename> <!-- |
https://github.com/bitsadmin/nopowershell ] | Credit: @SBousseaden [
https://twitter.com/SBousseaden/status/1137493597769687040 ] —-->

<TargetFilename condition="end
with">.jar</TargetFilename> <!--Java applets-->

<TargetFilename condition="end
with">.jnlp</TargetFilename> <!--Java applets-->
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<TargetFilename condition="end
with">.jse</TargetFilename> <!--Scripting [ Example:
https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-
spyware/Mal~Phires-C/detailed-analysis.aspx ] —-->

<TargetFilename condition="end
with"> . hta</TargetFilename> <!--Scripting-->

<TargetFilename condition="end
with">.job</TargetFilename> <!--Scheduled task-->

<TargetFilename condition="end
with">.pptm</TargetFilename> <!--Microsoft:0ffice:Word: Macro-->

<TargetFilename condition="end
with">.psl</TargetFilename> <!--PowerShell [ More information:
http://www.hexacorn.com/blog/2014/08/27/beyond-good-ol-run-key-part-16/ ]
-—>

<TargetFilename condition="end
with">.sct</TargetFilename> <!--Scripting | Credit @bartblaze -->

<TargetFilename condition="end
with">.sys</TargetFilename> <!--System driver files-->

<TargetFilename condition="end
with">.scr</TargetFilename> <!--System driver files-->

<TargetFilename condition="end
with">.vbe</TargetFilename> <!--VisualBasicScripting-->

<TargetFilename condition="end
with">.vbs</TargetFilename> <!--VisualBasicScripting-->

<TargetFilename condition="end
with">.wse</TargetFilename> <!--Scripting | Credit @bartblaze -->

<TargetFilename condition="end
with">.wsf</TargetFilename> <!--Scripting | Credit @bartblaze -->

<TargetFilename condition="end
with">.xlsm</TargetFilename> <!--Microsoft:0ffice:Word: Macro-->

<TargetFilename condition="end
with">.o0cx</TargetFilename> <!--Microsoft:ActiveX-->

<TargetFilename condition="end
with">proj</TargetFilename><!--Microsoft:MSBuild:Script: [
https://twitter.com/subTee/status/885919612969394177 ] -->

<TargetFilename condition="end
with">.sln</TargetFilename><!--Microsoft:MSBuild:Script: [
https://twitter.com/subTee/status/885919612969394177 ] -->

<TargetFilename condition="end
with">.xls</TargetFilename><!--Microsoft [
https://medium.com/@threathuntingteam/msxsl-exe-and-wmic-exe-a-way-to-
proxy-code-execution-8d524£642b75 ] -->

<TargetFilename name="DefaultUserModified"
condition="begin with">C:\Users\Default</TargetFilename> <!--Windows:
Changes to default user profile-->

<TargetFilename condition="begin
with">C:\Windows\system32\Drivers</TargetFilename> <!--Microsoft: Drivers
dropped here-->

<TargetFilename condition="begin
with">C:\Windows\SysWOW64\Drivers</TargetFilename> <!--Microsoft: Drivers
dropped here-->

<TargetFilename name="T1037,T1484" condition="begin
with">C:\Windows\system32\GroupPolicy\Machine\Scripts</TargetFilename> <!-
-Group policy [ More information:
http://www.hexacorn.com/blog/2017/01/07/beyond-good-ol-run-key-part-52/ ]
-—>

<TargetFilename name="T1037,T1484" condition="begin
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with">C:\Windows\system32\GroupPolicy\User\Scripts</TargetFilename> <!--
Group policy [ More information:
http://www.hexacorn.com/blog/2017/01/07/beyond-good-ol-run-key-part-52/ ]
-——>

<TargetFilename condition="begin

with">C:\Windows\system32\Wbem</TargetFilename> <!--Microsoft:WMI: [ More
information:
http://2014.hackitoergosum.org/slides/dayl WMI Shell Andrei Dumitrescu.pdf
1 -—>
<TargetFilename condition="begin

with">C:\Windows\SysWOW64\Wbem</TargetFilename> <!--Microsoft:WMI: [ More
information:
http://2014.hackitoergosum.org/slides/dayl WMI Shell Andrei Dumitrescu.pdf
1 -—>

<TargetFilename condition="begin
with">C:\Windows\system32\WindowsPowerShell</TargetFilename> <!--
Microsoft:Powershell: Look for modifications for persistence [
https://www.malwarearchaeology.com/cheat-sheets ] -->

<TargetFilename condition="begin
with">C:\Windows\SysWOW64\WindowsPowerShell</TargetFilename> <!--
Microsoft:Powershell: Look for modifications for persistence [
https://www.malwarearchaeology.com/cheat-sheets ] —-->

<TargetFilename name="T1053" condition="begin
with">C:\Windows\Tasks\</TargetFilename> <!--Microsoft:ScheduledTasks [
https://attack.mitre.org/wiki/Technique/T1053 ] —-->

<TargetFilename name="T1053" condition="begin
with">C:\Windows\system32\Tasks</TargetFilename> <!--
Microsoft:ScheduledTasks [ https://attack.mitre.org/wiki/Technique/T1053 ]
-—>

<TargetFilename name="T1053" condition="begin
with">C:\Windows\SysWOW64\Tasks</TargetFilename> <!--
Microsoft:ScheduledTasks [ https://attack.mitre.org/wiki/Technique/T1053 ]
-——>

<Image condition="begin
with">\Device\HarddiskVolumeShadowCopy</Image> <!--Nothing should be
executing from VSC | Credit: @SBousseaden [
https://twitter.com/SBousseaden/status/1133030955407630336 ] —-->

<!--Windows application compatibility-->

<TargetFilename condition="begin
with">C:\Windows\AppPatch\Custom</TargetFilename> <!--Windows: Application
compatibility shims [ https://www.fireeye.com/blog/threat-
research/2017/05/fin7-shim-databases-persistence.html ] -->

<TargetFilename
condition="contains">VirtualStore</TargetFilename> <!--Windows: UAC
virtualization [ https://blogs.msdn.microsoft.com/oldnewthing/20150902-
00/?p=91681 ] —-->

<!--Exploitable file names-->

<TargetFilename condition="end
with">.xls</TargetFilename> <!--Legacy Office files are often used for
attacks-->

<TargetFilename condition="end
with">.ppt</TargetFilename> <!--Legacy Office files are often used for
attacks-->

<TargetFilename condition="end
with">.rtf</TargetFilename> <!--RTF files often 0day malware vectors when
opened by Office-->

</FileCreate>
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</RuleGroup>

<RuleGroup name="" groupRelation="or">
<FileCreate onmatch="exclude'">
<!--SECTION: Microsoft-->
<Image condition="is">C:\Program Files (x86)\EMET
5.5\EMET_Service.exe</Image> <!--Microsoft:EMET: Writes to
C:\Windows\AppPatch\-->
<!--SECTION: Microsoft:0ffice:Click2Run-->
<Image condition="is">C:\Program Files\Common
Files\Microsoft Shared\ClickToRun\OfficeC2RClient.exe</Image> <!--
Microsoft:0ffice Click2Run-->
<!--SECTION: Windows-->

<Image
condition="is">C:\Windows\system32\smss.exe</Image> <!-- Windows: Session
Manager SubSystem: Creates swapfile.sys,pagefile.sys,hiberfile.sys-->
<Image

condition="is">C:\Windows\system32\CompatTelRunner.exe</Image> <!--
Windows: Windows 10 app, creates tons of cache files-->

<Image
condition="is">\\?\C:\Windows\system32\wbem\WMIADAP.EXE</Image> <!--
Windows: WMI Performance updates—-->

<Image
condition="is">C:\Windows\system32\mobsync.exe</Image> <!--Windows:
Network file syncing-->

<TargetFilename condition="begin
with">C:\Windows\system32\DriverStore\Temp\</TargetFilename> <!-- Windows:
Temp files by DrvInst.exe-->

<TargetFilename condition="begin
with">C:\Windows\system32\wbem\Performance\</TargetFilename> <!-- Windows:
Created in wbem by WMIADAP.exe-->

<TargetFilename condition="begin
with">C:\Windows\Installer\</TargetFilename> <!--Windows:Installer: Ignore
MSI installer files caching-->

<!--SECTION: Windows:Updates—-->

<TargetFilename condition="begin
with">C:\$WINDOWS.~BT\Sources\</TargetFilename> <!-- Windows: Feature
updates containing lots of .exe and .sys—-—->

<Image condition="begin
with">C:\Windows\winsxs\amd64 microsoft-windows</Image> <!-- Windows:
Windows update-->

</FileCreate>
</RuleGroup>

<!--SYSMON EVENT ID 12 & 13 & 14 : REGISTRY MODIFICATION
[RegistryEvent]-->
<!--EVENT 12: "Registry object added or deleted"-->
<!--EVENT 13: "Registry value set"-->
<!--EVENT 14: "Registry objected renamed"-->

<!--NOTE: Windows writes hundreds or thousands of registry
keys a minute, so just because you're not changing things, doesn't mean
these rules aren't being run.-->

<!--NOTE: You do not have to spend a lot of time worrying
about performance, CPUs are fast, but it's something to consider. Every
rule and condition type has a small cost.-->

<!--NOTE: "contains" works by finding the first letter, then
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matching the second, etc, so the first letters should be as low-occurrence
as possible.-->

<!--NOTE: [ https://attack.mitre.org/wiki/Technique/T1112 ]
-——>

<!--TECHNICAL: You cannot filter on the "Details"
attribute, due to performance issues when very large keys are written, and
variety of data formats-->

<!--TECHNICAL: Possible prefixes are HKLM, HKCR, and HKU-->

<!--CRITICAL: Schema version 3.30 and higher change
HKLM\="\REGISTRY\MACHINE\" and HKU\="\REGISTRY\USER\" and
HKCR\="\REGISTRY\MACHINE\SOFTWARE\Classes\" and
CurrentControlSet="ControlSet001"-->

<!--CRITICAL: Due to a bug, Sysmon versions BEFORE 7.01
may not properly log with the new prefix style for registry keys that was
originally introduced in schema version 3.30-->

<!--NOTE: Because Sysmon runs as a service, it has no
filtering ability for, or concept of, HKCU or HKEY CURRENT USER. Use
"contains" or "end with" to get around this limitation-->

<!-— | CRITICAL NOTE !: It may appear this section is MISSING
important entries, but SOME RULES MONITOR MANY KEYS, so look VERY
CAREFULLY to see if something is already covered.

Sysmon's wildcard
monitoring along with highly-tuned generic strings cuts the rulesets down
immensely, compared to doing this in other tools.

For example, most COM
hijacking in CLSID's across the registry is covered by a single rule
monitoring a InProcServer32 wildcard-->

<!--DATA: EventType, UtcTime, ProcessGuid, ProcessId, Image,
TargetObject, Details (can't filter on), NewName (can't filter on)-->
<RuleGroup name="" groupRelation="or">
<RegistryEvent onmatch="include">
<!--Autorun or Startups-->
<!--ADDITIONAL REFERENCE: [
http://www.ghacks.net/2016/06/04/windows-automatic-startup-locations/ ] --
>
<!--ADDITIONAL REFERENCE: [
https://view.officeapps.live.com/op/view.aspx?src=https://arsenalrecon.com

/downloads/resources/Registry Keys Related to Autorun.ods ] -->
<!--ADDITIONAL REFERENCE: [
http://www.silentrunners.org/launchpoints.html ] -->

<!--ADDITIONAL REFERENCE: [
https://www.microsoftpressstore.com/articles/article.aspx?p=2762082&segNum
=21 -—>
<!--ADDITIONAL REFERENCE: [
https://web.archive.org/web/20200116001643/http://scholarworks.rit.edu/cgi
/viewcontent.cgi?article=1533&context=theses | Understanding malware
autostart techniques - Matthew Gottlieb ] -->
<TargetObject name="T1060,RunKey"
condition="contains">CurrentVersion\Run</TargetObject> <!--Windows:
Wildcard for Run keys, including RunOnce, RunOnceEx, RunServices,
RunServicesOnce [Also covers terminal server] -->
<TargetObject name="T1060,RunPolicy"
condition="contains">Policies\Explorer\Run</TargetObject> <!--Windows:
Alternate runs keys | Credit @ion-storm-->

Xpran Tou gpyaAgiou sysmon yia Tov eVTOTTIIoNS eTTIBECEWY ETWTEPIKAG JETAKIVNONG £VOG ETTITIOEUEVOU 117




MetaTTuxiakr AilaTpiBn Apdakog MixanA

<TargetObject name="T1484" condition="contains">Group
Policy\Scripts</TargetObject> <!--Windows: Group policy scripts-->

<TargetObject name="T1484"
condition="contains">Windows\System\Scripts</TargetObject> <!--Windows:
Wildcard for Logon, Loggoff, Shutdown-->

<TargetObject name="T1060"
condition="contains">CurrentVersion\Windows\Load</TargetObject> <!--
Windows: [ https://msdn.microsoft.com/en-us/library/jj874148.aspx ] -->

<TargetObject name="T1060"
condition="contains">CurrentVersion\Windows\Run</TargetObject> <!--
Windows: [ https://msdn.microsoft.com/en-us/library/jj874148.aspx ] -->

<TargetObject name="T1060"
condition="contains">CurrentVersion\Winlogon\Shell</TargetObject> <!--
Windows: [ https://msdn.microsoft.com/en-
us/library/ms838576 (v=winembedded.5) .aspx ] —-->

<TargetObject name="T1060"
condition="contains">CurrentVersion\Winlogon\System</TargetObject> <!--
Windows [ https://www.exterminate-it.com/malpedia/regvals/zlob-dns-
changer/118 ] -->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify</TargetObject> <!--Windows: Autorun
location [ https://attack.mitre.org/wiki/Technique/T1004 1 [
https://www.cylance.com/windows-registry-persistence-part-2-the-run-keys-
and-search-order ] -->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Shell</TargetObject> <!--Windows: [
https://technet.microsoft.com/en-us/library/ee851671.aspx ] —-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Userinit</TargetObject> <!--Windows: Autorun
location [ https://www.cylance.com/windows-registry-persistence-part-2-
the-run-keys-and-search-order ] -->

<TargetObject condition="begin
with">HKLM\Software\WOW6432Node\Microsoft\Windows
NT\CurrentVersion\Drivers32</TargetObject> <!--Windows: Legacy driver
loading | Credit @ion-storm -->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\Session
Manager\BootExecute</TargetObject> <!--Windows: Autorun | Credit @ion-
storm | [ https://www.cylance.com/windows-registry-persistence-part-2-the-
run-keys—-and-search-order ] -->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\AeDebug</TargetObject> <!--Windows: Automatic program
crash debug program [
https://www.symantec.com/security response/writeup.jsp?docid=2007-050712-
5453-99&tabid=2 ] -->

<TargetObject
condition="contains">UserInitMprLogonScript</TargetObject> <!--Windows:
Legacy logon script environment variable [
http://www.hexacorn.com/blog/2014/11/14/beyond-good-ol-run-key-part-18/ ]
-—>

<TargetObject name="T1112,ChangeStartupFolderPath"
condition="end with">user shell folders\startup</TargetObject> <!--Monitor
changes to Startup folder location for monitoring evasion | Credit
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@SBousseaden-->

<!--Services-->

<TargetObject name="T1031,T1050" condition="end
with">\ServiceDll</TargetObject> <!--Windows: Points to a service's DLL [
https://blog.cylance.com/windows-registry-persistence-part-l-introduction-
attack-phases-and-windows-services ] —-->

<TargetObject name="T1031,T1050" condition="end
with">\ServiceManifest</TargetObject> <!--Windows: Manifest pointing to
service's DLL [
https://www.geoffchappell.com/studies/windows/win32/services/svchost/index
.htm ] -—>

<TargetObject name="T1031,T1050" condition="end
with">\ImagePath</TargetObject> <!--Windows: Points to a service's EXE |
https://attack.mitre.org/wiki/Technique/T1050 ] -->

<TargetObject name="T1031,T1050" condition="end
with">\Start</TargetObject> <!--Windows: Services start mode changes
(Disabled, Automatically, Manual)-->

<!=--RDP-->

<TargetObject name="RDP port change" condition="end
with">Control\Terminal Server\WinStations\RDP-
Tcp\PortNumber</TargetObject> <!--Windows: RDP port change under Control [
https://blog.menasec.net/2019/02/of-rdp-hijacking-partl-remote-
desktop.html ]-->

<TargetObject name="RDP port change" condition="end
with">Control\Terminal Server\fSingleSessionPerUser</TargetObject> <!--
Windows: Allow same user to have mutliple RDP sessions, to hide from admin
being impersonated-->

<TargetObject name="ModifyRemoteDesktopState"
condition="end with">fDenyTSConnections</TargetObject> <!--Windows:
Attacker turning on RDP-->

<TargetObject condition="end
with">LastLoggedOnUser</TargetObject> <!--Windows: Changing last-logged in
user-->

<TargetObject name="ModifyRemoteDesktopPort"
condition="end with">RDP-tcp\PortNumber</TargetObject> <!--Windows:
Changing RDP port to evade IDS-->

<TargetObject condition="end
with">Services\PortProxy\v4dtov4d</TargetObject> <!--Windows: Changing RDP
port to evade IDS-->

<!--CLSID launch commands and Default File Association
changes—->

<TargetObject name="T1042"
condition="contains">\command\</TargetObject> <!--Windows: Sensitive sub-
key under file associations and CLSID that map to launch command-->

<TargetObject name="T1122"
condition="contains">\ddeexec\</TargetObject> <!--Windows: Sensitive sub-
key under file associations and CLSID that map to launch command-->

<TargetObject name="T1122"
condition="contains">{86C86720-42A0-1069-A2E8-08002B30309D}</TargetObject>
<!--Windows: Tooltip handler-->

<TargetObject name="T1042"
condition="contains">exefile</TargetObject> <!--Windows Executable
handler, to log any changes not already monitored-->

<!--Windows COM-->

<TargetObject name="T1122" condition="end
with">\InprocServer32\ (Default)</TargetObject> <!--Windows:COM Object
Hijacking [ https://blog.gdatasoftware.com/2014/10/23941-com-object-
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hijacking-the-discreet-way-of-persistence ] | Credit @ion-storm -->

<!--Windows shell visual modifications used by malware--
>

<TargetObject name="T1158" condition="end
with">\Hidden</TargetObject> <!--Windows:Explorer: Some types of malware
try to hide their hidden system files from the user, good signal event -->

<TargetObject name="T1158" condition="end
with">\ShowSuperHidden</TargetObject> <!--Windows:Explorer: Some types of
malware try to hide their hidden system files from the user, good signal
event [ Example:
https://www.symantec.com/security response/writeup.jsp?docid=2007-061811-
4341-99&tabid=2 ] -->

<TargetObject name="T1158" condition="end
with">\HideFileExt</TargetObject> <!--Windows:Explorer: Some malware hides
file extensions to make diagnosis/disinfection more daunting to novice
users —-->

<!--Windows shell hijack and modifications-->

<TargetObject
condition="contains">Classes\*\</TargetObject> <!--Windows:Explorer: [
http://www.silentrunners.org/launchpoints.html ] -->

<TargetObject
condition="contains">Classes\AllFilesystemObjects\</TargetObject> <!--
Windows:Explorer: [ http://www.silentrunners.org/launchpoints.html ] -->

<TargetObject
condition="contains">Classes\Directory\</TargetObject> <!--
Windows:Explorer: [ https://stackoverflow.com/questions/1323663/windows—
shell-context-menu-option ] -->

<TargetObject

condition="contains">Classes\Drive\</TargetObject> <!--Windows:Explorer: |
https://stackoverflow.com/questions/1323663/windows—-shell-context-menu-
option ] -->

<TargetObject
condition="contains">Classes\Folder\</TargetObject> <!--Windows:Explorer:
ContextMenuHandlers, DragDropHandlers, CopyHookHandlers, [
https://stackoverflow.com/questions/1323663/windows-shell-context-menu-
option ] —-->

<TargetObject
condition="contains">Classes\PROTOCOLS\</TargetObject> <!--
Windows:Explorer: Protocol handlers—-->

<TargetObject
condition="contains">ContextMenuHandlers\</TargetObject> <!--Windows: [
http://oalabs.openanalysis.net/2015/06/04/malware-persistence-
hkey_current_user—shell—extension—handlers/ 1 -——>

<TargetObject
condition="contains">CurrentVersion\Shell</TargetObject> <!--Windows:
Shell Folders, ShellExecuteHooks, ShellIconOverloadIdentifers,
ShellServiceObjects, ShellServiceObjectDelayLoad [
http://oalabs.openanalysis.net/2015/06/04/malware-persistence-
hkey current user-shell-extension-handlers/ ] -->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\explorer\ShellExecute
Hooks</TargetObject> <!--Windows: ShellExecuteHooks-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\explorer\ShellService
ObjectDelaylLoad</TargetObject> <!--Windows: ShellExecuteHooks-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\explorer\ShellIconOve
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rlayIdentifiers</TargetObject> <!--Windows: ShellExecuteHooks-->

<!--AppPaths hijacking-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\App
Paths\</TargetObject> <!--Windows: Credit to Q@Hexacorn [
http://www.hexacorn.com/blog/2013/01/19/beyond-good-ol-run-key-part-3/ ] -
->

<!--Terminal service boobytrap-->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp\InitialProgram</TargetObject> <!--Windows:RDP:
Note other Terminal Server run keys are handled by another wildcard
already—-->

<!--Group Policy integrity-->

<TargetObject name="T1484" condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\GPExtensions\</TargetObject> <!--Windows: Group
Policy internally uses a plug-in architecture that nothing should be
modifying-->

<!--Winsock and Winsock2-->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Services\WinSock</TargetObject> <!--
Windows: Wildcard, includes Winsock and Winsock2-->

<TargetObject condition="end
with">\ProxyServer</TargetObject> <!--Windows: System and user proxy
server—-->

<!--Credential providers-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\Authentication\Creden
tial Provider</TargetObject> <!--Wildcard, includes Credential Providers
and Credential Provider Filters—-->

<TargetObject name="T1101" condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\Lsa\</TargetObject> <!-- [
https://attack.mitre.org/wiki/Technique/T1131 ] [
https://attack.mitre.org/wiki/Technique/T1101 ] -->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders</TargetObjec
t> <!--Windows: Changes to WDigest-UseLogonCredential for password
scraping [ https://www.trustedsec.com/april-2015/dumping-wdigest-creds-
with-meterpreter-mimikatzkiwi-in-windows-8-1/ ] -->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Netsh</TargetObject> <!--Windows: Netsh
helper DLL [ https://attack.mitre.org/wiki/Technique/T1128 ] -->

<TargetObject
condition="contains">Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ProxyEnable</TargetObject> <!--Windows: Malware often disables a
web proxy for 2nd stage downloads -->

<!--Networking-->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\NetworkProvider\Order\</Target
Object> <!--Windows: Order of network providers that are checked to
connect to destination [ https://www.malwarearchaeology.com/cheat-sheets ]
-——>

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\NetworkList\Profiles</TargetObject> <!--Windows: |
Credit @ion-storm -->
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<TargetObject name="T1089" condition="end
with">\EnableFirewall</TargetObject> <!--Windows: Monitor for firewall
disablement, all firewall profiles [
https://attack.mitre.org/wiki/Technique/T1089 ] -->

<TargetObject name="T1089" condition="end
with">\DoNotAllowExceptions</TargetObject> <!--Windows: Monitor for
firewall disablement, all firewall profiles [
https://attack.mitre.org/wiki/Technique/T1089 ] -->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\Firew
allPolicy\StandardProfile\AuthorizedApplications\List</TargetObject> <!--
Windows Firewall authorized applications for all networks| Credit @ion-
storm -->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\Firew
allPolicy\DomainProfile\AuthorizedApplications\List</TargetObject> <!--
Windows Firewall authorized applications for domain networks -->

<!--DLLs that get injected into every process at launch-
->

<TargetObject name="T1103" condition="begin
with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Windows\Appinit D1lls\</TargetObject> <!--Windows:
Feature disabled by default [
https://attack.mitre.org/wiki/Technique/T1103 ] -->

<TargetObject name="T1103" condition="begin
with">HKLM\Software\Wow6432Node\Microsoft\Windows
NT\CurrentVersion\Windows\Appinit D1lls\</TargetObject> <!--Windows:
Feature disabled by default [
https://attack.mitre.org/wiki/Technique/T1103 ] -->

<TargetObject condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\Session
Manager\AppCertDlls\</TargetObject> <!--Windows: Credit to @Hexacorn [
http://www.hexacorn.com/blog/2013/01/19/beyond-good-ol-run-key-part-3/ 1 [
https://blog.comodo.com/malware/trojware-win32-trojanspy-volisk-a/ ] -->

<!--Office-->

<TargetObject name="T1137"
condition="contains">Microsoft\Office\Outlook\Addins\</TargetObject> <!--
Microsoft:0ffice: Outlook add-ins, access to sensitive data and often
cause issues-->

<TargetObject name="T1137" condition="contains">Office
Test\</TargetObject> <!-- Microsoft:0ffice: Persistence method [
http://www.hexacorn.com/blog/2014/04/16/beyond-good-ol-run-key-part-10/ ]
| Credit @Hexacorn -->

<TargetObject
name="Context, ProtectedModeExitOrMacrosUsed"
condition="contains">Security\Trusted
Documents\TrustRecords</TargetObject> <!--Microsoft:0ffice: Monitor when
"Enable editing" or "Enable macros" is used | Credit @OutflankNL | [
https://outflank.nl/blog/2018/01/16/hunting-for-evil-detect-macros-being-
executed/ ] -->

<TargetObject name="Context,ContactedDomain"
condition="end with">\EnableBHO</TargetObject> <!--Microsoft:0ffice:
Contacted domains stored here
'HKEY CURRENT USER\<SID>\SOFTWARE\Microsoft\Office\1l6.0\Common\Internet\Se
rver Cache\<domain>\EnableBHO' -->

<!--TIE-->

<TargetObject name="T1176" condition="contains">Internet
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Explorer\Toolbar\</TargetObject> <!--Microsoft:InternetExplorer: Machine
and user [ Example: https://www.exterminate-it.com/malpedia/remove-
mywebsearch ] -->

<TargetObject name="T1176" condition="contains">Internet
Explorer\Extensions\</TargetObject> <!--Microsoft:InternetExplorer:
Machine and user [ Example: https://www.exterminate-
it.com/malpedia/remove-mywebsearch ] -->

<TargetObject name="T1176" condition="contains">Browser
Helper Objects\</TargetObject> <!--Microsoft:InternetExplorer: Machine and
user [ https://msdn.microsoft.com/en-us/library/bb250436 (v=vs.85) .aspx ] -
->

<TargetObject condition="end
with">\DisableSecuritySettingsCheck</TargetObject>

<TargetObject condition="end
with">\3\1206</TargetObject> <!--Microsoft:InternetExplorer: Malware
sometimes assures scripting is on in Internet Zone [
https://support.microsoft.com/en-us/help/182569/internet-explorer—-
security-zones-registry-entries-for-advanced-users ] -->

<TargetObject condition="end
with">\3\2500</TargetObject> <!--Microsoft:InternetExplorer: Malware
sometimes disables Protected Mode in Internet Zone [
https://blog.avast.com/2013/08/12/your-documents—-are—-corrupted-from-image-
to-an-information-stealing-trojan/ ] -->

<TargetObject condition="end
with">\3\1809</TargetObject> <!--Microsoft:InternetExplorer: Malware
sometimes disables Pop-up Blocker in Internet Zone [
https://support.microsoft.com/en-us/help/182569/internet-explorer—
security-zones-registry-entries-for-advanced-users ] —-->

<!--Magic registry keys-->

<TargetObject condition="begin
with">HKLM\Software\Classes\CLSID\ {AB8902B4-09CA-4BB6-B78D-
A8F59079A8D5}\</TargetObject> <!--Windows: Thumbnail cache autostart [
http://blog.trendmicro.com/trendlabs-security-intelligence/poweliks-
levels-up-with-new-autostart-mechanism/ ] —-->

<TargetObject condition="begin
with">HKLM\Software\Classes\WOW6432Node\CLSID\ {AB8902B4-09CA-4BB6-B78D-
A8F59079A8D5}\</TargetObject> <!--Windows: Thumbnail cache autostart [
http://blog.trendmicro.com/trendlabs-security-intelligence/poweliks-
levels-up-with-new-autostart-mechanism/ ] —-->

<TargetObject condition="begin
with">HKLM\Software\Classes\CLSID\{083863F1-70DE-11d0-BD40-
OOAOC911CE86}\</TargetObject> <!--Windows: DirectX instances-->

<TargetObject condition="begin
with">HKLM\Software\Classes\WOW6432Node\CLSID\{083863F1-70DE-11d0-BD40-
OOAOC911CE86}\</TargetObject> <!--Windows: DirectX instances-->

<!--Install/Run artifacts-->

<TargetObject condition="end
with">\UrlUpdateInfo</TargetObject> <!--Microsoft:ClickOnce: Source URL is
stored in this value [ https://subtOx10.blogspot.com/2016/12/mimikatz-
delivery-via-clickonce-with.html ] -->

<TargetObject condition="end
with">\InstallSource</TargetObject> <!--Windows: Source folder for certain
program and component installations-->

<TargetObject name="Alert,Sysinternals Tool Used"
condition="end with">\EulaAccepted</TargetObject> <!--Sysinternals tool
launched. Lots of useful abilities for attackers -->

<!--Antivirus tampering-->
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<TargetObject name="T1089,Tamper-Defender"
condition="end with">\DisableAntiSpyware</TargetObject> <!--
Windows:Defender: State modified via registry-->

<TargetObject name="T1089,Tamper-Defender"
condition="end with">\DisableAntiVirus</TargetObject> <!--
Windows:Defender: State modified via registry—-->

<TargetObject name="T1089,Tamper-Defender"
condition="end with">\SpynetReporting</TargetObject> <!--Windows:Defender:
State modified via registry-->

<TargetObject name="T1089,Tamper-Defender"
condition="end with">DisableRealtimeMonitoring</TargetObject> <!--
Windows:Defender: State modified via registry—-->

<TargetObject name="T1089,Tamper-Defender"
condition="end with">\SubmitSamplesConsent</TargetObject> <!--
Windows:Defender: State modified via registry—-->

<TargetObject name="T1562,Tamper-Defender"
condition="begin with">HKLM\SOFTWARE\Policies\Microsoft\Windows
Defender\Exclusions\</TargetObject> <!--Windows:Defender: Exclusions in
policy key-->

<!--Windows UAC tampering-->

<TargetObject name="T1088" condition="end
with">HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System\Enabl
eLUA</TargetObject> <!--Detect: UAC Tampering | Credit @ion-storm -->

<TargetObject name="T1088" condition="end
with">HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System\Local
AccountTokenFilterPolicy</TargetObject> <!--Detect: UAC Tampering | Credit
@ion-storm -->

<!--Microsoft Security Center tampering | Credit @ion-
storm -->

<TargetObject name="T1089,Tamper-SecCenter"
condition="end with">HKLM\Software\Microsoft\Security
Center\</TargetObject> <!-- [
https://attack.mitre.org/wiki/Technique/T1089 ] -->

<TargetObject name="T1089,Tamper-SecCenter"
condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer\HideSCAH
ealth</TargetObject> <!--Windows:Security Center: Malware sometimes
disables [ https://blog.avast.com/2013/08/12/your—-documents—are-corrupted-
from-image-to-an-information-stealing-trojan/ ] -->

<!--Windows application compatibility-->

<TargetObject name="T1138,AppCompatShim"
condition="begin with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\AppCompatFlags\Custom</TargetObject> <!--Windows:
AppCompat [ https://www.fireeye.com/blog/threat-research/2017/05/fin7-
shim-databases-persistence.html ] -->

<TargetObject name="T1138,AppCompatShim"
condition="begin with">HKLM\Software\Microsoft\Windows
NT\CurrentVersion\AppCompatFlags\InstalledSDB</TargetObject> <!--Windows:
AppCompat [ https://attack.mitre.org/wiki/Technique/T1138 ] -->

<TargetObject
condition="contains">VirtualStore</TargetObject> <!--Windows: Registry
virtualization, something's wrong if it's in use [
https://msdn.microsoft.com/en—
us/library/windows/desktop/aa965884 (v=vs.85) .aspx ] —-->

<!--Windows internals integrity monitoring-->

<TargetObject name="T1183,IFEO" condition="begin
with">HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
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Execution Options\</TargetObject> <!--Windows: Malware likes changing
IFEO, like adding Debugger to disable antivirus EXE-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\WINEVT\</TargetObject
> <!--Windows: Event log system integrity and ACLs-->

<TargetObject name="Tamper-Safemode" condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\Safeboot\</TargetObject> <!--
Windows: Services approved to load in safe mode. Almost nothing should
ever modify this.-->

<TargetObject name="Tamper-Winlogon" condition="begin
with">HKLM\SYSTEM\CurrentControlSet\Control\Winlogon\</TargetObject> <!--
Windows: Providers notified by WinLogon-->

<TargetObject name="Context, DeviceConnectedOrUpdated"
condition="end with">\FriendlyName</TargetObject> <!--Windows: New devices
connected and remembered-->

<TargetObject name="Context, MsiInstallerStarted"
condition="is">HKLM\Software\Microsoft\Windows\CurrentVersion\Installer\In
Progress\ (Default) </TargetObject> <!--Windows: See when WindowsInstaller
is engaged, useful for timeline matching with other events-->

<TargetObject name="Tamper-Tracing" condition="begin
with">HKLM\Software\Microsoft\Tracing\RASAPI32</TargetObject> <!--Windows:
Malware sometimes disables tracing to obfuscate tracks-->

<TargetObject
name="Context, ProcessAccessedPrivateResource" condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\CapabilityAccessManag
er\ConsentStore\</TargetObject> <!-- Windows: Winl0O tracks when and what
process uses webcam/microphone/location etc [
https://medium.com/Q@7a616368/can-you-track-processes-accessing-the-camera-
and-microphone-7¢6885b37072 ] -->

<TargetObject condition="contains">\Keyboard
Layout\Preload</TargetObject> <!--Microsoft:Windows: Keyboard layout
loaded into user session [
https://renenyffenegger.ch/notes/Windows/registry/tree/HKEY CURRENT USER/K
eyboard-Layout/Preload/index ] | Credit Qcyb3rops —-->

<TargetObject condition="contains">\Keyboard
Layout\Substitutes</TargetObject> <!--Microsoft:Windows: Keyboard layout
loaded into user session [
https://renenyffenegger.ch/notes/Windows/registry/tree/HKEY CURRENT USER/K
eyboard-Layout/Preload/index ] | Credit Qcyb3rops —-->

<!--Windows inventory events-->

<TargetObject name="InvDB-Path" condition="end
with">\LowerCaseLongPath</TargetObject> <!-- [
https://binaryforay.blogspot.com/2017/10/amcache-still-rules-everything-
around.html ] -->

<TargetObject name="InvDB-Pub" condition="end
with">\Publisher</TargetObject> <!-- |
https://binaryforay.blogspot.com/2017/10/amcache-still-rules-everything-
around.html ] -->

<TargetObject name="InvDB-Ver" condition="end
with">\BinProductVersion</TargetObject> <!-- [
https://docs.microsoft.com/en-us/windows/privacy/basic-level-windows-

diagnostic-events-and-fields-1709 ] -->
<TargetObject name="InvDB-DriverVer" condition="end
with">\DriverVersion</TargetObject> <!-- [ https://df-
stream.com/2015/02/1leveraging-devicecontainers-key/ 1 -->
<TargetObject name="InvDB-DriverVer" condition="end
with">\DriverVerVersion</TargetObject> <!-- [ https://df-
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stream.com/2015/02/1leveraging-devicecontainers-key/ ] -->

<TargetObject name="InvDB-CompileTimeClaim"
condition="end with">\LinkDate</TargetObject> <!-- Compile time of EXE,
may not be reliable [ https://en.wikipedia.org/wiki/Link time ] -->

<TargetObject name="InvDB"
condition="contains">Compatibility Assistant\Store\</TargetObject> <!--
Inventory -->

<!--Suspicious sources-->

<Image name="Suspicious,ImageBeginWithBackslash"
condition="end with">regedit.exe</Image> <!--Users and helpdesk staff
making system modifications -->

<Image name="Suspicious,ImageBeginWithBackslash"
condition="begin with">\</Image> <!--Devices and VSC shouldn't be
executing changes | Credit: @SBousseaden @ionstorm @neubron
@PerchedSystems [
https://twitter.com/SwiftOnSecurity/status/1133167323991486464 ] -->

</RegistryEvent>
</RuleGroup>

<RuleGroup name="" groupRelation="or">
<RegistryEvent onmatch="exclude">
<!--COMMENT : Remove low-information noise. Often these
hide a procress recreating an empty key and do not hide the values created
subsequently.-->
<!--NOTE: A lot of noise can be removed by excluding
CreateKey events, which are largely innocuous-->
<TargetObject condition="contains">\{CAFEEFAC-
</TargetObject>
<EventType condition="is">CreateKey</EventType>
<TargetObject condition="begin
with">HKLM\COMPONENTS</TargetObject>
<!--Inventory noise-->
<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\AppModel\StateReposit
ory\Cache</TargetObject>
<!--Misc-->
<TargetObject condition="end
with">Toolbar\WebBrowser</TargetObject> <!--Microsoft:IE: Extraneous
activity-->
<TargetObject condition="end
with">Browser\ITBar7Height</TargetObject> <!--Microsoft:IE: Extraneous
activity, covers ShellBrowser and WebBrowser—-->
<TargetObject condition="end
with">Browser\ITBar7Layout</TargetObject> <!--Microsoft:IE: Extraneous
activity-->
<TargetObject condition="end with">Internet
Explorer\Toolbar\Locked</TargetObject> <!--Windows:Explorer: Extraneous
activity-->
<TargetObject condition="end
with">Toolbar\WebBrowser\{47833539-D0C5-4125-9FA8-
0819E2EAACO93}</TargetObject> <!--Windows:Explorer: Extraneous activity-->
<TargetObject condition="end
with">}\PreviousPolicyAreas</TargetObject> <!--Windows: Remove noise from
\Winlogon\GPExtensions by svchost.exe-->

<TargetObject
condition="contains">\Control\WMI\Autologger\</TargetObject> <!--Windows:
Remove noise from monitoring "\Start"-->
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<TargetObject condition="end
with">HKLM\SYSTEM\CurrentControlSet\Services\UsoSvc\Start</TargetObject>
<!--Windows: Remove noise from monitoring "\Start"-->

<TargetObject condition="end
with">\Lsa\OfflineJoin\CurrentValue</TargetObject> <!--Windows: Sensitive
value during domain join-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-
1-5-18\</TargetObject> <!--Windows: Remove noise monitoring installations
run as system-->

<TargetObject
condition="contains">_ Classes\AppX</TargetObject> <!--Windows: Remove
noise monitoring "Shelll\open\command"--> <!--Win8+-->

<TargetObject condition="begin
with">HKLM\Software\Microsoft\Windows\CurrentVersion\WINEVT\Publishers\</T
argetObject> <!--Windows: SvcHost Noise-->

<!--Bootup Control noise-->

<TargetObject condition="end
with">HKLM\SYSTEM\CurrentControlSet\Control\Lsa\LsaPid</TargetObject> <!--
Windows:lsass.exe: Boot noise-->

<TargetObject condition="end
with">HKLM\SYSTEM\CurrentControlSet\Control\Lsa\SspiCache</TargetObject>
<!--Windows:lsass.exe: Boot noise--> <!--Win8+-->

<TargetObject condition="end
with">HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Domains</TargetOb
ject> <!--Windows:lsass.exe: Boot noise--> <!--Win8+-->

<!--Services startup settings noise, some low-risk
services routinely change it and this can be ignored-->

<TargetObject condition="end
with">\Services\BITS\Start</TargetObject> <!--Windows: Remove noise from
monitoring "\Start"-->

<TargetObject condition="end
with">\services\clr_optimization v2.0.50727_32\Start</TargetObject> <!--
Microsoft:dotNet: Windows 7-->

<TargetObject condition="end
with">\services\clr_optimization v2.0.50727_64\Start</TargetObject> <!--
Microsoft:dotNet: Windows 7-->

<TargetObject condition="end
with">\services\clr_optimization v4.0.30319 32\Start</TargetObject> <!--
Microsoft:dotNet: Windows 10-->

<TargetObject condition="end
with">\services\clr_optimization v4.0.30319_ 64\Start</TargetObject> <!--
Microsoft:dotNet: Windows 10-->

<TargetObject condition="end
with">\services\deviceAssociationService\Start</TargetObject> <!--Windows:
Remove noise from monitoring "\Start"-->

<TargetObject condition="end
with">\services\fhsvc\Start</TargetObject> <!--Windows: File History
Service-->

<TargetObject condition="end
with">\services\nal\Start</TargetObject> <!--Intel: Network adapter
diagnostic driver-->

<TargetObject condition="end
with">\services\trustedInstaller\Start</TargetObject> <!--Windows: Remove
noise from monitoring "\Start"-->

<TargetObject condition="end
with">\services\tunnel\Start</TargetObject> <!--Windows: Remove noise from
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monitoring "\Start"-->

<TargetObject condition="end
with">\services\usoSvc\Start</TargetObject> <!--Windows: Remove noise from
monitoring "\Start"-->

<!--FileExts noise filtering-->

<TargetObject condition="end
with">\UserChoice\Progld</TargetObject> <!--Windows: Remove noise from
monitoring "FileExts"--> <!--Win8+-->

<TargetObject condition="end
with">\UserChoice\Hash</TargetObject> <!--Windows: Remove noise from
monitoring "FileExts"--> <!--Win8+-->

<TargetObject condition="end
with">\OpenWithList\MRUList</TargetObject> <!--Windows: Remove noise from
monitoring "FileExts"-->

<TargetObject condition="contains'">Shell
Extentions\Cached</TargetObject> <!--Windows: Remove noise generated by
explorer.exe on monitored ShellCached binary keys—--> <!--Win8+-->

<!--Group Policy noise-->

<TargetObject condition="end
with">HKLM\System\CurrentControlSet\Control\Lsa\Audit\SpecialGroups</Targe
tObject> <!--Windows: Routinely set through Group Policy, not especially
important to log-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Startup\0\PSScriptOrder</TargetObject> <!--Windows:Group
Policy: Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Startup\0\SOM-ID</TargetObject> <!--Windows:Group Policy:
Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Startup\0\GPO-ID</TargetObject> <!--Windows:Group Policy:
Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Startup\0\O\IsPowershell</TargetObject> <!--Windows:Group
Policy: Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Startup\0\0\ExecTime</TargetObject> <!--Windows:Group
Policy: Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Shutdown\0\PSScriptOrder</TargetObject> <!--Windows:Group
Policy: Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Shutdown\0\SOM-ID</TargetObject> <!--Windows:Group Policy:
Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Shutdown\0\GPO-ID</TargetObject> <!--Windows:Group Policy:
Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Shutdown\0\0\IsPowershell</TargetObject> <!--Windows:Group
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Policy: Noise below the actual key while building-->

<TargetObject condition="end
with">SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\Scripts\Shutdown\0\0\ExecTime</TargetObject> <!--Windows:Group
Policy: Noise below the actual key while building-->

<TargetObject
condition="contains">\safer\codeidentifiers\O\HASHES\ {</TargetObject> <!--
Windows: Software Restriction Policies. Can be used to disable security
tools, but very noisy to monitor if you use it-->

<!--SECTION: Office C2R-->

<TargetObject
condition="contains">VirtualStore\MACHINE\SOFTWARE\Microsoft\Office\ClickT
oRun\</TargetObject> <!--Microsoft: SearchProtocolHost writes to OfficeC2R
registry for Outlook, seemingly regarding mail indexing-->

<TargetObject condition="begin
with">HKLM\SOFTWARE\Microsoft\Office\ClickToRun\</TargetObject> <!--
Microsoft: Virtual registry for Office-->

<!--SECTION: 3rd party-->

<Image condition="is">C:\Program Files\WIDCOMM\Bluetooth
Software\btwdins.exe</Image> <!--Constantly writes to HKLM-->

<TargetObject condition="begin
with">HKCR\VLC.</TargetObject> <!--VLC update noise-->

<TargetObject condition="begin
with">HKCR\iTunes.</TargetObject> <!--Apple: iTunes update noise-->

<!--WINEVT publishers noise-->

<TargetObject
condition="is">HKLM\Software\Microsoft\Windows\CurrentVersion\WINEVT\Publi
shers\{945a8954-cl147-4acd-923£f-40c45405a658}</TargetObject> <!--Windows
update-->

</RegistryEvent>
</RuleGroup>

<!--SYSMON EVENT ID 15 : ALTERNATE DATA STREAM CREATED

[FileCreateStreamHash]-->
<!--EVENT 15: "File stream created"-->
<!--COMMENT: Any files created with an NTFS Alternate

Data Stream which match these rules will be hashed and logged.

[
https://blogs.technet.microsoft.com/askcore/2013/03/24/alternate-data-
streams—-in-ntfs/ ]

ADS's are used by browsers and email clients to mark
files as originating from the Internet or other foreign sources.

[ https://textslashplain.com/2016/04/04/downloads—-and-
the-mark-of-the-web/ ] -->

<!--NOTE: Other filesystem minifilters can make it appear to
Sysmon that some files are being written twice. This is not a Sysmon
issue, per Mark Russinovich.-->

<!--DATA: UtcTime, ProcessGuid, ProcessId, Image,
TargetFilename, CreationUtcTime, Hash-->
<FileCreateStreamHash onmatch="include">

<TargetFilename
condition="contains">Downloads</TargetFilename> <!--Downloaded files. Does
not include "Run" files in IE-->

<TargetFilename
condition="contains">Temp\7z</TargetFilename> <!--7zip extractions-->

<TargetFilename
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condition="contains">Startup</TargetFilename> <!--ADS startup | Example: |
https://www.hybrid-
analysis.com/sample/a314f6106633fbadb70f9d6ddbeed52e8f8f44a72117749¢c21243d
c93c7ed3ac?environmentId=100 ] -->

<TargetFilename condition="end
with">.bat</TargetFilename> <!--Batch scripting-->

<TargetFilename condition="end
with">.emd</TargetFilename> <!--Batch scripting | Credit @ion-storm -->

<TargetFilename condition="end
with">.doc</TargetFilename> <!--Office doc potentially with macro —-->

<TargetFilename condition="end
with"> . hta</TargetFilename> <!--Scripting-->

<TargetFilename condition="end
with">.jse</TargetFilename> <!--Registry File-->

<TargetFilename condition="end
with">.1lnk</TargetFilename> <!--Shortcut file | Credit @ion-storm -->

<TargetFilename condition="end
with">.ppt</TargetFilename> <!--Office doc potentially with macros-->

<TargetFilename condition="end
with">.psl</TargetFilename> <!--PowerShell-->

<TargetFilename condition="end
with">.ps2</TargetFilename> <!--PowerShell-->

<TargetFilename condition="end
with">.reg</TargetFilename> <!--Registry File-->

<TargetFilename condition="end
with">.sct</TargetFilename> <!--Scripting | Credit @bartblaze -->

<TargetFilename condition="end
with">.vb</TargetFilename> <!--VisualBasicScripting files-->

<TargetFilename condition="end
with">.vbe</TargetFilename> <!--VisualBasicScripting files-->

<TargetFilename condition="end
with">.vbs</TargetFilename> <!--VisualBasicScripting files-->

<TargetFilename condition="end
with">.wsc</TargetFilename> <!--Scripting | Credit @bartblaze -->

<TargetFilename condition="end
with">.wsf</TargetFilename> <!--Scripting | Credit @bartblaze -->

</FileCreateStreamHash>

<RuleGroup name="" groupRelation="or">
<FileCreateStreamHash onmatch="exclude">
</FileCreateStreamHash>

</RuleGroup>

<!--SYSMON EVENT ID 16 : SYSMON CONFIGURATION CHANGE-->
<!--EVENT 16: "Sysmon config state changed"-->
<!--COMMENT: This ONLY logs if the hash of the
configuration changes. Running "sysmon.exe -c" with the current
configuration will not be logged with Event 16-->

<!--DATA: UtcTime, Configuration, ConfigurationFileHash-->
<!--Cannot be filtered.-->

<!--SYSMON EVENT ID 17 & 18 : PIPE CREATED / PIPE CONNECTED
[PipeEvent] -->
<!--EVENT 17: "Pipe Created"-->
<!--EVENT 18: "Pipe Connected"-->
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<!--ADDITIONAL REFERENCE: [ https://www.cobaltstrike.com/help-
smb-beacon ] -->

<!--ADDITIONAL REFERENCE: [
https://blog.cobaltstrike.com/2015/10/07/named-pipe-pivoting/ ] -->

<!--DATA: UtcTime, ProcessGuid, ProcessId, PipeName, Image-->

<RuleGroup name="" groupRelation="or">
<PipeEvent onmatch="include">
<!-- Remote Command Execution Tools -->

<PipeName condition="contains
any'">paexec;remcom;csexec</PipeName>

<!-- Password or Credential Dumpers -->

<PipeName condition="contains
any">\1lsadump; \cachedump; \wceservicepipe</PipeName>

<!-- Malware —-->

<PipeName condition="contains
any">\isapi http;\isapi_dg;\isapi_dg2;\sdlrpc;\ahexec;\winsession;\lsassw;
\46a676ab7f179e511e30dd2dc41bd388;\9£81£59bc58452127884ce513865ed20;\e710f
28d59aa529d6792ca6ff0calb34; \rpchlp 3;\NamePipe MoreWindows;\pcheap reuse;
\gruntsvc;\583da945-62af-10e8-4902-
a8f205c72b2e; \bizkaz;\svecctl; \Posh;\jaccdpgnvbrrxlaf; \csexecsve</PipeName>

<PipeName condition="contains
any">\atctl;\userpipe;\iehelper;\sdlrpc;\comnap</PipeName>

<!-- Cobalt Strike Pipe Names -->

<PipeName condition="contains all">MSSE-;-
server</PipeName>

<PipeName condition="begin
with">\postex </PipeName>

<PipeName condition="begin
with">\postex ssh </PipeName>

<PipeName condition="begin
with">\status_</PipeName>

<PipeName condition="begin
with">\msagent </PipeName>

</PipeEvent>
</RuleGroup>

<!--SYSMON EVENT ID 19 & 20 & 21 : WMI EVENT MONITORING [WmiEvent]--

<!--EVENT 19: "WmiEventFilter activity detected"-->
<!--EVENT 20: "WmiEventConsumer activity detected"-->
<!--EVENT 21: "WmiEventConsumerToFilter activity detected"-->

<!--ADDITIONAL REFERENCE: [
https://www.darkoperator.com/blog/2017/10/15/sysinternals-sysmon-610-
tracking-of-permanent-wmi-events ] -->

<!--ADDITIONAL REFERENCE: [
https://rawsec.lu/blog/posts/2017/Sep/19/sysmon-v610-vs-wmi-persistence/ ]
-——>

<!--DATA: EventType, UtcTime, Operation, User, Name, Type,
Destination, Consumer, Filter—-->

<RuleGroup name="" groupRelation="or'">
<WmiEvent onmatch="exclude">
<!--NOTE: Using exclude with no rules means everything
will be logged-->
</WmiEvent>
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</RuleGroup>

<!--SYSMON EVENT ID 22 : DNS QUERY [DnsQuery]-->
<!--EVENT 22: "Dns query"-->

<!--NOTE: Due to the volume of events that DNS queries
generate, some orgs may want to remove this section from their
configuration to reduce Sysmon log turnover. —-->

<!--COMMENT : DNS logging is a very nuanced challenge in

monitoring due to event volume. Legitimate domains can be used to host
malware/C2, but lookup itself is not very informative.

It's fine to exclude monitoring these
bulk low-value lookups, but at same time, you would not have a full log of
how malware communicated, potentially missing C2.

This section of Sysmon configuration
will require your full judgement and knowledge of your org's priorities.
There is no correct answer.-->

<!--OPERATIONS: Chrome and Firefox prefetch DNS lookups, or
use alternate DNS lookup methods Sysmon won't capture. You need to turn
these off.
Search for Group Policy for these
browsers to configure this.-->

<!--OPERATIONS: Most DNS traffic is web advertising. To

significantly reduce DNS queries and malware ads, enable client-side
advertising filtering via Group Policy. This is easy.

Internet Explorer:
https://decentsecurity.com/adblocking-for-internet-explorer-deployment/

Chrome: https://decentsecurity.com/ublock-for-
google-chrome-deployment/

Firefox: ToDo

Also note, this configuration is
designed for United States computers. Your country's users will may need
customization to reduce noise.
-=>

<!--CONFIG: DNS poisoning is an issue during threat
investigations. Try to only exclude ROUTINE system-level queries you know
are strongly validated with HTTPS or code signing.-->

<!--CONFIG: If you exclude microsoft.com, someone could
register malware-microsoft.com and it wouldn't be logged. Use "END WITH"
with leading . or "IS" operators.-->

<!--CONFIG: Be very specific in exclusions. Threat actors use

legitimate services, too. Dont exclude all of AWS or Azure or Google or
CDNs ! —->

<!--CONFIG: Popularity data: [ http://s3-us-west-
1l.amazonaws.com/umbrella-static/index.html ] [
https://better.fyi/trackers/alexa-top-500-news/ ] -->

<!--CRITICAL: Do NOT exclude "wpad" lookups. This is a

MitM vector routinely used by attackers. Disable WPAD or enforce client-
side DNSSEC for AD domain lookups.-->
<!--CRITICAL: Do NOT exclude IPv6 lookups.-->

<!--DATA: RuleName, UtcTime, ProcessGuid, ProcessId,
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QueryName, QueryType, QueryStatus, QueryResults (can't filter on)-->

<!--BELOW: These domains should not be excluded at the top
level. Be specific if you want to reduce noise under them.-->

<!-- Rejected: .cloudapp.net, customer content [
https://blogs.technet.microsoft.com/ptsblog/2012/06/18/security-
consideration-when-using-cloudapp-net-domain-as-production-environment-in-
windows-azure/ ] -->

<!-- Rejected: .googleapis.com, customer content [
https://www.zdnet.com/article/this-business—-email-scam-spreads-trojans-
through-google-cloud-storage/ ] —-->

<!-- Rejected: .cloudfront.net, customer content -->

<!-- Rejected: .windows.net, customer content -->

<!-- Rejected: *github.com, customer content, including open-
source malware components -->

<RuleGroup name="" groupRelation="or">

<DnsQuery onmatch="exclude'">

<!--Network noise-->

<QueryName condition="end with">.arpa.</QueryName> <!--
Design decision to not log reverse DNS lookups. You will need to decide.--
>

<QueryName condition="end with">.arpa</QueryName> <!--
Design decision to not log reverse DNS lookups. You will need to decide.--
>

<QueryName condition="end
with">.msftnesi.com</QueryName> <!--Microsoft proxy detection | Microsoft
default exclusion-->

<QueryName condition="is">..localmachine</QueryName>

<QueryName condition="is">localhost</QueryName>

<!--Microsoft-->

<QueryName condition="end with">-
pushp.svc.ms</QueryName> <!--Microsoft: Doesn't appear to host customer
content or subdomains-->

<QueryName condition="end with">.b-
msedge.net</QueryName> <!--Microsoft: Doesn't appear to host customer
content or subdomains-->

<QueryName condition="end with">.bing.com</QueryName>

<!-- Microsoft | Microsoft default exclusion -->
<QueryName condition="end with">.hotmail.com</QueryName>
<!--Microsoft | Microsoft default exclusion-->

<QueryName condition="end with">.live.com</QueryName>
<!--Microsoft | Microsoft default exclusion-->

<QueryName condition="end with">.live.net</QueryName>
<!--Microsoft | Microsoft default exclusion-->

<QueryName condition="end with">.s-
microsoft.com</QueryName> <!--Microsoft-->

<QueryName condition="end
with">.microsoft.com</QueryName> <!--Microsoft | Microsoft default
exclusion-->

<QueryName condition="end
with">.microsoftonline.com</QueryName> <!--Microsoft | Microsoft default
exclusion-->

<QueryName condition="end
with">.microsoftstore.com</QueryName> <!--Microsoft | Microsoft default
exclusion-->

<QueryName condition="end with">.ms-
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acdc.office.com</QueryName> <!--Microsoft: Doesn't appear to host customer
content or subdomains-->

<QueryName condition="end with">.msedge.net</QueryName>
<!--Microsoft: Doesn't appear to host customer content or subdomains-->

<QueryName condition="end with">.msn.com</QueryName> <!-
-Microsoft | Microsoft default exclusion-->

<QueryName condition="end with">.msocdn.com</QueryName>
<!--Microsoft-->

<QueryName condition="end with">.skype.com</QueryName>
<!--Microsoft | Microsoft default exclusion-->

<QueryName condition="end with">.skype.net</QueryName>
<!--Microsoft | Microsoft default exclusion-->

<QueryName condition="end with">.windows.com</QueryName>
<!--Microsoft-->

<QueryName condition="end
with">.windows.net.nsatc.net</QueryName> <!--Microsoft-->

<QueryName condition="end
with">.windowsupdate.com</QueryName> <!--Microsoft-->

<QueryName condition="end
with">.xboxlive.com</QueryName> <!--Microsoft-->

<QueryName condition="is">login.windows.net</QueryName>
<!--Microsoft-->

<Image condition="begin
with">C:\ProgramData\Microsoft\Windows Defender\Platform\</Image> <!--
Microsoft: https://docs.microsoft.com/en-us/windows/security/threat-
protection/microsoft-defender-atp/network-protection —-->

<!--Microsoft:0ffice365/AzureAD-->

<QueryName condition="end
with">.activedirectory.windowsazure.com</QueryName> <!--Microsoft:
AzureAD-->

<QueryName condition="end
with">.aria.microsoft.com</QueryName> <!--Microsoft: OneDrive/SharePoint--
>

<QueryName condition="end with">.msauth.net</QueryName>

<QueryName condition="end
with">.msftauth.net</QueryName>

<QueryName condition="end with">.office.net</QueryName>
<!--Microsoft: Office-->

<QueryName condition="end
with">.opinsights.azure.com</QueryName> <!--Microsoft: AzureAD/InTune
client event monitoring-->

<QueryName condition="end
with">.res.office365.com</QueryName> <!--Microsoft: Office-->

<QueryName condition="is">acdc-
direct.office.com</QueryName> <!--Microsoft: Office-->

<QueryName condition="is">atm-fp-
direct.office.com</QueryName> <!--Microsoft: Office-->

<QueryName
condition="is">loki.delve.office.com</QueryName> <!--Microsoft: Office-->

<QueryName
condition="is">management.azure.com</QueryName> <!--Microsoft:
AzureAD/InTune-->

<QueryName
condition="is">messaging.office.com</QueryName> <!--Microsoft: Office-->

<QueryName
condition="is">outlook.office365.com</QueryName> <!--Microsoft: Protected
by HSTS-->
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<QueryName condition="is">portal.azure.com</QueryName>
<!--Microsoft: AzureAD/InTune-->

<QueryName
condition="is">protection.outlook.com</QueryName> <!--Microsoft: Office-->

<QueryName
condition="is">substrate.office.com</QueryName> <!--Microsoft: Office-->

<QueryName condition="end
with">.measure.office.com</QueryName> <!--Microsoft: Office-->

<!--3rd-party applications-->

<QueryName condition="end with">.adobe.com</QueryName>
<!--Adobe-->

<QueryName condition="end with">.adobe.io</QueryName>
<!--Adobe-->

<QueryName condition="end with">.mozaws.net</QueryName>
<!--Mozilla-->

<QueryName condition="end with">.mozilla.com</QueryName>
<!--Mozilla-->

<QueryName condition="end with">.mozilla.net</QueryName>
<!--Mozilla-->

<QueryName condition="end with">.mozilla.org</QueryName>
<!--Mozilla-->

<QueryName condition="end with">.spotify.com</QueryName>
<!--Spotify-->

<QueryName condition="end
with">.spotify.map.fastly.net</QueryName> <!--Spotify-->

<QueryName condition="end with">.wbx2.com</QueryName>
<!--Webex-->

<QueryName condition="end with">.webex.com</QueryName>
<!--Webex-->

<QueryName
condition="is">clientsl.google.com</QueryName> <!--Google-->
<QueryName
condition="is">clients2.google.com</QueryName> <!--Google-->
<QueryName
condition="is">clients3.google.com</QueryName> <!--Google-->
<QueryName
condition="is">clients4.google.com</QueryName> <!--Google-->
<QueryName
condition="is">clients5.google.com</QueryName> <!--Google-->
<QueryName
condition="is">clients6.google.com</QueryName> <!--Google-->
<QueryName

condition="is">safebrowsing.googleapis.com</QueryName> <!--Google-->
<!--Goodlist CDN-->
<QueryName condition="end with">.akadns.net</QueryName>
<!--AkamaiCDN, extensively used by Microsoft | Microsoft default
exclusion—-->
<QueryName condition="end with">.netflix.com</QueryName>
<QueryName condition="end
with">aspnetcdn.com</QueryName> <!--Microsoft |

https://docs.microsoft.com/en-us/aspnet/ajax/cdn/overview ]-->
<QueryName
condition="is">ajax.googleapis.com</QueryName>
<QueryName

condition="is">cdnjs.cloudflare.com</QueryName> <!--Cloudflare: Hosts
popular javascript libraries-->
<QueryName
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condition="is">fonts.googleapis.com</QueryName> <!--Google fonts-->

<QueryName condition="end with">.typekit.net</QueryName>
<!--Adobe fonts-->

<QueryName
condition="is">ecdnjs.cloudflare.com</QueryName>

<QueryName condition="end
with">.stackassets.com</QueryName> <!--Stack Overflow-->

<QueryName condition="end
with">.steamcontent.com</QueryName>

<QueryName condition="is">play.google.com</QueryName>

<QueryName condition="is">content-
autofill.googleapis.com</QueryName>

<!--Web resources-->

<QueryName condition="end with">.disqus.com</QueryName>
<!--Microsoft default exclusion-->

<QueryName condition="end
with">.fontawesome.com</QueryName>

<QueryName condition="is">disqus.com</QueryName> <!--
Microsoft default exclusion-->

<!--Ads-->

<QueryName condition="end with">.lrx.io</QueryName> <!--
Ads-->

<QueryName condition="end with">.2mdn.net</QueryName>
<!--Ads: Google | Microsoft default exclusion-->

<QueryName condition="end with">.31lift.com</QueryName>
<!--Ads-->

<QueryName condition="end
with">.adadvisor.net</QueryName> <!--Ads: Neustar [
https://better.fyi/trackers/adadvisor.net/ ] —-->

<QueryName condition="end with">.adap.tv</QueryName> <!-
-Ads:AOL | Microsoft default exclusion [
https://www.crunchbase.com/organization/adap-tv ] -->

<QueryName condition="end with">.addthis.com</QueryName>
<!--Ads:0Oracle | Microsoft default exclusion [
https://en.wikipedia.org/wiki/AddThis ] -->

<QueryName condition="end with">.adform.net</QueryName>
<!--Ads-->

<QueryName condition="end with">.adnxs.com</QueryName>
Microsoft default exclusion-->
<QueryName condition="end with">.adroll.com</QueryName>

<!--Ads: AppNexus

<!--Ads-->

<QueryName condition="end with">.adrta.com</QueryName>
<!--Ads-->

<QueryName condition="end
with">.adsafeprotected.com</QueryName> <!--Ads-->

<QueryName condition="end with">.adsrvr.org</QueryName>
<!--Ads-->

<QueryName condition="end
with">.adsymptotic.com</QueryName> <!--Ads-->

<QueryName condition="end
with">.advertising.com</QueryName> <!--Ads | Microsoft default exclusion--
>

<QueryName condition="end with">.agkn.com</QueryName>
<!--Ads | [ https://www.home.neustar/privacy ] -->

<QueryName condition="end with">.amazon-
adsystem.com</QueryName> <!--Ads-->

<QueryName condition="end with">.amazon-
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adsystem.com</QueryName> <!--Ads-->

<QueryName condition="end
with">.analytics.yahoo.com</QueryName> <!--Ads:Yahoo-->

<QueryName condition="end with">.aol.com</QueryName> <!-
-Ads | Microsoft default exclusion -->

<QueryName condition="end with">.betrad.com</QueryName>
<!--Ads | Microsoft default exclusion—-->

<QueryName condition="end
with">.bidswitch.net</QueryName> <!--Ads-->

<QueryName condition="end
with">.casalemedia.com</QueryName> <!--Ads | Microsoft default exclusion--
>

<QueryName condition="end
with">.chartbeat.net</QueryName> <!--Ads | Microsoft default exclusion [
https://better.fyi/trackers/chartbeat.com/ ]-->

<QueryName condition="end with">.cnn.com</QueryName> <!-
- Microsoft default exclusion—-->

<QueryName condition="end
with">.convertro.com</QueryName> <!--Ads:Verizon-->

<QueryName condition="end with">.criteo.com</QueryName>

<!--Ads [ https://better.fyi/trackers/criteo.com/ ] —-->
<QueryName condition="end with">.criteo.net</QueryName>
<!--Ads [ https://better.fyi/trackers/criteo.com/ ] -->

<QueryName condition="end
with">.crwdentrl.net</QueryName> <!--Ads: Lotame [
https://better.fyi/trackers/crwdcntrl.net/ ] —-->

<QueryName condition="end with">.demdex.net</QueryName>
<!--Ads | Microsoft default exclusion-->

<QueryName condition="end with">.domdex.com</QueryName>

<QueryName condition="end with">.dotomi.com</QueryName>
<!--Ads | Microsoft default exclusion-->

<QueryName condition="end
with">.doubleclick.net</QueryName> <!--Ads:Conversant | Microsoft default
exclusion [ https://www.crunchbase.com/organization/dotomi ] —-->

<QueryName condition="end
with">.doubleverify.com</QueryName> <!--Ads: Google-->

<QueryName condition="end with">.emxdgt.com</QueryName>
<!--Ads: EMX-->

<QueryName condition="end
with">.everesttech.net</QueryName> <!--Ads | [
https://better.fyi/trackers/everesttech.net/ ] -->

<QueryName condition="end
with">.exelator.com</QueryName> <!--Ads:Nielson Marketing Cloud-->

<QueryName condition="end with">.google-
analytics.com</QueryName> <!--Ads:Google | Microsoft default exclusion-->

<QueryName condition="end
with">.googleadservices.com</QueryName> <!--Google-->

<QueryName condition="end
with">.googlesyndication.com</QueryName> <!--Ads:Google, sometimes called
during malicious ads, but not directly responsible | Microsoft default
exclusion [ https://www.hackread.com/wp-
content/uploads/2018/06/Bitdefender-Whitepaper-Zacinlo.pdf ]1-->

<QueryName condition="end
with">.googletagmanager.com</QueryName> <!--Google-->

<QueryName condition="end
with">.googlevideo.com</QueryName> <!--Google | Microsoft default
exclusion-->
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<QueryName condition="end with">.gstatic.com</QueryName>
<!--Google | Microsoft default exclusion-->

<QueryName condition="end with">.gvtl.com</QueryName>
<!--Google-->

<QueryName condition="end with">.gvt2.com</QueryName>
<!--Google-->

<QueryName condition="end with">.ib-ibi.com</QueryName>
<!--Ads: Offerpath [ https://better.fyi/trackers/ib-ibi.com/ ] -->

<QueryName condition="end with">.jivox.com</QueryName>
<!--Ads-->

<QueryName condition="end with">.krxd.net</QueryName>
<!--Ads-->

<QueryName condition="end with">.1lijit.com</QueryName>
<!--Ads-->

<QueryName condition="end with">.mathtag.com</QueryName>
<!--Microsoft default exclusion-->

<QueryName condition="end with">.moatads.com</QueryName>
<!--Ads | Microsoft default exclusion-->

<QueryName condition="end
with">.moatpixel.com</QueryName> <!--Ads | Microsoft default exclusion-->

<QueryName condition="end with">.mookiel.com</QueryName>
<!--Ads-->

<QueryName condition="end
with">.myvisualiq.net</QueryName> <!--Ads-->

<QueryName condition="end with">.netmng.com</QueryName>
<!--Ads-->

<QueryName condition="end with">.nexac.com</QueryName>
<!--Ads | Microsoft default exclusion-->

<QueryName condition="end with">.openx.net</QueryName>
<!--Ads-->

<QueryName condition="end
with">. optimizely.com</QueryName> <!--Ads-->

<QueryName condition="end
with">.outbrain.com</QueryName> <!--Ads-->

<QueryName condition="end with">.pardot.com</QueryName>
<!--Ads-->

<QueryName condition="end with">.phx.gbl</QueryName> <!-
-Ads | Microsoft default exclusion-->

<QueryName condition="end
with">.pinterest.com</QueryName> <!--Pinerest-->

<QueryName condition="end
with">.pubmatic.com</QueryName> <!--Ads | Microsoft default exclusion-->

<QueryName condition="end
with">.quantcount.com</QueryName>

<QueryName condition="end
with">.quantserve.com</QueryName>

<QueryName condition="end with">.revsci.net</QueryName>
<!--Ads:0Omniture | Microsoft default exclusion-->

<QueryName condition="end with">.rfihub.net</QueryName>
<!--Ads | Microsoft default exclusion-->

<QueryName condition="end with">.rledn.com</QueryName>
<!--Ads: Rapleaf [ https://better.fyi/trackers/rlcdn.com/ ] -->

<QueryName condition="end
with">.rubiconproject.com</QueryName> <!--Ads: Rubicon Project | Microsoft
default exclusion [ https://better.fyi/trackers/rubiconproject.com/ ] -->

<QueryName condition="end with">.scdn.co</QueryName> <!-
-Spotify—-->
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<QueryName condition="end
with">.scorecardresearch.com</QueryName> <!--Ads: Comscore | Microsoft
default exclusion-->

<QueryName condition="end with">.serving-
sys.com</QueryName> <!--Ads | Microsoft default exclusion-->

<QueryName condition="end
with">.sharethrough.com</QueryName> <!--Ads-->

<QueryName condition="end with">.simpli.fi</QueryName>

<QueryName condition="end
with">.sitescout.com</QueryName> <!--Ads-->

<QueryName condition="end
with">.smartadserver.com</QueryName> <!--Ads-->

<QueryName condition="end with">.snapads.com</QueryName>
<!--Ads-->

<QueryName condition="end
with">.spotxchange.com</QueryName> <!--Ads-->

<QueryName condition="end with">.taboola.com</QueryName>
<!--Ads:Taboola-->

<QueryName condition="end
with">.taboola.map.fastly.net</QueryName> <!--Ads:Taboola-->

<QueryName condition="end with">.tapad.com</QueryName>

<QueryName condition="end with">.tidaltv.com</QueryName>
<!--Ads: Videology [ https://better.fyi/trackers/tidaltv.com/ ] -->

<QueryName condition="end
with">.trafficmanager.net</QueryName> <!--Ads | Microsoft default
exclusion-->

<QueryName condition="end
with">.tremorhub.com</QueryName> <!--Ads-->

<QueryName condition="end
with">.tribalfusion.com</QueryName> <!--Ads: Exponential |
https://better.fyi/trackers/tribalfusion.com/ ] -->

<QueryName condition="end with">.turn.com</QueryName>
<!--Ads | Microsoft default exclusion [

https://better.fyi/trackers/turn.com/ ] —-->
<QueryName condition="end with">.twimg.com</QueryName>
<!--Ads | Microsoft default exclusion-->

<QueryName condition="end with">.tynt.com</QueryName>
<!--Ads-->

<QueryName condition="end with">.w55c.net</QueryName>
<!--Ads:dataxu-->

<QueryName condition="end with">.ytimg.com</QueryName>
<!--Google-->

<QueryName condition="end with">.zorosrv.com</QueryName>
<!--Ads:Taboola-->

<QueryName condition="is">lrx.io</QueryName> <!--Ads-->

<QueryName
condition="is">adservice.google.com</QueryName> <!--Google-->

<QueryName condition="is">ampcid.google.com</QueryName>
<!--Google-->

<QueryName
condition="is">clientservices.googleapis.com</QueryName> <!--Google-->

<QueryName
condition="is">googleadapis.l.google.com</QueryName> <!--Google-->

<QueryName
condition="is">imasdk.googleapis.com</QueryName> <!--Google [
https://developers.google.com/interactive-media-ads/docs/sdks/html5/ ] -->

<QueryName condition="is">1l.google.com</QueryName> <!--
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Google-->

<QueryName condition="is">ml314.com</QueryName> <!--Ads-
->

<QueryName condition="is">mtalk.google.com</QueryName>
<!--Google-->

<QueryName
condition="is">update.googleapis.com</QueryName> <!--Google-->

<QueryName
condition="is">www.googletagservices.com</QueryName> <!--Google-->

<!--SocialNet-->

<QueryName condition="end with">.pscp.tv</QueryName> <!-
-Twitter:Periscope-->

<!--0SCP/CRL Common-->

<QueryName condition="end
with">.amazontrust.com</QueryName>

<QueryName condition="end
with">.digicert.com</QueryName>

<QueryName condition="end
with">.globalsign.com</QueryName>

<QueryName condition="end
with">.globalsign.net</QueryName>

<QueryName condition="end with">.intel.com</QueryName>

<QueryName condition="end with">.symcb.com</QueryName>
<!--Digicert-->

<QueryName condition="end with">.symcd.com</QueryName>
<!--Digicert-->

<QueryName condition="end with">.thawte.com</QueryName>

<QueryName condition="end
with">.usertrust.com</QueryName>

<QueryName condition="end
with">.verisign.com</QueryName>

<QueryName condition="end
with">ocsp.identrust.com</QueryName>

<QueryName condition="end with">pki.goog</QueryName>

<QueryName condition="is">msocsp.com</QueryName> <!--
Microsoft:0CSP-->

<QueryName condition="is">ocsp.comodoca.com</QueryName>

<QueryName condition="is">ocsp.entrust.net</QueryName>

<QueryName condition="is">ocsp.godaddy.com</QueryName>

<QueryName condition="is">ocsp.int-
x3.letsencrypt.org</QueryName>

<QueryName condition="is">ocsp.msocsp.com</QueryName>
<!--Microsoft:0CSP-->

<QueryName condition="end with">pki.goog</QueryName>

<QueryName condition="is">ocsp.godaddy.com</QueryName>

<QueryName condition="end
with">amazontrust.com</QueryName>

<QueryName condition="is">ocsp.sectigo.com</QueryName>

<QueryName condition="is">pki-
goog.l.google.com</QueryName>

<QueryName condition="end
with">.usertrust.com</QueryName>

<QueryName condition="is">ocsp.comodoca.com</QueryName>

<QueryName condition="is">ocsp.verisign.com</QueryName>

<QueryName condition="is">ocsp.entrust.net</QueryName>

<QueryName condition="end
with">ocsp.identrust.com</QueryName>
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<QueryName
condition="is">status.rapidssl.com</QueryName>
<QueryName condition="is">status.thawte.com</QueryName>
<QueryName condition="is">ocsp.int-
x3.letsencrypt.org</QueryName>
</DnsQuery>
</RuleGroup>

<!--SYSMON EVENT ID 23 : FILE DELETE [FileDelete]-->

<!--EVENT 22: "File Delete"-->

<!--COMMENT : Sandbox usage. When a program signals to
Windows a file should be deleted or wiped, Sysmon may be able to capture
it.

[

https://isc.sans.edu/forums/diary/Sysmon+and+File+Deletion/26084/ ]

-—>

<!--DATA: RuleName, UtcTime, ProcessGuid, ProcessId, User,
Image, TargetFilename, Hashes, IsExecutable, Archived -->

<l--

<RuleGroup name="" groupRelation="or">
<ClipboardChange onmatch="include">
</ClipboardChange>

</RuleGroup>

-—=>

<!--SYSMON EVENT ID 24 : CLIPBOARD EVENT MONITORING
[ClipboardChange] ——>
<!--EVENT 24: "Clipboard changed"-->
<!--COMMENT: Sandbox usage. Sysmon can capture the
contents of clipboard events.
An example of what could be a production usage on
restricted desktops is provided below, but it is commented-out. -->

<!--DATA: EventType, UtcTime, ProcessGuid, ProcessId, Image,
Session, ClientInfo, Hashes, Archived -->

<l--
<RuleGroup name="" groupRelation="or">
<ClipboardChange onmatch="include">
<Image condition="end with">wscript.exe</Image>
<Image condition="end with">cscript.exe</Image>
<Image condition="end with">powershell.exe</Image>
<Image condition="end with">rdpclip.exe</Image>
</ClipboardChange>
</RuleGroup>
-——>

<!--SYSMON EVENT ID 25 : PROCESS TAMPERING [ProcessTampering]-->
<!--EVENT 25: "Process Tampering"-->
<!--COMMENT: This event is generated when a process image
is changed from an external source, such as a different process.
This may or may not provide value in your environment as
it requires tuning and a SIEM to correlate the ProcessGuids.
[ https://medium.com/falconforce/sysmon-13-process-
tampering-detection-820366138a6c ] —-—>
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<!--DATA: EventType, RuleName, UtcTime, ProcessGuid,
ProcessId, Image, Type —-->

<!--
<RuleGroup name="" groupRelation="or">

<ProcessTampering onmatch="exclude">

<Image condition="begin with">C:\Program Files
(x86) \Microsoft\Edge\Application\</Image>

</ProcessTampering>
</RuleGroup>
-——>

<!--SYSMON EVENT ID 255 : ERROR-->
<!--"This event is generated when an error occurred within
Sysmon. They can happen if the system is under heavy load
and certain tasked could not be performed or a bug
exists in the Sysmon service. You can report any bugs on the

Sysinternals forum or over Twitter (@markrussinovich).

->
<!--Cannot be filtered.-->

</EventFiltering>
</Sysmon>
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