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Application of blockchain technology with traceability in
the reverse supply chain for the reconstruction of

electronic  medical devices.
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ABSTRACT

This master thesis provides a thorough review and application of blockchain technology using
traceability in a reverse logistics supply chain industry environment for the refurbishment of
medical electronic devices. The thesis is structured in six separate sections. The first section
describes the subject matter under investigation in conjunction with the current challenges in
supply chain management, as well as the methodology followed for the elaboration of this thesis.
The second section provides a general description of the supply chain, the purposes it serves as
well as innovative technologies that are applied or are in the research stage. Emphasis is also
placed on the supply chain sustainability and how this can be achieved in conjunction with the
reverse logistics processes. The third section analyzes the importance of traceability in straight
and reverse logistics applications of various companies, and how this contributes to addressing
the weaknesses of the traditional supply chain model. The fourth section describes the
architecture we apply for traceability purposes using "smart contracts" and "tokens" in the
Ethereum blockchain. The fifth section analyzes the importance of refurbishing medical devices
in order to reuse them, the requirements followed to achieve the refurbishment, and then applies
the traceability of these requirements to reverse logistics processes for these devices. The
structure and framework of the application are also described. The sixth section summarizes the
methods and the technologies we have applied, and highlights their advantages, their limitations
and disadvantages, along with fruitful areas for future research and improvement.
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Production process
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New service/
B Direct reuse
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== Buying a house on Ethereum

BUYER LAWYERS, BROKERS, SELLER
INSURANCE

BUYER SELLER

&2 CBINSIGHTS

Koo hss U Ao U smaet contracts & U blockchain [78]
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4.2.1 To Ethereum Virtual Machine (EVM)
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EAErXOZ KATAAAHAOTHTAZ ME TON TYMNO
THZ ZYZKEYHZ

AITHMATIA ENAP=H NEAZ ANAKATAZKEYHZ
KATAXQPHZIH S.N. 2YZKEYHZ - AHWH ID
(AHMIOYPTIA TOKEN)

EMITYXHZ EAEMXOZ ANEMITYXHZ EAEMXOZ

o

ETOIMOTHTA A METADOPA 2TIZ ETKATAXTAZEIZ
ANAKATAZKEYHX - ENITYXHZ APXIKOZ EAETXOX

ANEMITYXHE OAOKAHPOIH
lou ZTAAIQY EMEZEPTAZIAZ

.

KATAXQPHZH IXNHAAZIMOTHTAZ - EVENT

TOAOKI\HPOZH lou ITAAIOY EMEZEPTAZIAL

SATARRRREIKATASIAZHES 20u STAAIOY EMEZEPFASIAT OR
10 STAAIO OAOKAHPQOHKE oY .
ANEMITYXHS EAETXOZ OAOKAHPQIHT
(KAGAPIZMOZ & AMOZTEIPQZH) - EVENT NPOHIOYMENOY STAAIQY

OAOKAHPQOIH 2o0u ZTAAIOY ENEZEPTAZIAL
AND EMITYXHZ EAEMXOZ OAOKAHPQZHZ

*
a

ANEMITYXHZ OAOKAHPQZH

¢

MPOHTOYMENOY XTAAIOY

KATAXQPIZH KATAZTAZHE - ANENITYXHE OAOKAHPQSH
20 XTAAIO OAOKAHPQOHKE 3ou ITALIOY EMEZEPTAZIAZ OR
ANEMITYXHZ EAETXOZ OAOKAHPQIH3

(EAEMXOZ AKEPAIOTHTAZ ZYZKEYHZ) - EVENT MPOHIOYMENQY STAAIOY

OAOKAHPQZIH 3ou ZTAAIQY ENEZEPTAZIAZ
AND ENITYXHZ EAEMXOZ OAOKAHPQIHZ
[MPOHIOYMENQY XTAAICY

30 ZTAAIO OAOKAHPQOHKE
ANEMITYXHE EAETXOZ OAOKAHPQZHE
(EAETXOZ MMNATAPIAZ & ANABAOMIZH SW) - EVENT MPOHTOYMENQY ITAAIOY

KATAXQPIZH KATAZTAZHE - ANEMITYXHZ OAOKAHPOZH
" ‘ 4ou STAMIQY EMEZEPTAZIAZ OR

OAOKAHPQZH 4ou ZTAAIOY EMEZEPTAZIAZ
AND ENITYXHZ EAEMXOZ OAOKAHPQIHZ
MPOHIOYMENQY XTAAIOY

KATAXQPIZH KATAZTAZHZ -
40 ITAAIO ONOKAHPQGHKE -
(ZYZKEYAZIA & ETOIMH TIA ANOZTOAH) - EVENT

OAOKAHPQOZH EZYNINOY ZYMBOAAIOY
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<<SMART CONTRACT>>

Processes

addProcess()
changeStatus()
changeState()
getProcess()
getNumberofProcesses()
getComplete()

STRUCT
Process

ial check & collection

2. Cleaning

3. Integrity check
4. SW update check
5. Packaging

id : uint

name : string
timestamp : uint
description : string
active : bool
complete : bool
maker : address
hashIPFS : uint
involvedproduct : uint

<<SMART CONTRACT>>

Reverse Logistics

addProduct()
addTrace()
getNumberOfProducts()
getNumberOfTraces()
UpdateProduct()
getProduct()

STRUCT

Product

id : uint

name : string
quantity : uint

others : string
numberoftraces : uint
tracesProduct : uint []
componentsProduct : uint []
maker : addres
globalld : string
hashIPFS : bytes32
ship_ready : bool

getTrace()
getProductGloballD()
getProductHistoric()
getTracesProduct()
retrieveHashProduct()
setReadyForShipment()
triggerContract()
deliverOrder()
receivedOrder()
updateNumberOfProcesses()
updateNumberOfStakeholders()

STRUCT

Trace

id : uint

id_product : uint
location : string
temp_owner : string
timestamp : uint
maker : address

<<SMART CONTRACT>>

Stakeholders

addStakeholder()
addStakeholderProduct()
getStakeholdersProduct()
changeStatus()
getStakeholder()
getNumberOfStakeholders()

STRUCT
Stakeholder

1. Government

2. Retailer

3. Manufacturer
4. Refurbisher
5. Customer

id : uint

name : string
timestamp : uint
involvedproducts :uint
description : string
maker : address

active : bool

hashIPFS : bytes32
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