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ABSTRACT

The cyber security field has evolved tremendously over the past decade. Cyber
incidents and threats have been increasing rapidly both in figures as well as intricacy.
As all fights, it is consisted by two or more participants; regularly an attacker and a
defender. The defending is done by an organization while the attacker keeps changing
the threat landscape by availing himself of the new exploits, weaknesses and possible
security loopholes. These attackers usually have as an end goal to exfiltrate, alter or

even delete valuable data.

This Thesis proposes, analyzes and evaluates some cyber security solutions. It is
based on the Elastic Stack (ELK), an enterprise grade logging suite of tools which
provides active threat hunting in a corporate environment. In the market it is mainly
used as a search engine. Scenarios are presented with it being used alone as it is with
Beats or combined with the Wazuh platform. The initial phases of this Thesis focus
on what a SOC center, how important efficient log analysis is, how GDPR is affected
by ELK and how Elasticsearch can be used as a search engine. Afterwards, some
scenarios are presented followed by a detailed manual for these technologies. Lastly,
from just this handful of scenarios and examples an opinion is presented about how

these technologies can be effectual in an enterprise environment.

Keywords

Elastic Stack, BEATS, SOC, GDPR, search engine, threat hunting
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1. Security Operation Center and Log Files

1.1. General idea

Millions of people at this moment produce logs, even without realising it. They are
basically a stream of events regardless their usefulness. These logs are full of
performance and usage indicators called Metrics. Two basic examples of log’s data

being emitted into readable format are presented below.

1 2

"request :get /ping 200
(2ms)"

"request_method" : "get",
"request_uri" : "/ping",
"response_status" : 200.
"response_time" : 2

}

Figure 1: Log data examples

At the first example is the traditional way of reading logs by humans. It is clear that it
is a request and its method is “get”. Furthermore, it is shown clearly that the route is
“ping” the response code and how long it took in milliseconds. The bottom one on the
other hand is structured in JSON format. It is debatable, if someone who is not
familiar with this structure to read it. The important part though is that machines can
read them without needing a resident regular expression user. It is of high significance
to realise that parsing logs requires effort. Logs in each and every application are
written out in their own manner so it is the first thing which the administrator should

learn; reading and analysing the logs.
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There are a number of universal truths in cybersecurity. One of those is that an expert
will have a lot of log files. These may include log files from systems, switches or even
routers. Simplified, every device that exists on a network has multiple log files
associated with it. From these log files there is an amazing amount of intelligence and
certainly a lot of history that the expert may have to go back and reference in those
log files. One of the most common challenges a cybersecurity expert has is keeping it
all straight by analysing them without pouring through countless pages of logs. This is
a necessity since it’s ludicrous for a human being to read through all of those logs. So,
there are systems in place that help in analysing logs on his behalf. These systems are
designed to take multiple, different log files and then consolidate them together, so
that they are humanly readable. These log files as stated already countless times are
incredibly useful if there happens to be a breach or if someone wants to find out what

happened inside a specific time frame.

Log analysis can be either centralized or decentralized. Decentralized is something
where the logs are generated on each and every web server. This has a result the
administrator to log into each one of them to troubleshoot and drill down the issue. Of
course, this is not an ideal scenario neither a good approach because it is time
consuming therefore the solution of the issue is delayed. That’s why it is

recommended to store the logs at a central place for analysis.

1.2. Importance of Log Analysis

ISSUE PREDICTIVE SECURITY PERFORMANCE

DEBUGGING ANALYSIS ANALYSIS Yo e loT & DEBUGGING

Figure 2: Steps in traditional Log Analysis

Whenever the user comes across an issue in the production scenarios, in order to
debug the issue, he must read the logs. This is the importance of analysing the logs
since it helps to debug the issue (Issue Debugging). Moreover, if the expert keeps on
reading logs in a regular interval the occurrence of a certain issue or error can be

reduced (Predictive Analysis). A case study that is interesting is suppose that the
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expert reads across the logs and finds out that there is some error that can bring down

the server or the web application (Predictive Analysis).

If there is any attack going on in the application, it will be captured in the logs. So, in
the servers, logs that are called Access Logs exist. These logs are a huge part of a
sysadmin’s job since it in his jurisdiction. By doing that a sysadmin can find with ease
if a DDoS attack or a penetration attack was or is at the moment executed (Security

Analysis).

The logs help experts to analyse the performance as well because an idea is given
about how efficiently an application is operating. An expert can find for example, by
going through the logs, what is actually provoking the lethargic performance or the

degradation in terms of performance regards the application (Performance Analysis).

Furthermore, Internet of Things is something which is more relevant to the
application part. This happens because the data is collected from a receiver or from a
sensor and sent across to the cloud for analysis and routine check-ups. Subsequently,

this data is stored as logs that are used for debugging purposes (IoT & Debugging).

1.3. Efficient log analysis

Efficient analysis of log information is often the most difficult aspect of log
management, but it also normally the most significant. Although analysing log
information is sometimes perceived by administrators as boring and ineffective -small
amount for some effort- getting strong log organization infrastructures is crucial.
Furthermore, the automation of the analysis process, at best effort, will change the
analysis procedure significantly by reducing time while producing more important

results.

Though logging is not an entirely new idea, it has soon become the epitome of
management and observation with the most used feature being remote monitoring.
The most significant point of logging is that you learn about matters as and when they

happen, even before users themselves begin realising it.

In real time it becomes a little more difficult. It is really challenging to be able to do
any type of real time analysis on the huge amounts of log files that are streaming into
these devices. There are tools out there however that can parse these logs and try to

keep track of things at least in near real time. It is off high importance, for the security
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expert to be able to be alerted and identified as quickly as possible should something
odd be happening. Concluding, the real key when dealing with a vast amount of log

files is just to find a way to automate the above-mentioned procedure.

Log analysis as stated earlier, includes the collection of log data, the cleaning of that
data, the conversion into a structured form and analysing them to obtain results. Logs
are always unstructured data so they must be collected in a place to extract the

important information from them to do a successful conversion.

vy v P
| v ¥

|
&8 o 0

Log data Clean that
collection data

Conversion Analysis Result

Figure 3: Efficient Log Analysis steps

This is the general flow that is followed for getting information that is relevant to the
company’s purpose. So rather than wasting time in reading from top to bottom it is
not a common secret among administrators to drill down certain key-phrases and then

analyse the data needed.

1.4. Problems with log analysis

The first challenge with log analysis is the lack of consistency in log and time format.
Each application has its own way to produce logs. This can be easily seen between
two different web applications; Apache server and Tomcat, since they use their own

syntax. Below there is a demonstration for Tomcat and Apache server accordingly.
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—
11-May-2016 12:03:02.318 INFO (http-nio-8 130] org.apache.catalina.core.ApplicaticnContext.log Destroying Spring FrameworkServiet 'dispatche
11-May-2016 12:03:02.399 INFO [http-nio-8084-exec-130] org.apache.catalina.core.ApplicationContext.log Clesing Spring root WebApplicationContext

11-Ma 3:35.199 INFO [localhost-startStop-2] org.apache.catalina.core.ApplicationContext.log Destroying Spring FrameworkServlet 'dispatcher
11~ 3:35.245 INFO [localhost-startStop-2] org.apache.catalina.core.ApplicationContext.log Closing Spring root WebApplicationContext

11~ 4:18.366 INFO [localhost-startStop-1] org.apache.catalina.core.Applicatiol ext.log No Spring WebApplicationInitializer types dete
11-» 4:18.487 INFO [localhost-startStop-1]1 org.apache.catalina.core.Applicatio text_log Initializing Spring root WebApplicationContext

11-May-2016 21.109 INFO [localhost-startStop-1] org.apache.catalina.core.ApplicationContext.log Initializing Spring FrameworkServlet 'dispatch
11-May-2016 12:05:36.422 INFO [http-nio-8084-exec-16] org.apache.catvalina.core.ApplicationContext.log No Spring WebApplicationInitializer types dete

11-May-2016 12:05:36.501 INFO [http-nic-8084-exec-16] org.apache.catalina.core.ApplicationContext.log Initializing Spring root WebApplicationContext

Figure 4: Tomcat Log file example

30.11.2010 2:47:12 GET /wp-content/w3c/min/dc 2bcl/default include 61655561 .css HTTPA1.1
30.11.2010 2:47:13 GET /wp-content/w3tc/min/dc2bc/post includefooter. 4248003223 js HTTP/1
30.11.2010 2:47-13 GET /wp-content/themes,/restatement images/trentanove gf HTTP/1.1
30.11.2010 2:47-13 GET /wp-content/themes/restatement images/vedical_stripe png HTTP/1.1
30.11.2010 247:13 GET /wp-content/themes/restatement images/64/home png HTTP/1.1
30.11.2010 2:47:13 GET /wp-content.themes/restatement /images/64.info png HTTP/1.1
30.11.2010 2:47:13 GET /wp-<ontent.themes/restatement images./64/rss png HTTP/1.1
30.11.2010 2:47:13 GET /wp-content/themes/restatement/images/64/attach png HTTP/1.1
30.11.2010 2:47:14 GET /wp-content themes/restatement /images/rarstnet png HTTP/1.1
30.11.2010 2:47-14 GET /images/icons/windows png HTTP/1.1

Figure 5: Apache Server Log file example

It is of high importance to understand the syntax that is used, to be able to read a log
file of a particular application. These are some of the challenges which occur in a
heterogeneous environment of multiple applications. This problem also happens when
an application has a different configuration to describe time. In more detail, an
application might have the UTC format while another might have the Eastern Time
zone. Noteworthy is the fact that many log formats are unique and proprietary to a
certain company’s technology. As a result, many times the company to force the
collecting organisation to use their technology since a decent log management system

is of vital importance.

Moreover, every single server has its own log directories which are stored in a
decentralized way. This is a discomfort for the expert since he has to log into each

server to troubleshoot.
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Figure 6: How decentralization works

Concluding, each user inside a team or company will not have access to those log
directories to visualize the logs. This problem also includes the fact that common folk
might not have technical expertise to understand the information and this can slow

down the whole analysis procedure.

1.5. Security Operation Center (SOC)

It is essentially a facility that combines applications, databases, servers, rulesets and
analyst tools put together to identify network and infrastructure threats. So basically,
it is a centralized unit that deals with security issues on an organizational and
technical level. Noteworthily, SOC is traditionally a physical facility which houses an
information security team. SOC teams are made up of management, security analysts
and sometime security engineers. It works with development and IT operations teams

within the company.

The objective of a SOC is related mainly to the people, technologies and processes
that provide situational awareness through the detection, containment and remediation
of IT threats. A SOC will handle, on behalf of a company or institution any
threatening IT incident, and will ensure it is properly investigated, analysed and
reported. Lastly, it also monitors applications to identify and prevent a possible cyber-

attack or event.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



Building an efficient SOC requires organizing internal resources in a way that
improves communication and increases efficiencies. Aside from the staff, which is
fairly hard to find, it is imperative for the company to have the latest tools to keep up

to date with threats.

A Security Operations Center is often referred to as Security Defence Center (SDC),
Security Analytics Center (SAC) or even Network Security Operations Center

(NSOC).
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2. Elastic Stack

2.1. The present and future of monitoring with Elastic stack

Being proactive as opposed to reactive is the key component in the cyber security
space. Since the importance of log analysis is analysed before, now the most

commonly used -open-source- combination of projects will be analysed.

The Elastic Stack is the most popular log analytics method in the contemporary IT
world. It gathers logs from all applications, services, networks, instruments, servers
and more from the environment into a single, centralized place for process and
investigation. It is utilized for analysis purposes (e.g. to troubleshoot issues, monitor
services, and decrease the time it takes to resolve operating issues). Another purpose
for this instrument is for security and auditing (e.g. to observe changes in groups -
security wise- and changes in privileges). After getting alerts on these subjects, it is
simple to pursue unauthorized users and suspicious actions. Elastic Stack is also
commonly used for business for supervising users and their behaviour. It is important
to mention that Elastic Stacks often are expensive but at the same time very efficient

in giving users the power to quickly mine and chart logs.

Often used with its former name “ELK Stack”, is the acronym of three open source
projects; Elasticsearch, Logstash and Kibana. Elasticsearch is the searching and
analytics engine. Logstash is the server-side information processing line that ingests
information from multiple sources simultaneously, transforms it, and afterwards
transmits it to the “stash” like Elasticsearch. Kibana allows users to visualise
information with charts and graphs at Elasticsearch. Despite each one of these three
technologies being a separate project, they have been developed to work exceptionally
and harmonically together. ELK Stack was re-branded as Elastic Stack since the Beats
project was introduced, which made the acronym ELKB impossible to pronounce
effortlessly. Beats are light agents that are established on hosts to gather various type
of information for forwarding into the other components of the stack. Although it is
an open source engine for searching and analysis, it is also based on the Apache

Lucene web search engine, mainly referring to the Elasticsearch component.



Elastic Stack is actually really reliable and good even though it’s an open source
assemblage of projects. Multiple companies and organisations now rely on this

technology to perform necessary tasks that will be later described thoroughly.

Added

. features

1
. X-Pack

Logstash

Data L » - P —————— —
ingesting —}-
. Elasticsearch Kibana
- Data storage, Data
visualization

analyzing and
Beats searching

Figure 7: Basic Elastic Stack structure

2.2. Components
2.2.1. Elasticsearch

2.2.1.1. General idea

To begin with Elasticsearch, it is an open-source analytics and full-text search engine
and the main building block of Elastic Stack. It is often used for enabling search
functionality for applications. A great example could be that someone has an online
store for which he wants customers to be able to explore the product selection that it
offers. That could be categories, standalone items and so on. Complex search
functionality is possible with Elasticsearch, like what someone can see on a search
engine. This includes auto-completion, correcting typographic mistakes, highlighting
matches and adjusting relevance etc.

By taking further the case study of the online store, suppose it has implemented a
searching feature. Besides searching through product names and other full-text fields,

it is highly advisable to take several aspects into consideration when sorting the end
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results. If the products have ratings, it is probably a good idea to boost the relevance
of a product that is best rated. Filtering and sorting options for possible clients is
highly desirable such as price range, brand or even sex. To simplify things,
Elasticsearch can do everything that is needed for developing a powerful search
engine. Full-text searches though, are not the only thing Elasticsearch is capable of, as
already stated before.

Queries can be made for structured data much like numbers and use Elasticsearch as
an analytics platform. These queries can may well be for data and then the results
contribute in making charts. It is of highly importance that Elasticsearch must not be
confused with a business intelligence solution. Despite not being one, Elasticsearch
can indeed provide the user a plethora of valuable information out of the data that is
stored inside it.

Apropos of considerable amount of data analysing, Elasticsearch is really great. An
example on what can be done, is to use machine learning to forecast sales based on
historical data. This is an addition provided by X-Pack which will be described in
detail later on this thesis. Another great example of usage could be a capacity
management one. To be more precise if an internet service provider’s support group
integrates this technology to its infrastructure it will be simplified to manage
personnel. This can happen with keeping track of how many phone calls are made and
then forecasting and deciding with ease how much staff the company will need in the
future.

In Elasticsearch, data is stored as documents, which is essentially just a unit of
information. A document in Elasticsearch corresponds to a row in a relational
database and can represent any entity imaginable. This document contains fields,
which correspond to columns in a relational database. A document is essentially just a
JSON object, so to add a car as a document, all that’s needed is to send a JSON object
describing a car to Elasticsearch, such as the example in the image below. More

precisely, an object is added with a “’brand’’, a ’CC’’ and a “’extra’’ property.
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"brand": "Merbandes” — 5  vaues
||CCII: "1598"
"extras": ["alr condition", "ABS", "alarm"]

; !

Names

Figure 8: JSON Object for Elasticsearch

SR

Document 1 Document 2 Document 3 Document 4

Index

Figure 9: Index and document relation

Documents have IDs assigned to them either automatically by Elasticsearch, or by the
user when they are added to an index. So, it only logical to uniquely identify
documents by the index they are included in and their ID.

Moreover, to query documents in Elasticsearch, a REST API is used. A RESTful API
as shown in the dictionary is just a way of designing HTTP APIs. The queries that are

sent to Elasticsearch are also in JSON format.

Y

Reguest _%%T 2 ;_
AAPTES

0000
Response &

Client REST AFI

Cﬁ
J

Figure 10: How REST API works
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Elasticsearch is written in Java and is built on top of Apache Lucene. It has gained a
lot of popularity, due to its relative ease of use and the fact that it exceptionally good
at scaling. While it is easy to get started with simple things, it is still a very complex
technology if an organisation wants to make use of its full potential. Since it is
distributed by design, it scales very well in terms of increasing data volumes and
query throughput. So even if the search must be executed through countless
documents, searches are still going to be almost instantaneous.

It is of high significance, that Elasticsearch is a near real time search platform. This
means that there is a slight latency -normally one second more or less- from the time a
document is indexed until the time it becomes searchable. In other words,

Elasticsearch is sort of a distributed database with lots of extra capabilities.

2.2.1.2. DBMS and Elasticsearch

In a common Database Management System, data is presented in tables as shown in
the figure below. It is clear that these tables consist of columns and rows while on the
other hand, as stated earlier in Elasticsearch, the JSON format is used. So, it is clear

that one row in a DBMS is equal to one document in the Elasticsearch.

DBMS JSON
Value 1 Value 2 Value 3 rrTitIe 1rr: ”Value 7”JI
Value 4 Value 5 Value 6 "Title 2": "Value 8",
"Title 3": "Value 9"
Value 7 Value 8 Value 9 }
Value 10 Value 11 Value 12

Figure 11: DBMS and JSON format

To continue, an index in Elasticsearch is similar to a database in a Relational
Database Management System. More precisely, an index is a collection of documents
that have somewhat similar characteristics. A RDBMS consists of a number of tables,

which hold a number of records. Similarly, in A RDBMS, Tables are used which are
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referred as Types in Elasticsearch. Distinguishing between indices and types is often
very difficult for beginners, and understanding when to use each, is often a challenge.
A Type is a logical category/ partition of the index whose semantics is completely up
to the expert. It is important that one or more Types can defined within an index.
Types although being important they got somewhat removed from Elasticsearch
gradually.

So, it works as shown in the figure below. Any given document, in any format, hosts
data that are afterwards ingested by Elasticsearch. On this application all the
individual words are scripted and stored in an inverted index format. It is very helpful

that way for when data is fetched through a quick search or even for analytical

purposes.
Documents — » Stopword List » Inverted Index
Rats are taking
over New York
city
_’. _—,
| : A
And
In Rats ‘ 1 ‘ 1
On
Thingstodoin f——«—» At —————> New ‘ 2 ‘ 1.23
New York To
Which Things ‘ 3 ‘ 1,23
Under
— b - |
Crime in New
York city
~ Document3d

Figure 12: Inverted index format storing

2.2.1.3. Concurrency issues

When the topic of discussion is distributed systems, sometimes really weird problems

with concurrency pop up. The question is, what really happens when two different
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clients are trying to do the same thing at the exact same time and who actually wins.

Elasticsearch deals with these issues.

The use case as already stated is about two clients that are running a web application
on a big distributed site and they are maintaining page counts for given documents
that are viewed. These documents will be called pages on this website. So, two people
are viewing the same page at an exact moment through two different web servers.
Basically, at this point two clients exist for Elasticsearch, retrieving a view count for a
page from Elasticsearch. Since they are both asking at the same time at this point,
they are just trying to get the current count for that page. Let’s say that it comes back
with a number ten. So, ten people look to this page so far. Now both of these clients
want to increment that at the same time. They will eventually go ahead and increment
the view count for that page and figure out that a new update for this document must
be written, for a view count of eleven. Subsequently, they will both in turn write a
new document update with a new view count of eleven, but it should have been

twelve.

It is obvious that there is a brief window of time between retrieving the current view
count for the page and writing the new view count of the page during which things
went wrong due to this concurrency issue. This is a very real problem if a lot of

people are hitting a specific website or the Elasticsearch service at the same time.

Step 1 ‘ Step 2 ‘ Step 3 | Step 4 |

Increment view count
Client 1 —» 10 — s — 11

Increment view count 1

Client 2 _— 10 e

Figure 13: Concurrency Control Part 1

The solution is called Optimistic Concurrency Control. It is important to understand
that whenever a request for Elasticsearch is given, it returns back the version number
for that document. So, for this use case, the view count of ten is associated explicitly

with a given version number of that document. Just for sake of this example the
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version will be called “’_version: 7”. Eventually, when an update occurs the version
must be also specified to see if two or more people try to update the same version at
the same time. This has a result only for one of them to be successful. Elasticsearch
could then change the version to “_version: 8” and announce that the second client is
basing this update on the wrong information. At that point the client tries to reacquire

the current view count for that page.

Step 1 | Step 2 | Step 3 Step 4
10 Increment view count

et > _version:7 —> ?err:?ugr; > .
10 Increment view count

Client 2 — —> for page

version:7 i
- _version:7

v

Client 2 —

11 Increment view count
> for page —» 12

version 8 y
- _version8

Figure 14: Concurrency Control Part 2

To avoid doing this by hand there is another parameter called retry_on_conflicts (use
retry_on_conflicts = N to automatically retry) that will allow you to automatically

retry if this happens so that’s kind of a nifty feature.

2.2.1.4. Scaling

2.2.1.4.1. Architecture

2.2.1.4.1.1. Nodes and clusters

By cluster of computers, it is meant, a collection of one or more nodes that together
hold all the data and provides federated indexing and search capabilities across all
nodes. Therefore, the collection of nodes contains the entire data set for the cluster. A
node on the other hand, is a single server that is part of the cluster that stores the data

and participates in the cluster’s indexing and search capabilities. This means that a
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node will participate in a given search query by searching the data that it stores.
Usually a master node exists which is responsible for lightweight cluster-wide actions
such as creating or deleting an index, tracking which nodes are part of the cluster, and
deciding which shards to allocate to which nodes. So basically, it is the cluster
coordinator and the component that is responsible for updating the state of the cluster.
Each node can be assigned as being the master node by default. It is important for
cluster viability to have a stable master node. It is perfectly valid to have a cluster

with only one node.

%

Node 1 Node 2 Node 3

Cluster

Figure 15: Cluster and nodes relation

Apart from that, it is worth mentioning that every node within the cluster can handle
HTTP requests for clients that want to send a request to the cluster. This is done by
using the HTTP REST API that the cluster exposes. A given node then receives this
request and will be responsible for coordinating the rest of the work. Also, a given
node within the cluster knows about every node in the cluster and is able to forward
requests to a given node by using a transport layer, while the HTTP layer is
exclusively used for communicating with external clients, such as an application, for
instance.

Both clusters and nodes are identified by unique names. For clusters, the default name
is elasticsearch in all lowercase letters and the default name for nodes is a Universally
Unique Identifier also referred to as a UUID. This can be changed according to the
expert’s needs. It is worth knowing that the names of nodes are important because that
is the way to identify which physical or virtual machines correspond to which
Elasticsearch nodes. By default, nodes join a cluster named elasticsearch, but the

nodes can be configured to act differently. If no cluster already exists with that name,
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it will be formed. Therefore, in a production environment it is a good idea to change
the default name, to make sure that no nodes accidentally join a production cluster.
Lastly as with documents and their corresponding IDs, indices are identified by names
which must be in all lowercased letters. These names are then used when searching
for documents, in which case the index must be specified to search through for
matching documents. The same applies for adding, removing and updating

documents.

2.2.1.4.1.2. Shards

One of the most common questions that occur when discussing about Elasticsearch is
how well it scales itself out to run on an entire cluster of computers. The main trick is
that an index is split into shards. Every shard is a self-contained instance of Lucene
and of itself. This means that it is just a logical partition of the index. So, the idea is
that if a cluster of machines exist, these shards can be spread across them. If more
capacity is needed though, simply more computers can be introduced to the cluster
and more shards added to the entire index for a more efficient spread of the load.
Every time a given server in the cluster is used, once it figures out in what document
the user is interested in, it hashes the document to a particular shard ID. As a result, a
mathematical function will be used to find expeditiously which shard owns the given
document and then redirect the user to the appropriate shard on the cluster. So simply,
index is distributed among many different shards and a shard can live on different

machines within a cluster.

In order for Elasticsearch to maintain resiliency to failure, shards are divided into two
categories: primary and replica ones. A primary shard and its replicas are referred to
as a replication group. A big problem that occurs when a cluster of computers exist, is
that those computers can fail sometimes, and something must be done in order to
prevent or countermeasure it. An example is present in the figure below where an
index is presented that has two primary shards and two replicas. So, in this example
three nodes will be used, where each node is an installation of Elasticsearch. Usually
one node is installed per physical server in a cluster. The design is such that if any

given node in the cluster goes down, the end user will not even realise its absence.
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Primary shards, in this example, are basically the primary copies of the index data and
that’s where write requests are going to be routed to initially. Then that data will be
replicated to the replica shards which can also handle read requests whenever it is
desired by the user. Elasticsearch figures everything automatically in behalf of the
user, so if the user wants two primaries with two replicas, in three given nodes, the

end figure will be as described.

PRIMARY REPLICA REPLICA REPLICA PRIMARY REPLICA
Ve __7"\ /’(___w‘\ /’(___w\ el Y Ve T o~
A S N S N S AN S N S/ h. /

NODE 1 NODE 2 NODE 3

Figure 16: Shard resilience Part 1

The case scenario is that Node 1 suddenly fails for some unspecified reason (the
power supply burned out, disk failure etc). So, in this case primary shard 1 and replica
shard O will be lost. This is a minor problem since a replica shard 1 exists both in
node 2 and 3. Elasticsearch would figure that out and it would elect one of the replica
nodes on 2 or 3 to be the new primary. Since the shards are there, they can keep on
accepting new data and servicing read requests because now there are only down to
one primary and one replica. This will happen until the lost node is restored.
Similarly, if node 3 collapses, Elasticsearch would pick a new primary shard 0 from

node 1 or 2.
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PRIMARY

--------------------------------------------------------------------------------------------------------

REPLICA REPLICA /| REPLICA | PRIMARY REPLICA
Y Y Y e
M - |8 - e - -
0 0 1 0 1
N N /
NODE 1 NODE 2 NODE 3
PRIMARY REPLICA
0 1
NODE 1 NODE 2 0 NODE 3

Figure 17: Shard resilience Part 2

By using a scheme like the above mentioned, a fault—tolerant system is created. In

fact, it can even support the system even if it loses multiple nodes at the same time.

According to this example, two nodes can collapse at the same time with them being

node 2 and node 1. Since in node 3 a primary shard 0 exists all there is to be done is

for Elasticsearch to elect the replica shard 1 into primary shard 1. For this sort of

resiliency, it is recommended to use an odd number of nodes.

v

PRIMARY SHARD 0
new PRIMARY SHARD 1

{

PRIMARY REPLICA
| —— -
Fa rd
e |
0 1

L. A
NODE 3

Figure 18: Shard resilience Part 3
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To conclude the idea is that the system will round-robin requests as an application
among all the different nodes in the cluster so that the initial traffic load will be spread
out evenly. It is only logical for this procedure to be efficient that a replica node

should never be stored on the same node as its primary shard.

2.2.1.4.2. Replica shards synchronization

It is clear enough that replicas need to be kept in sync, because otherwise problems
would popup. These problems occur mainly when deleting or updating a document
since it duplicated across nodes. This has a result for queries to become unpredictable,
mainly because the result would depend on which particular replica shard is read
from. To deal with this Elasticsearch uses a model named primary backup for its data
replication. This means that the primary shard in a replication group acts as the entry
point for indexing operations. More specifically, all operations that affect the index-
such as adding, updating or removing documents- are sent to the primary shard. The
primary shard is then responsible for validating the operations and ensuring that
everything is good. This involves checking if the request is structurally invalid, such
as trying to add a number to an object field or something equivalent. When the
operation has been accepted by the primary shard, the operation will be performed
locally on the primary shard itself. Afterwards, at the time of completion, the
operation will be forwarded to each of the replica shards in the replication group. If
the shard has multiple replicas, the operation will be performed in parallel on each of
the replicas. Eventually, if the operation is completed successfully on every replica
and responded to the primary shard, the primary shard will respond to the client that

the operation was a success.
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Figure 19: Synchronization of replica shards

A simple case study would be a client/ server that communicates with the cluster. The
cluster is consisted of two nodes, which are parted off one primary shard and the
replicas of the other node’s primary shard. Firstly, a document from the index is to be
deleted. At this point, Elasticsearch needs to find the correct replication group, and
thereby also the primary shard. With correct routing the client finds the corresponding
replication group and its primary shard. The operation is then routed to the primary
shard where it is validated and subsequently executed. Once the operation completes
on the primary shard itself, it is sent to the replica shards in the replication group. In
this case that means that the delete operation is sent to Replica 1a and Replica 1b.
When on both of these replicas the operation completes, the primary shard
acknowledges that the request was successful to the client. If there were no replicas

the operation would have just been executed directly on the shard.

2.2.1.5. Data searching

Below a figure is presented, with what a developer would typically see when running
search queries towards an Elasticsearch cluster. The client in reality can be often a
server. That client communicates with the Elasticsearch cluster by sending search
queries over HTTP. Afterwards, the cluster handles the procedure based on the index
and query that is specified in the HTTP request. When the results are ready, the cluster

responds with the results, and the client can then use the results for multiple purposes.
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K Fetching results '

Figure 20: Elasticsearch. How data searching works

For deeper inspection a case study is used as well. As shown below, a cluster
consisting of three nodes exists. It contains one index distributed across three shards;
Shard 1, Shard 2, Shard 3. Each shard has two replicas, so each replication group
consists of a primary shard and two replicas. The first thing that the client does is to
send a search query to the cluster which ends up on the Node 2 containing Shard 2.
This node is the so-called “coordinating node”, meaning that this node is responsible
for sending queries to other nodes, assembling the results and responding to the client.
So basically, coordinating the query, hence the name “coordinating node”. By default,
every node may act as the coordinating node and may receive HTTP requests as
aforementioned. Since the coordinating node itself contains a shard which should be
searched, the node will perform the query itself. This may not be the case in other
scenarios, but since there is only one index, this will always be the case. Afterwards,
the coordinating node broadcasts the request to every other shard in the index, being
either a primary shard or a replica shard. In this example the primary shards, Shard 1
and Shard 3 receive the requests. When the other shards respond with each of their
results, the coordinating node merges them together and sorts them, and lastly returns

the results to the client.
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Figure 21: Queries handling

It is noteworthy that the approach is different if a single document is retrieved by its
ID. When doing this, the request is routed to the appropriate shard instead of being

broadcasted to all of the index’s shards.

2.2.1.6. Document distribution and routing

Elasticsearch is capable of knowing on which shard to store a new document, and
how to find it when retrieving it by ID. Documents should be distributed evenly
between nodes by default, so that one shard will not contain way more documents
than another. So, determining which shard a given document should be stored in or
has been stored in, is call routing. To make Elasticsearch more user friendly and
easier to handle, routing is handled automatically by default, and most users will not
even need to manually deal with it. The way it works by default, is that Elasticsearch
uses a simple formula for determining the appropriate shard. By default, the
“routing’’ value will be equal to a given document’s ID. This value is then passed
through a hashing function, which generates a number that can be used for the

division.
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shard = hash (routing) % total number_of primary_shards

Figure 22: Shard number calculation

The remainder of dividing the generated number with the number of primary shards in
the index, will give the shard number. This is how Elasticsearch determines the
location of specific documents. When executing search queries (not looking a
document with its ID), the process is fairly different, as the query is then broadcaster
to all shards. This default behaviour ensures that documents are distributed evenly
across shards. Since this is just a default configuration, it can be changed at will. To
be more specific, when retrieving, deleting, or updating documents, a custom routing

value can be specified to change the way documents are distributed.

| Scenario No. 1 ‘ add document
search request
request
Document is stored in 1 -—
Shard 1 \ \

It is here!

Routing formula Client Routing formula Client
1 Shard 2 Shard 3 Shard 2 Shard 3
Store it here!
Shard 1 Shard 4 Shard 1 Shard 4
Still stored in Shard 1
MNode 1 Node 2
Shard 5 Shard 6
Node 1 Node 2

Figure 23: Add and search document requests

An example of this could be if a document existed for each car, in which case the
shard could be determined by the country that they are manufactured at. In that case, a
potential problem could be if the majority of the cars were manufactured in the same
country, because then the documents would not be evenly spread out across the

primary shards.
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The number of shards for an index cannot be changed once an index has been created.
Taking the routing formula into consideration, then the answer is pretty obvious as to
why this is the case. If the number of shards changed, then the result of running the
routing formula would change for documents. So, if a document has been stored on
Shard 1 when there are four shards in total, because that is what the outcome of the
routing formula was at the given time. Also, hypothetically the number of shards is
changed later into a total number of six. If someone tries to lookup the document by
ID, the result of the routing formula might be different. Now the formula might route
to Shard 3, even though the document is actually stored on Shard 1. This means that
the document would never be found and that would cause some major issues.
Concluding that is why the number of shards cannot be changed once an index has
been created. The only solution is to create a new index and move the documents to it.
The same problem could happen if custom routing is introduced within an existing
index that contains documents that have been routed using the default routing

formula.

2.2.1.7. Read and write capacities

A clear use case would be to index a new document into Elasticsearch, that is going to
be a write request. When this is done, whatever node the system talks to, will respond
0k, here is the location of the primary shard for this document you are trying to
index. So, I will redirect you to where that primary shard is located’’. Afterwards the
data index will be written into the primary shard and then that will automatically get
replicated to any replicas for that shard.

When read occurs on the other hand, the process is not only quicker but simpler as
well. It is routed to the primary shard or to any replica of that shard so that the load of
reads can be spread out more efficiently. This means also that the more replicas there
are, the read capacity is increased for the entire cluster. It is only the write capacity
that is going to be bottlenecked by the number of primary shards.

One big issue with this architecture is that the number of primary shards is
unchangeable. This is defined when the index is created up front and the syntax of

that is presented in the below figure.
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PUT funipi_index
{
"settings™
{
"number_of_shards": 3,
"number_of replicas" 1
}
}

Figure 24: Counting of shards

It is as can be seen a put request, 3 primary shards and 1 replica. It is not clearly
visible, but the cluster here ends up with 6 shards. This happens because 3 primary
shards will be used and 1 replica for each will be created. So, if the request consisted
of 2 replicas, the total number of shards would add up to 9, and so on.

This is not as bad as it sounds because a lot of applications of Elasticsearch are very
read heavy. More specifically, this can be easily seen when a search index is powered
on a big website like an online encyclopedia. There, the number of new read requests
will outnumber the indexes for new documents. So, it’s not as rough as it sounds since
a lot of applications oftentimes can get more replicas inside the cluster’s infrastructure
later. As already stated, this can add more read capacity, but in order to add more
write capacity, a re-index of the data into a new index must happen. Although these
are a viable option, it is far more desirable to plan and make sure that enough primary

shards exist to handle any growth that might reasonably appear soon.

2.2.1.8. Apache Lucene

Lucene is a powerful Java search library which is built for creating indexes that are
easily searchable. An Elasticsearch shard is essentially a Lucene index. This Apache
framework is the full-text search library, that Elasticsearch is built on. Elasticsearch is

basically making Lucene’s functionality available in a distributed setting.

Within a Lucene index there are segments. These segments are simply, mini indexes
and within them there are certain data structures, like an inverted index, stored fields,
document values etc. When working with search, the key data structure to understand

is the inverted index.
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The inverted index consists of two parts; the sorted dictionary and a posting list. The
dictionary contains the index terms and for every term its posting list is the documents

that contain the term.

In the figure above a basic example of indexing is shown but the principle is the same
for all kinds of searches. First the user operates on the dictionary to find candidate

terms and then operate on the postings.

DICTIONARY POSTINGS
TERMS FREQUENCY DOCUMENTS
Bird 1 3
Choice 2 47
Fox 2 8,11
Dog 1 2
1

Ape

Figure 25: Indexing in Apache Lucene

It is noteworthy that segments are immutable. This means that they cannot be
completely deleted if a document is deleted. More specifically whenever a document
is deleted there is a bitmap that marks the document as deleted and Lucene will filter
it out for every subsequent search. The segment itself doesn’t change though. So,
when update for example is essentially a delete followed by a reindex this should be

kept in mind.

Lucene on the other hand, uses all the tricks in the book to compress things. Segments
can be created in one of two ways. First as new documents are indexed Elasticsearch
will buffer these documents, and then every refresh interval, which defaults to every
second, it will write a new segment and the documents will become available for
search. This means that over time lots of segments will stack up. To solve this
problem, every now and then Elasticsearch will merge them together and during this
process deleted documents are finally, completely removed. That’s why adding

documents sometimes can cause the index to be smaller.
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MERGE
Deleted document ————————  MNew document ———» New input in index

Figure 26: Updating and re-indexing in Apache Lucene

Many of the aforementioned are equally presented at Elasticsearch. This was expected

though, since Elasticsearch was built on top of Lucene.

2.2.2. Kibana

2.2.2.1. General idea

Kibana is a really good way for querying and visualizing information at Elasticsearch.
It is a JavaScript-based web application. The Kibana tool is a platform mainly used
for analytics and visualization for the convenience of the user. It is called as the
Graphical User Interface (GUI), named by the IT community. To be more precise,
Kibana lets you visualize data from Elasticsearch and analyse it to make sense of it.
Someone can say that Kibana is an Elasticsearch dashboard where you can create

visualizations such as pie charts, line charts and many others.

For example, a company can plot its website visitors onto a map and show traffic in
real time. You can aggregate website traffic by browser and find out which browsers
are important based on its particular audience. Kibana is also where change detection
and forecasting are configured. It provides an interface to manage certain parts of
Elasticsearch, such as authentication and authorization. Generally speaking, Kibana
can be seen as a web interface to the data that is stored within Elasticsearch. It uses
the data from Elasticsearch and basically just sends queries using the same REST
APL. It just provides an interface for building those queries and lets the user configure
how to display the results. This can be a huge time saver because there isn’t a

necessity for the user to implement all these by himself.
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Dashboards can be built where the user can place a number of metrics and
visualizations or even be used for system administrators to monitor the performance
of servers, such as CPU and memory usage. Another example that is worth
mentioning is about developers since they can monitor the number of application
errors and API response times. It is fairly obvious at this point that user is likely to
store a lot of different kinds of data in Elasticsearch, apart from the data that can be
searched or presented at the end. It is worth mentioning that user might not even need

to use Elasticsearch for implementing search functionality at all.

Searching in Kibana is performed by selecting the search box at the top of the page.
Afterwards, by entering a string of data that the user wants to view in the logs (this
can be an IP address for instance) the results appear below. Kibana offers the ability
to search down to a high level of granularity. More specifically, the user has the

option to go down to the millisecond if he needed to.

Moreover, if the user has errors in his syntax, he will be helped by Kibana in ways to
refine his query. Documentation is also pointed regarding the syntax which is also
very convenient. An error is presented if the search bar has gone red or if the fifteen-

minute is exceeded (if not changed).

2.2.2.2. Elastic Cloud

An easier way to use the Elastic Stack suite, without installing its components, is by
using a technology called Elastic Cloud. It is a hosted and managed solution for those
who want to easily deploy an Elasticsearch cluster and avoid having to manage the

underlying infrastructure.

It is free for fourteen days, which is sufficient for the purposes of this Thesis, to
understand the basic principles of Elastic Stack. That way as mentioned earlier,

installing and configuring Elasticsearch and Kibana is avoided.
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Advanced security features like authentication and role-

8 GB memory
based access control

240 GB storage - ) o o
1O  Alerting capabilities to trigger notifications

High availability across two zones .
Monitoring to optimize your cluster health

] @

&

Mm@ O3

The latest versions of Kibana and Elasticsearch - Protect your cluster with Encryption at REST

Figure 27: Elastic Cloud prerequisites

While setting up the cloud the first thing to do is to select the size of the cluster. This
is not possible though since the trial is locked at the following specs. The reason that
the slider is locked and that it is not possible to choose a smaller cluster, is that Elastic
wants to provide you with high performance for the duration of the trial, just to give
the user a memorable and good experience. Of course, someone can put his credit

card information and scale it up and down as he pleases.

The following thing to do is to choose a cloud provider. That is because Elastic Cloud
runs on top of a cloud provider, being either Amazon Web Services (AWS) or the
Google Cloud Platform. It is worth mentioning that AWS has already a service named
Elasticsearch Service. The fundamental difference between this and the
aforementioned option is that Elastic Cloud provides more capabilities; access to X-
Pack. It is also noteworthy that Logstash is not a part of the Elastic Cloud, but it is

expected to be added soon.

2 x 4 GB RAM /120 GB storage
instances of aws.data.highio.i3

3 x 1 GB RAM instances of

Optional
aws.master.r4

1 x 1 GB RAM instance of

Optional
aws.ml.m5

1 x 1 GB RAM instance of
aws.kibana.r4

1x 512 MB RAM instance of
aws.apm.rd

Figure 28: Instances of Elastic Cloud (AWS)
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On the other hand, if the Google Cloud Platform is used, then the advantages are even
greater, because there is currently no other managed Elasticsearch service available.
So, in order to run the Elastic Stack on Google’s cloud platform, the user would have
to set everything up himself or use a prebuild image. Subsequently though, the user is
responsible for managing the cluster and keeping the underlying servers running

smoothly. The cloud provider of choice for this Thesis is Amazon though.

2 x 4 GB RAM [/ 120 GB storage
instances of gep.data.highio.1

3 x 1 GB RAM instances of

Optional
gcp.master.1

1x 1 GB RAM instance of

Optional
gcp.ml.1

1 x 1 GB RAM instance of
gcp.kibana.1

1x 512 MB RAM instance of gcp.apm.1

Figure 29: Instances of Elastic Cloud Google Cloud Platform

Afterwards a region should be chosen which is basically where the cluster will be
hosted geographically, and the version of the Elastic Stack. The area of choice is EU
Frankfurt while the version of the Elastic Stack is 7.3.0. Unless, there are existing
applications that are written against a specific version of Elasticsearch, the latest

version is recommended.

It is important to understand, that if the user wants to use the cluster for something
irrelevant to developing and testing, the region that is chosen should be close to the

cluster that it is connected to. This will ensure the lowest possible latency.

US East (N. Virginia) US West (N. California) US West (Oregon) EU (Ireland)

Asia Pacific (Singapore) Asia Pacific (Tokyo) South America (Sao Paulo) Asia Pacific (Sydney)

EU (Frankfurt;

Figure 30: Region choosing
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Elastic Stack version

73.0 Edit

Figure 31: Elastic Stack version used

Finally, the name chosen for this case is JOHN and the final deployment information

is presented in the figures below.

97ec2b

JOHN

Great work! Your deployment has been created. What would like to do next?

AWS EU (Frankfurt)

Dismiss v
Ingest and visualize data Migrate existing data
Once it's ready, go to Kibana to start indexing If you have a data set that's ready for Elasticsearch,
your data or play around with our sample data reindex or restore from a snapshot.
sets. Reindex or Restore
Launch Kibana
Deployment name Deployment status Deployment Management
JOHN Edit ® Healthy [ Restat |
[ Delete deployment ‘
Deployment version —
v7.3.0
Figure 32: Final deployment info part 1
Applications

= Elasticsearch ®
Launch Copy Endpoint URL

K Kibana @
Launch Copy Endpoint URL

= APM @

CloudID (@

JOHN : ZXUtY2VudHJhbCBXLmF3cy5jbG91ZC51cy5pbyQsN2ViMmIz
ZTgeMjMBNTI1YmQ3YWQ2YWZiMWIyMD1jMiRhODAhMGF INWRhYZAGM
DJmYTYZMTBKY2YyYTk10TASZg== k2

Launch Copy APM Server URL

Figure 33: Final deployment info part 2
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Instances
Allinstances & aws.master.rd 1 aws.data.highio.i3 2 aws kibana.rd 1 aws.apm.r4 1
eu-central-1a eu-central-1b eu-central-1c
- - R
- - =
. Tiebreaker #2 | v7.30 1GBRAM Instance #1  v7Z3.0 4 GBRAM Instance #0  vZ.30 512 MBRAM
. = =
master eligible data [JiaSteR ingest
JVM memory pressure 15% JVM memory pressure 7%
=
Disk usage 0% of 2 GB Disk usage 0% of 120 GB Instance #0 | S0 WECSREN
data master eligible  ingest
. . JVM memory pressure 7%
W Stop routing W Stop routing
Disk usage 0% of 120 GB
Z :
Instance #1 | vZ3.0 1GBRAM B Stop Routing

Figure 34: Final deployment info part 3

After a short moment, a dialog appears with the username and password of the cluster.
It is crucial to either save it or download it because it is not possible to find it
anywhere inside the suite. This happens because it is secured by a login by default,
which is a feature of X-Pack. A Cloud ID is also provided, which is needed if data is

sent to the cluster from Beats or Logstash.

Save your Elasticsearch and Kibana password

These credentials provide superuser access to Elasticsearch and Kibana in this deployment. The password won't

elastic

XzbXtMww5Q1zE9uQiR8M2z65 coPY DOWNLOAD

Figure 35: Elastic Cloud credentials

Cloud ID

JOHN : ZXUtY2VudHJhbCOxXLmF3cy5jbG91ZC51cy 5pbyQwNDkwMj gx

YJETNWIOYZZ1YTQSYJZJZWNjY2VKMGEANYQOZGIxXNTIS0WUA0DIGM
WMwYmIyNzEzMTETMjBlYTU3YQ==

Figure 36: Elastic Cloud ID
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A good example about how this service works would be to send a request to the
cluster, just to make sure that it can be accessed. To do so, curl HTTP tool will be
used in a Terminal window. Since the cluster is secured with X-Pack, authentication
is needed to be able to communicate with it. For this to happen, basic HTTP
authentication is needed, so it is essential to add a -u argument to curl, followed by the

username, a colon, the password and the Elasticsearch endpoint URL.

8490281b155b4c6ead9bb6cecccedBaB? .eu-central-1.aws. c]

“number" : “7.3.0"
"build_flav

"build_type" :
"build_hash"
"build_date"

"build_snapshot

"lucene_v on" c

"minimum_y ibili g Y e",

"minimum_index_compatibility version" : .@-betal™
1

"tagline” : "You Know, for Search

Figure 37: Node receiving the request

It is fairly clear from the JSON response, that it contains various details about the
cluster, meaning that the user can communicate with the cluster. Another way to
access the raw data of Elasticsearch, is to launch it straight through the Elastic Cloud

and then type the credentials that were given.

e —
JSON Raw Data Headers
Save Copy Pretty Print
{
"name" : "instance-Beoeoesos8l”,
"cluster_name” : "8498281bl155b4dc6ead9bbceccceddasdy”,
"cluster_uuid” : "UFVgQPY3ZTGOGKRF3ImNG1MA",
"version" @ {
"number™ : "7.3.8",
"build_flawvor" : "default”,
"build_type" : "tar”,
"build_hash" : "de777fa",
"build_date” : "2019-87-24T18:308:11.767338%1",
"build_snapshot™ : false,
"lucene_version™ : "s8.1.8",
"minimum_wire_compatibility_version™ : "6.8.8",
"minimum_index_compatibility_version" : "6.8.8-betal”
¥
"tagline" : "You Know, for Search”
¥

Figure 38: Accessing Elasticsearch raw data
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From the previous figure, it is visible which node received the request. If a couple
more requests are sent, the other node can be reached with a request as well -even
though it is on the other data center. In this case, a data center is also reffered to as an

Availability Zone, in the context of Amazon Web Services.

Giannis>curl -u elastic:XzbXtMww5Q1zE9uQiR8M2z65 https://0490281b155b4c6ead9bbceccceddas? . eu-central-1.aws.cl)
243

"number” : "
"build_flav

"build_type
"build_hash
"build_date"
"build snapsh

"minimur 0
"minimum_in compatibility
Ts

"tagline" : "You Know, for Search

Figure 39: Changing the instance-node

The same credentials are also used for launching Kibana which is done by simply
pressing the launch option in the Elastic Cloud platform. Since the cluster is empty, an
option pop ups for the user to decide if he wants random results to show on the

Kibana dashboard, which is what was chosen for the purpose of this Thesis.

A Add data o @

Add Data to Kibana

Al Logging Metrics SIEM  Sample data
O
( c N 313
>4 $596
T —— —— A = -y -
e T = o
$77,638.33 [ =1 e e —————
Sample eCommerce orders
E nd dashboards for boards f hboards f

Figure 40: Kibana dashboard in Elastic Cloud

2.2.3. Logstash
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2.2.3.1. General idea

Traditionally, Logstash has been used to process logs from applications and send
them to Elasticsearch, hence the name. That’s still a popular use case, but Logstash
has evolved into a more general-purpose tool, meaning that it is a data processing
pipeline. The data that Logstash receives, will be handled as events, which can be
anything from log file entries to ecommerce orders and chat messages. Afterwards,
these events are processed by Logstash and shipped off to one or more destinations. A
couple of examples could be Elasticsearch, a Kafka queue, an e-mail message, or to

an HTTP endpoint.

A Logstash pipeline consists of three parts/ steps; inputs, filters, and outputs. Each
stage can make use of a so-called plugin, which can be a file, for instance, meaning
that Logstash will read events from a given file. Another case would be that someone

sends events to Logstash over HTTP, or to look rows from a relational database.

While input plugins are how Logstash receives events, on the other side, filter plugins
are all about how Logstash should process them. Many formats can be parsed with
these plugins such as CSV, XML or even JSON. To be more precise, data enrichment
can be performed such as looking up an IP address and resolving its geographical

location or even look up data in a relational database.

Finally, an output plugin is where the processed events are sent to. Formally, those
places are called stashes. So, in a nutshell, Logstash receives events from one or more
inputs, processes them, and sends them to one or more stashes. A user can have
multiple pipelines running within the same Logstash instance if he wants to. This can
be helped since Logstash is horizontally scalable. It is worth mentioning, that a
Logstash pipeline is defined in a proprietary markup format that is like JSON.
However, it’s not only a markup language, as it is possible to add conditional

statements and make a pipeline dynamic.

While Elasticsearch is the database component, the Logstash is the streaming
component which pushes the logs into Elasticsearch and to other database

technologies, as presented below.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



‘ Beats Kafka Files LN ]
Logstash ‘

il [§

hadoop Elasticsearch mongodb nmm

Figure 41: Logstash place in ELK

2.2.3.2. Main stages

Logstash consists of three stages that are shown also to the figure below. The first
stage is getting data into the pipeline from the data source - whatever the data source
is —and it goes into a thing named “’inputs’’. So, basically is the first stage where the
system is getting the input of data. Then there is a filtering process where that data is
filtered out to data that are desired and to data that must be thrashed. Lastly, inside the
Logstash pipeline, there is the output. It is the thing that makes its way into the data
destination — whatever that may be. In the Elastic Stack the data destination is of

course Elasticsearch.

) 7\
Data : o : [ Data \
sources Inputs Filters Outputs destinations /
___/ N

Logstash pipeline

Figure 42: Stages of Logstash

2.2.4. X-Pack
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X-Pack is a pack of features that adds additional functionality to Elasticsearch and
Kibana. It adds functionality in various feature areas and below the most important

ones will be presented.

Firstly, there is security. X-Pack adds both authentication and authorization to both
Kibana and Elasticsearch. Regarding authentication, Kibana can integrate with LDAP,
Active Directory and other technologies to provide it. Users and roles can be also
added and then configured exactly to what a given user or role can access. This is
very useful, since different people might need different privileges. A very
characteristic example is one of a marketing department or management team. They
cannot do any changes to data as expected but they should have read-only access to
certain data of interest to them. A great tool that X-Pack uses is Shield, that features

authentication and authorization options.

Next up, X-Pack enables the monitoring of performance of the Elastic Stack.
Specifically, the user can see the CPU and memory usage, disk space and many other
useful metrics, which enables the user to stay on top of the performance and easily

detect any problems.

What’s more, is that users can even set up alerting and be notified if something out of
the water happens. It is important to determine the relation between alerting and
monitoring, since alerting is not specific to the monitoring part of the Elastic Stack.
This happens because alerting can be set to alert anything the user wants. For
example, the user might want to be alerted if CPU or memory usage of the company’s
web servers go through the roof, or if there is a spike in application errors. Many
times, it is used to stay on top of suspicious user behaviour, such as if a given user has
signed in from three different countries within the past hour. The alert part comes

afterwards with the notification by e-mail, Slack or other means.

Last but not least reporting is another crucial part of X-Pack. With reporting, the user
can export the Kibana visualisations and dashboards to PDF files. Reports can be
generated on demand or be scheduled so that the user can receive them directly to his
e-mail inbox. A user might want daily or weekly reports of a company’s key
performance indicators or any useful information to engineers or system
administrators. Furthermore, reports can also be triggered by specifying conditions,

kind of as with alerting, so the user defines rules for when the reports should be
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generated and delivered. It is important to mention that for a more professional look
reports can be generated with the usage of a personal logo or perhaps for sharing
reports with customers. Apart from exporting visualizations and data as PDF files, the
user can potentially export data as CSV files, which could be useful for importing

data into a spreadsheet, for instance.

X-Pack is also what enables Kibana to do the machine learning. So basically, the
functionality is provided by X-Pack, and the interface is provided by Kibana. First
with machine learning anomality detection is possible, such as detecting unusual
changes in data based on what the neural network believes is normal. This feature can
be easily tied together with alerting. This is not a common secret since, a specific
machine of user’s choice will watch the number of daily visits to a website of the
user’s jurisdiction and if there is a significant drop -or increase for that matter- this
will be identified. The other thing that this feature is capable of is to forecast future
values. This is especially useful for capacity planning, such as figuring out how many
visitors will visit the aforementioned website in the foreseeable future. Features like
this could be helpful for spinning up additional servers if not using auto scaling, or to
have more support agents available. An example could be that a online store with

diving gear gets a lot more traffic in summer months.

Moreover, there is a feature in X-Pack named SQL. It is basically a statement about
the query language used in relational databases. In Elasticsearch, documents are
queried with a proprietary language called Query DSL. This is at heart a JSON object
defining the query. This language is malleable since the user can execute numerous
things, but it might be a bit rambling at times. For developers who come from a
background of working with relational databases, it would be more straightforward to
just work with SQL. This is possible since SQL queries can be sent to Elasticsearch
over HTTP, or alternatively use the provided JDBC driver. Afterwards what
Elasticsearch does, is to translate the SQL query into the Query DSL format behind

the scenes, so internally the query is handled the same way after that translation.

Lastly and most importantly since it has the most direct appeal to the user X-Pack
features graph. Graph is all about relationships between data. An example could be
that when someone is viewing a product on an ecommerce website, it is desirable to

show related products on that page as well. Or perhaps suggest the next song in a
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music streaming application, based on what the listener desires. For example, if the
user likes an exact folk song, there is a good chance that he also likes another song of
the same genre. To make this work though it is decisive to fathom the difference
between popular and relevant. This can be easily with a simple poll out on the street
is performed with ten different people whether they are using a specific, popular
search engine. Most of them will answer yes but that doesn’t mean necessarily that
they have anything else in common. That’s just because the platform which was the
universe of discourse is popular amongst all kinds of people that use the internet. On
the other hand, though, if you ask ten people if they use a precise site about cyber
security, the ones that say yes indeed have something in common, because this
website is related to an IT field. So basically, the uncommonly common is desired
because it says something about relevance and not reputation. The point is that purely
looking at the relationships in data without looking at relevance can be seriously
misleading that’s why graph uses the relevance capabilities of Elasticsearch when
determining what is akin and what’s not. Graph exposes an API that can be used to
integrate this into applications. Apart from the previously mentioned examples,
another case study could be to send out product recommendations in a news feed
based on a person’s purchase history. This tool also supports a plugin for Kibana
where data can be visualised as an interactive graph. Of course, this can be very
useful when the user knows what he is looking for but far more helpful when he
doesn’t. The Ul lets the user to drill down, navigate and explore the relations in data

that weren’t obvious.

2.2.5. Beats

Beats as already stated is a collection of so-called data shippers. They are lightweight
agents with a single purpose that are installed on servers, which then send data to
Logstash or Elasticsearch. There are multiple beats that collect different kinds of data
and serve different purposes. One of the most commonly used beats is Filebeat, which
is used for amassing log files and sending the log entries off to either Logstash or
Elasticsearch. Filebeat ships with modules for common log files, such as nginx, the
Apache web server or MySQL. This is very helpful for collecting log files such as

access logs or error logs.
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Another beat that is highly worth mentioning is Metricbeat, which collects system-
level with, not mandatorily though, service metrics. It is mainly used for collecting
CPU and memory usage for the analogous operating system, and any services running
on the system as well. Metricbeat also ships with modules for popular services such as
nginx or MySQL, so you it is possible to monitor how they perform. There is a
generous number of beats currently available but Filebeat and Metricbeat are the most

frequently used.

2.2.6. Common choices of architecture

At this point a couple of architectures about how Elasticsearch and Elastic Stack in
general are being used. The first use case would be an ecommerce application running
on a web server. The data is stored within a database, such as the product categories
and the products themselves. So, when a product page is requested, the web
application looks up the product within the database, renders the page, and sends it
back to the visitor’s browser. For the search functionalities the system has been using
only the database, so it is only wise to enhance it since that’s not what databases are

good at. The best tool for the searching part is Elasticsearch.

CHa

Website page Web server

Database

Figure 43: Common architecture part 1

To integrate it into the current architecture, the application should communicate
directly with Elasticsearch. Subsequently, when someone enters a search query on the
website, a request is sent to the web application, which then sends a search query to
Elasticsearch. When the application receives a response, it can process it and send the
results back to the browser. The real challenge though is how to get data into

Elasticsearch in the first place, and how does it stay updated. To be more specific,
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whenever a new product is added or updated, the product should be also added or

updated in Elasticsearch too, apart from within the database.

Elasticsearch

CEpmts J—

Web server

Website page Database

Figure 44: Common architecture part 2

Essentially some of the data will be duplicated. That might sound like a poor
approach but .... The aforementioned, is an excellent way for launching a website
with Elasticsearch from the beginning but is not really conceivable when it is added to
an existing application that already has data. When data that is to be added is
relatively small, a script could be written that does it all in one go. On the other hand,
if the data is more than that, the user would need to paginate-or scroll through- them.
There are some open source projects that can help with this, but not all of them are
actively maintained, and usually it is a fairly simple task to write a script that does
this. Then, from the moment the data has been imported, the application will keep it
up to date whenever something is altered. This is probably the simplest usage of

Elasticsearch that someone will come across.

Afterwards a way for visualization of the number of orders per week and the revenue
to a dashboard, is needed. A company can build its own interface, but it is highly
advisable to use Kibana since it can save the company a lot of money. As already
stated, multiple times Kibana is just a web interface that interacts with Elasticsearch,
so there is no need to add any data to it. It runs somewhere on a machine of the users
choosing. To keep things simple, it is assumed that there is a dedicated machine- or a
virtual machine- to run Kibana on. So, all that is needed to be done, is to run Kibana

on a machine and configure it to connect to Elasticsearch.
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Figure 45: Common architecture part 3

As time passes though, the business continues to grow, and the traffic on the website
constantly rises. The server is facing multiple difficulties when trying to keep up so it
is of high significance to make sure that it can handle future growth. A part of this is
to handle spikes in traffic and knowing when it is time to add another web server. To
deal with this, a Beat is needed and the most suitable for this kind of work is
Metricbeat. As already explained on the Beat section Metricbeat is used to monitor
system level metrics such as CPU and memory usage. Metricbeat can be also
instructed to monitor the web server process. Since beats supports sending data to
both Logstash and Elasticsearch, that is how data end up in Elasticsearch. What will
be done is, have Metricbeat send data to an Elasticsearch ingest node. Now with
Metricbeat it is possible to monitor how a server is performing and set up alerts within
Kibana if the CPU or memory usage reaches some threshold. When that process is

completed an additional web server can be added.

Apart from monitoring system level information on the web server, two more things
need to be monitored; the access and error logs from a web server. Although Google
Analytics are used on the website, the access log can provide some useful
information, such as how long it took the web server to process each request. This
enables the ability to monitor the response times and aggregate the requests per
endpoint. By doing this, it is fairly easy to identify if some bad code is deployed,
causing the response time to spike for a certain endpoint. Not only can this cause a
bad user experience, but it can also put additional stress on the system, so it is
desirable to detect if that happens. Since the business has grown so has the number of

features that need to be implemented. The development team is bigger now, and as a
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result more code can be produced. Of course, it is reasonable that this situation also
increases the risk of introducing bugs, so it is pleasant to stay on top of that apart from
the testing that needs to be done before deploying new code. The web server’s error
log can help with that, and optionally any application log that might exist at the time.
For this job a Beat called Filebeat is used since it is perfect for this job. All there is to
do, is to start up Filebeat and the logs will be processed and stored within
Elasticsearch and will be ready for analysis within Kibana. Filebeat has built-in
modules for this, which take care of the heavy lifting in terms of parsing the logs and
handling multi-line events (stack traces, etc.). So, for simple use case scenarios no

configuration is needed for this Beat to work.

Elasticsearch

=% &

Website page Web server Database Kibana

A

4

Metricbeat Filebeat

Beats

Figure 46: Common architecture part 4

Since the traffic and workload has risen in an agile way, two more web servers have
been added to handle them. More kinds of data are stored now within Elasticsearch,
including events. A characteristic use case study could be when a product is added to
the cart. At that point an analysis within Kibana must be performed. So far, only
Elasticsearch’s ingest nodes have been used for simple data transformation. Although,
now it is time to do more advanced processing, like data enrichment. This can be done

within the web application, but it has a few disadvantages.

First of all, the business logic code will be cluttered with event processing, and this

might increase response time unless it is done asynchronously. Nevertheless, it leads
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to more code, which is not directly related to actually adding a product to the cart, for
instance. Secondly, event processing will happen in multiple places. It is not that big
of a deal that it happens on more than one web server, because they should all be
running the same version of the code. Nonetheless, a back-office server might exist
where administrative tasks are performed, such as managing products. Whatever the
case might be, it can easily escalate to a point where events are processed in many
different places, making things harder to maintain and manage. Ultimately, it would
be better to centralize the event processing, and have it all done in one place. This can
be accomplished with Logstash, which also offers more flexibility in terms of

processing events than Elasticsearch’s ingest nodes do.

Logstash

\ Elasticsearch

Website page Database Kibana

Web server

N

4

Metricbeat Filebeat

Beats

Figure 47: Common architecture part 5

That way events will be sent over HTTP from the webservers to Logstash. Logstash
will then process the events however it is instructed to and send them off to
Elasticsearch. This has a result, to keep event processing out of the web application.
Furthermore, all that there is to be done is to send the initial data to Logstash, and

there the rest of the processing will take place.

2.4. Installation and Configuration Guides for Windows, Locally
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2.4.1. Elasticsearch
2.4.1.1. Installation

Another approach -which is the most common one- to running Elasticsearch, is to
install it on a machine, either virtual or real. Where the Docker approach runs
Elasticsearch in an isolated environment, this approach will run Elasticsearch on an
operating system like any other application that is or can be installed. In order to
mention how the installation procedure is performed, the term ¢ Installing
Elasticsearch’” must be defined. By saying ‘’Installing Elasticsearch’’, that is
probably not entirely accurate. Elasticsearch will not be installed as an application,
because it consists of files with the .jar (Java archives) file format at the end. Jar files
are basically filing that aggregate Java class files, metadata and resources. So, they are

the zip files for Java projects.

Elasticsearch itself is packaged as a .jar file, along with its dependencies, such as
Apache Lucene. With these .jar files, running Elasticsearch is as simple as running a
convenient script that is distributed together with the .jar files. To simplify the

procedure, files will be downloaded, which are needed to run Elasticsearch.

Firstly Java 8 should be installed. To do so, it is crucial for the user to know which
version is installed or if it even installed at all. If Java isn’t installed at all, an error
will appear saying that the syntax of the command is incorrect when trying to start
Elasticsearch. If Java Development Kit (JDK) is needed, then the user must head to
Oracle’s webpage and download the according files. It is noteworthy that JDK is not
required while the Java Runtime Environment (JRE) is obligatory. In order to check
the version of Java the user will have to use the command prompt as shown in the

below figure.

C:\Users\Giannis>java -version
java version "1.8.0 221"

Java(TM) SE Runtime Environment (build 1.8.0 221-bl1l)
Java HotSpot(TM) 64-Bit Server VM (build 25.221-bl1l, mixed mode)

Figure 48: Checking java version on Windows
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Afterwards the user should head to elastic.co, where he will be able to download
Elasticsearch. It is obvious that the .zip file must be extracted somewhere inside the
disk. The main file consists of directories that are organised according to their
content; lib, config and bin. The lib directory contains the .jar files that were
mentioned earlier. To be more precise it includes Elasticsearch itself and Apache
Lucene, along with a couple of other dependencies, such as log4j. Moreover, a config
directory exists which contains the configuration files for Elasticsearch, log4j and the
Java Virtual Machine. Lastly, a directory called bin exists containing binary files for
both Linux and Windows. Since the operating system that is used for the purposes of

this Thesis is Windows, the file named ‘’elasticsearch.bat’’ will be used.

To start up an Elasticsearch cluster, the only thing that needs to be done is to run this
file by typing the aforementioned file’s name into the command prompt. To do so

though, the user should navigate to the extracted archive.

Directory of C:\Elastic Stack\elasticsearch-7.3.0

11:45 mu <DIR>
11:45 mu <DIR> oo
11:45 mp <DIR> bin
11:45 1 <DIR> config
11:45 mp <DIR> jdk
11:45 mp <DIR> lib
06:27 pu LICENSE . txt
06:32 uu <DIR> logs
11:45 mp <DIR> modules
06:32 pup 502.598 NOTICE.txt
06:32 pu <DIR> plugins
06:26 U 8.478 README.textile
3 File(s) 524.751 bytes
9 Dir(s) 54.263.746.560 bytes free

Figure 49: Elasticsearch directory (Windows)

C:\Elastic Stack\elasticsearch-7.3.0>bin\elasticsearch.bat

Figure 50: Starting Elasticsearch (Windows)

With the above command, Elasticsearch is spinning up a cluster. Once it is ready the
way to stop the node is to press CTRL + C simultaneously. To ensure that it works

correctly, an HTTP request is issued to it. This can be performed by contacting port
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9200 on localhost, which is the default endpoint for the Elasticsearch cluster. For this,
any HTTP client will do, and the endpoint remains the same. For keeping things

simple this is performed via the browser where the http://localhost:9200 address is

used.
m [ocalhost:9200 * +
<« C @ localhost:9200
{

"name" : "DESKTOP-RACEEVH",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "RgdlaxrgQQizYk7vbaS_Zg",

"version" : {
"number™ : "7.3.0",
"build_flavor" : "default",
"build_type" : "zip",
"build_hash" : "de777fa",
"build_date" : "2819-87-24T18:38:11.7673387",
"build_snapshot™ : false,
"lucene_version” : "8.1.8",
"minimum_wire_compatibility_ wersion" : "6.8.8",
"minimum_index_compatibility version" : "6.8.8-betal™

})

"tagline" : "You Know, for Search"

L

Figure 51: Accessing Elasticsearch via port

As shown in the figure above, the JSON information is returned meaning that the
cluster is indeed up and running. It is important to remember that a cluster named
“elasticsearch’’ is formed by default, which is specified within the JSON presented

above.

2.4.1.2. Configuration

In order to configure how Elasticsearch operates, the user should open the
“’elasticsearch.yml’’ file located within the “’config’’ directory. Elasticsearch has
really good default values, so if it is used just for developing, often no change is
needed anywhere. Regardless of the common usage, some basic options will be

presented that a user may need or want to change depending on his use case.

First, there is an option for changing the name of the cluster that is formed. By
default, the cluster will be named ‘’elasticsearch’’ as shown in the HTTP request but
it can be set to anything the user wants by removing the comment from the line. A

generally good idea would be to use a custom name with an ’_dev” postfix or
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something equivalent. For production clusters though, the “’_production’’ postfix is
usually added. Likewise, the name of the node that will be started up can be specified.
The installation that was setup for this Thesis is only for one node. If more than one
node were to start up, the same procedure described in the previous installation

paragraph must be done to another machine/s.

=

¢ Use a descriptive name for your cluster:

¢cluster.name: my-application

#node.name:| node-1
# Add custom attributes to the node:

#node.attr.rack: rl
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Figure 52: Configuring Elasticsearch on Windows part 1

The reason for this approach, is that full control of the configuration is granted at a
per-node level, meaning that each node may be configured differently. This also
means that the name of a particular node in the cluster can be configured. It is
generally a good idea to change the default names because it can be pretty confusing
to look at in the middle of the night if something goes out of hand. Looking at some
random identifier, it’s not immediately apparent which physical machine that
particular node is running on. Also, these identifiers change when restarting nodes, so
this could quickly get frustrating if there are log files that mention node names that no

longer exist.

In the network section of the configuration file, it is worth mentioning that the user
can specify the network host and the HTTP port to which nodes listen to requests.

This is left commented out when only developing.

Afterwards, there is a discovery section with an option specifying the unicast hosts.
To be more precise, this option allows the user to specify a list of nodes that the node
to be configured should try to contact. When starting up a node, it either needs to

contact a node in an existing cluster or form a cluster on its own. The network

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



addresses that are specified within this option are the ones the node will try to contact
when joining a cluster. This doesn’t mean that all of a cluster’s nodes must be
specified here, because that would quickly become hard to maintain when adding
more nodes. In fact, it just needs to contact a single node to retrieve the current cluster
state. Having retrieved the cluster state from a node, it then contacts the master node
and joins the cluster. Therefore, at least one of the nodes that are specified is crucial to
be available when starting up the node. Typically, a couple of nodes would be fine.
Accordingly, if only a single node is needed/ preferred this should be left commented
out and everything will work as planned. For the changes to take effect the node must

be restarted.

n
+
# Set the bind address to a specific IP (IPv4 or IPVE):
+

twork.host:§192.166.0.1
# Set a custom port for HTTP:

#http.port: %200

&
&
&
# For more information, consult the network module documentation.
&
.
m

# Pass an initial list of hosts to perform discovery when this node is started:
# The default list of hosts is ["127.0.0.1", "[::11"]
#discovery.seed hosts: ["hostl", "host2"]

ootstrap the cluster using an initial set of master-eligible nodes:
uster.initial master nodes: ["node-1", "node-2"

For more information, consult the discovery and cluster formation module documentation.

¢
¢
¢

Figure 53: Configuring Elasticsearch on Windows part 2

2.4.2. Kibana

2.4.2.1. Installation

Immediately after the Elasticsearch setup, Kibana must also be installed and
configured to enable the graphical interface. If the user is going with the Docker
approach there is no need to install Kibana, as it is already available on localhost at

port 5601.

The steps for installing Kibana, are very similar to what happened earlier with the

Elasticsearch installation. First, the user must navigate to elastic.co and download the
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product. Afterwards unzipping and moving the files in the same directory with

Elasticsearch is to be done.

To open the service, the user should navigate through the correct directory via the

command prompt and use a specific command called “’bin\kibana’’ since it is much

like Elasticsearch, inside the bin directory. This is going to start up a web server on

localhost at port 5601 and try to contact an Elasticsearch cluster on localhost at port

9200.

Directory of C:\Elastic Stack\kibana-7.3.0-windows-x86_ 64

01:
01:
06:
06:
06:
06:
02:
[’
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

47
47
59
59
58
58
14
58
58
58
58
58
58
58
58
58
58
58

4 File(s)
14 Dir(s)

by
by
by
by
by
by
by
I
I
I
I
k.
k.
k.
k.
k.
by
i

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

<DIR>

<DIR>
1.385.050

<DIR>
738

<DIR>
4.048

<DIR>

<DIR>

<DIR>

.nodegit binaries
bin

built assets
config

data
LICENSE. txt
node
node_modules
NOTICE.txt
optimize
package.json
plugins
README . txt
src
webpackShims
x-pack

1.403.511 bytes
52.386.570.240 bytes free

Figure 54: Kibana directory on Windows

C:\Elastic Stack\kibana-7.3.0-windows-x86 64>bin\kibana

Figure 55: Starting Kibana (Windows)

Once Kibana has started up, the user can simply press CTRL + C simultaneously to

stop it. Finally, after the status changes from yellow to green, the user should be able

to load Kibana in the browser on localhost at port 5601, by using the according URL;

http://localhost:5601.
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http://localhost:5601/

« C @ localhost5601 & A

E B ‘tome 8
@ Help us improve the Elastic Stack by providing usage statistics for basic features. We will not share this data outside of Elastic. Read mare

@®

- Yes No

= Add Data to Kibana

8 Use these solutions 1o quickly tum your data into pre-built dashboards and monitoring systems,

(VR
g v
- Metrics
2
@

Add APM Add log data Add metric data Add security events

Figure 56: Accessing Kibana via port

2.4.2.2. Configuration

2.4.2.2.1. Basic Configuration

Immediately after the installation, some common configuration options that the user

might need to change will be analysed. Kibana’s configuration file is stored within a file
named “’kibana.yml’’ stored inside the “’config’’ directory. Taking a look at this file, the user will

find the most common options along with very helpful comments.

The first two options are the port and host of the Kibana server, which defaults to 5601 and
localhost respectively. If Kibana is set up on a server, then this must be changed depending on the
setup that is used. Also the server name can be changed, mainly for display purposes while a more
important option is the Elasticsearch URL. This URL helps Kibana to communicate with an
Elasticsearch cluster, since it is just a web interface. By default, it looks for a cluster at port 9200

on localhost, but this may not be where the cluster is located.

4 Kibana 1s served by a back end server. This setting specifies the port to use.
#server.port: 5601

# Specifies the address to which the Kibana server will bind. IP addresses and host names are both valid values.
# The default is 'localhost', which usually means remote machines will not be able to connect.

4 To allow coppegiions= from remote users, set this parameter to a non-loopback address.

#server.host: |"localhost"

Figure 57: Configuring Kibana on Windows part 1
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¢ The Kibana server's name. This is used for display purposes.
#server.name: | "your-hostname"

# The URLs of the Elasticsearch instances to use for all your queries.
telasticsearch.hosts: |["http://localhost:9200"

Figure 58: Configuring Kibana on Windows part 2

Next up, there is an option named Kibana index, which allows the user to change

Kibana’s index name. It is worth mentioning that Kibana actually creates an index in
the Elasticsearch cluster for storing various data. Typically, the user would leave the
index name at the default value, but it is important to understand that Kibana creates

an index.

Kibana uses an index in Elasticsearch to store saved searches, visualizations and
dashboards. Kibana creates a new index if the index doesn't already exist.
#kibana.index: ".kibana"

M=l = S

Figure 59: Configuring Kibana on Windows part 3

There is a plethora of options within this configuration file, while some of them are
very specific. Just to mention a couple of examples, options for enabling SSL on the
Kibana server, timeouts, logging etc. can be found within this file. If the user is just
developing on his local machine, chances are that he doesn’t need to change any of
the aforementioned. If he does though it is crucial to restart Kibana for the changes to

take effect.

2.4.2.2.2. Index patterning prerequisites

Since a recent update, Kibana now requires data to be present within a cluster before
being able to configure an index pattern. Therefore, some data must be imported into

the cluster before someone can work with Kibana.

Using a JSON generator, some fake data were created. More analytically, the data
consists of around three hundred fifty documents representing food and drink

products. These have been randomly generated but should be a good database for
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searching queries. Each product has a name, description, number of items in stock,
number of items sold, an “’is active’’ Boolean, the created date, and an array of tags.
In theory a user could copy the contents of the file into Kibana’s console, but this
obviously doesn’t scale well. Instead of that the documents will be added through the
command line. This will be performed with the help of curl again, but any HTTP tool
would be also viable. Firstly, the user must navigate to where the JSON file is stored.
Then he can easily send a POST request to the Bulk API, which will be explained
later on. Also, it is crucial to use the “’-H’’ parameter in the command to set the
content-type header and then -XPOST being the request method, or the HTTP verb.
Finally, where the user wants to send the request to is added -on this example to
localhost at port 9200. The “’pretty’’ query parameter is used to make everything

nicely presentable.

:\Elastic Stack>curl -H "Content-Type: application/json" -
XPOST "http://localhost:9200/product/default/ bulk?pretty”

--data-binary "@unipi.json™

Figure 60: Posting data with curl on Elasticsearch

2.4.2.3. Introduction to hands-on Kibana

2.4.2.3.1. Creating an index pattern

The first thing the user will see when headed to Kibana, is a page where he is
prompted to set a so-called index pattern. There he can insert a pattern for which
indices he wants to include within the Kibana interface. Index patterns allow the user
to bucket disparate data sources together so their shared fields may be queried in

Kibana.
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K . Management Index patterns
= Elasticsearch
Index Management Index pa’[‘[erﬂs ®
@ Index Lifecycle Policies
i Rollup Jobs
Cross-Cluster Replication Q. searen..
& Remote Clusters
- Snapshot and Restore Pattern
p:
License Management .
. No items found
& 8.0 Upgrade Assistant
¢3 K Kibana Rows per page: 10
& Index Patterns
Saved Objects
I5) Spaces
= Reporting
o Advanced Settings
o

Figure 61: Index patterns in Kibana part 1

For the purposes of this Thesis the pattern that will be used will be the asterisk to

include everything. Also, no time filter will be used since it is not needed.

Create index pattern

X
Kibana uses index patterns to retrieve data Include
from Elasticsearch indices for things like system
visualizations. indices
Step 2 of 2: Configure settings
Step 1 of 2: Define index pattern ) .
P P You've defined * as your index pattern. Now you
fdemdattern can specify some settings before we create it.
# TimesFitter field name Refresh
Yoerefn use a * as a wildeard in your | don't want to use the Time Filter v

index pattern
##T your data by time.

You can't use spaces or the characters Theskige Filter will use this field Q&
\ 12,0 > Next step You can ne field, but you will not be able to
nar vn your data by a time range.

v Success! Your index pattern matches 1index.

> Show advanced options
product

Rows per page: 10 ~ < Back Create index pattern

Figure 62: Index patterns in Kibana part 2

The real reason this configuration takes place is for finding a convenient way of
sending queries to the Elasticsearch cluster. The tool is named “Console” and can be

found within the “Dev Tools” tab in the left-hand menu.
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2.4.2.3.2. Console tool and formatting

History Settings Help

Console Search Profiler Grok Debugger

1 BET _searct > 9

d | f

Figure 63: Console tool

Console is a tool that lets the user to enter his queries without having to deal with
HTTP headers, formatting responses, etc. On top of that, it also provides syntax
highlighting and code completion. Therefore, it is a much more convenient place for

the user to write his queries than in a terminal, for instance.

Since Elasticsearch clusters expose an HT'TP REST API, there is nothing special
happening under the hood. All the communication with the cluster is still done
through the same API that someone can also access from the command line or any
other HTTP client for that matter. The way the Console works is that when the user
enters queries on the left-hand side, the results appear to the right. An example query

is already offered which should be deleted since it is useless for this use case.

The way the user communicates with Elasticsearch clusters, is by sending HTTP
requests as already mentioned. The request is defined with a combination of the
HTTP verb, request URI and request body. Since a REST API is used, the HTTP verb
is important, i.e. GET, POST, PUT or DELETE. When using Kibana’s dev tools, the
user simply enters the HTTP verb. This is of course different than using curl or
similar tools. Following the HTTP verb and a space is a request URI. The first part is
the index name, type and the API that is desired. Subsequently that is the basic format

in which the user can specify endpoints in Kibana’s console.
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® Console Search Profiler Grok Debugger

s 1 GET ;"unipijlindex/unipitype/_search > 2
80

HTTP verb Index name Index type APl used
&
=
Both are nonexistent for now
(the examples used)

Figure 64: Console syntax part 1

First, there is the REST verb, followed by a space. Then an optional forward slash, the
index name, a slash, the index type, another slash and the desired API. Within Kibana,
the hostname of the Elasticsearch cluster should not be specified as that is prepended

to request URI by Kibana automatically. If the user uses curl or another similar tool,

then he would need to enter http://localhost:9200 or whatever the hostname and port

of the cluster is, following the appropriate index, type and API.

<REST verb> I<Index> I<Type> I<API>

Figure 65: Console syntax part 2

2.4.3. Logstash
2.4.3.1. Installation
It must be recalled that Logstash is a very powerful open source data processing

pipeline engine that is used to ingest data from a multitude of sources simultaneously.

The sources of information that Logstash is fed with doesn’t matter since it can come
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from anywhere. This data can be ingested not only into Elasticsearch but also to other

no sequel engines. So basically, all shapes, sizes and sources of data can be ingested.

To install this particular tool, much like Kibana and Elasticsearch, the tool is
downloaded but is extracted directly to the “C:” folder since it is bugged and cannot
be on the same folder with them. Afterwards with the help of the terminal the user can

examine if Logstash can run with the following command.

Directory of C:\Elastic Stack\logstash-7.3.1

23/08/2019 10:16 mp <DIR>
v <DIR> oa
6 T <DIR> bin
116 mu <DIR> config
3 2.276 CONTRIBUTORS
3 <DIR> data
M 4. Gemfile
Gemfile.lock
<DIR> lib
LICENSE.txt
<DIR> logstash-core
<DIR> logstash-core-plugin-api
<DIR> modules
NOTICE.TXT
<DIR> tools
3/08/2019 10:16 <DIR> vendor
P3/08/2019 10:16 <DIR> x-pack
5 File(s) 851.509 bytes
12 Dir(s) 53.383.299.072 bytes free

Figure 66: Logstash directory on Windows

C:\logstash-7.3.1>bin\logstash -e "input { stdin { } } output { stdout { } }"

Figure 67: Testing if Logstash is up

[2019-08-23T10:27:32,693][INFO ][logstash.agent ] Successfully started Logstash API endpoint {:port=>9600}

Figure 68: Proof Logstash is up and running

According to the confirmation message Logstash could successfully boot up at the
9600 port. So basically, Logstash is ready to accept inputs and give outputs. A simple
test would be to enter some messages at the console and see that indeed Logstash

filters them and presents them afterwards.
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I am John and I am doing my MSc Thesis in UNIPI!

C:/logstash-7.3.1/vendor/bundle/jruby/2.5.0/gems/awesome print-1.7.0/1lib/aweso
: warning: constant ::Fixnum is deprecated

{

"@version” "1,
"@timestamp" 2019-08-23T07:32:25.0677Z,
"message" "I am John and I am doing my MSc Thesis in UNIPI!\pr",
"host" "DESKTOP-RAC6@QVH"

Figure 69: Importing custom messages inside Logstash

2.4.3.2. Indexing Apache application logs

Before even beginning to test indexing, a file was created in the same folder as
Logstash directory, called “data” that includes a folder called “logs”. This is where all
the log files that are needed will be stored. Afterwards an example was downloaded

from GitHub that includes typical log files from an Apache dump.

P - e R AT ) TToTIoTS D/ oemICOonD 1Y
17 83.149.9.216 - - [28/May/2014:16:13:47 -0500] "http://semicompls
§ 83.149.9.216 - - [28/May/2014 3:47 -0500] "GET /presentations/logstash-monitorama-2013/images/github-contributions.png HTTP/1.1" 200 34245 "http://s

Presenratie ogoee oneorans aoeSrere 2-vatel g O Loy U020
"GET /presentations/logstash-monitorama-2013/images/logstashbook.png HTTP/1.1" 200 54662

83.149.9.216 - - [28/May/2014 3:47 -0500] "GET /presentations/logstash-monitorama-2013/css/print/paper.css HTTP/1.1" 200 4254 "http://semicomplete.c
83.149.9.216 - - [28/May/2014 3:47 -0500] "GET /presentations/logstash-monitorama-2013/images/1983_delorean dmc-12-pic-38289.Jpeg HTTR/1.1" 200 2205

21 83.149.9.216 - - [28/May/2014 3:46 -0500] "GET /presentations/logstash-monitorama-2013/images/simple-inputs-filters-outputs.jpg HTTB/1.1" 200 116862
2 83.149.9.216 - - [28/May/2014
23 83.149.9.216 - — [28/May/2014
24 24.236.252.67 - - [28/May/201
5 93.114.45.13 - - [28/May/2014

3:46 -0500] "GET /presentations/logstash-monitorama-2013/images/tiered-outputs-to-inputs.jpg HTTE/1.1" 200 1079983 “ht{
3:53 -0500] "GET /favicon.ico HTTP/1.1" 200 3638 "-" "Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_9_1) AppleWebKit/537.3
14:10 -0500] "GET /favicon.ico HTTP/1.1" 200 3638 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rvi26.0) Gecko/20100101
4:32 -0500] "GET /articles/dynamic-dns-with-dhcp/ HTTP/1.1" 200 18848 "http://www.google.ro/url?sa=t&rct=j&g=sesrc=s&s

4:32 -0500] "GET /reset.css HTTP/1.1" 200 1015 "http://www.semicomplete.com/articles/dynamic-dns-with-dhcp/" "Mozilla/
233 -0500] "GET /style2.css HTTP/1.1" 200 4877 "http://www.semicomplete.com/articles/dynamic-dns-with-dhep/" "Mozilla.

63.114.45.13 - - [28/May/2014
7 93.114.45.13 - - [28/May/2014

2 93.114.45.13 - - [28/May/2014 3 -0500] "GET /favicon.ico HTTP/1.1" 200 3638 "-" "Mozilla/5.0 (X11; Linux x86_64; rv:25.0) Gecko/20100101 Firefox/
9 93.114.45.13 - - [28/May/2014:16:14:33 -0500] "GET /images/jordan-80.png HTTE/1.1" 200 6146 "http://www.semicomplete.com/articles/dynamic-dns-with-dhcp.
93.114.45.13 - - [28/May/2014:16:14:33 -0500] "GET /images/web/2009/banner.png HTTP/1.1" 200 52315 "http://www.semicomplete.com/style2.css™ "Mozilla/5.0

Figure 70: Apache log example

Inside the logs folder a configuration for apache file is needed so a new file called
“apache.conf” will be created. It is going to be basically the Logstash configuration
file that is uses to parse the logs file. This filled consists of configuration lines for
each stage of Logstash pipeline with the according configuration for each one’s

corresponding plugins.

In input the file plugin exists that is used for the path of the log file to be imported.
Next, in filters multiple plugins are used. Firstly, a plugin named “’grok’’ which is a
regular expression. Afterwards the “’mutate’” plugin converts data types and the
“date’’ plugin as the name states formats dates. Likewise, the ‘’geolP’’ plugin is able
to locate and separate the IP from a log file and the “’useragent’’ defines if the user
used a phone, table, PC etc. While on output, a standard output is used which is for

printing dots to the screen for every line that dets piped into Logstash.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



"
linput filter
{ {
file { grok{
path =»> "C:\data\logs\logs" match => {
type => "logs” "message" => "%{COMBINEDAFACHELOG}"
start position => "beginning" }
} !
mutate
} convert => { "bytes" => "integer" }
}
date [{
output match => [ "timestamp", "dd/MMM/YYYY:HH:mm:ss 2" ]
{ locale => en
stdout { remove field => "timestamp"
codec => dots }
] geoip|{
source =»> "clientip"
elasticsearch { 1
useragent) {
} source =»> "agent"
target => "useragent"
} }
i

Figure 71: Apache logs configuration file

It is worth mentioning that Logstash can deduce for example from an IP the location
of the user, meaning that it is not just a tool for parsing things, but it can seriously

enhance the information that is given from logs and indexes.

To load the log file in Logstash all that there is to be done, is to specify the

configuration file and where is that located.

C:\logstash-7.3.1>bin\logstash -t C:\data\apache.conft

Figure 72: Using apache.conf by Logstash

[2019-88-23T13:46:43,749][INFO ][logstash.agent ] Successfully started Logstash API endpoint {:port=>96@0}

Was tots at'config fite -

Figure 73: Proof that apache.conf has loaded

Each dot represents a particular event or ingestion that Logstash went through to

index that log entry.
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Filters  logstashi KC C Refresh

@
o

Selected fields

Available fields o

Figure 74: Results with Logstash index

It is worth mentioning that for the user to see how many documents are indexed

through Logstash, he simply has to visit http://localhost/9200/logstash-*/_count .

&« C @® localhost:9200/logstash-*/_count

{"count":38080084," shards":{"total":1,"successful”:1,"skipped”:8,"failed":08}}

Figure 75: Number of documents indexed through Logstash

2.4.4. Beats

2.4.4.1. Filebeat

2.4.4.1.1. Installation

At this point Filebeat will be installed to ingest logs into Elasticsearch. The exact
method that was used to do so, even though is described inside the Kibana platform at
the “Add log data” section, it doesn’t work due to many complications. So, after
checking that the configuration file is ok, it is manually used and opened through

PowerShell, with Administrator privileges.

C:\Program Files\Filebeat>filebeat.exe modules enable apache

Enabled apache

Figure 76: Filebeat enabling Apache
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http://localhost/9200/logstash-*/_count

= (=]

PS5 C:\Program Files‘%Filebeat> .%\filebeat.exe filebeat.yml

PE19-88-26T12:14:38.513+8380 INFO instance/beat.go: 606 Home path
rogram Files\Filebeat] Data path: [C:\Program Files\Filebeat\data] Logs

Figure 77: installing Filebeat through PowerShell

2.4.4.1.2. Sending files to Logstash

The most common use of Filebeat is to implement it to work with Logstash. To do so
a guide was used at the Elastic website in the doc section (Filebeat Reference). It is
important to mention that Filebeat uses the “’metadata’’ field to send metadata to

Logstash. More specifically it defines what the indexed name is going to be.

The changes are performed inside the aforementioned configuration file for apache.
Firstly, the input is no longer a file in the system but a Beat that uses the port 5044,
which is the default port for Filebeat. This is actually going to be listening for Filebeat
to be sending data to this port on this server. Afterwards, some information about

elasticsearch is filled at the output part.

input
{
beats{
port => 5044
}

output
{
stdout {
codec => dots
}

elasticsearch ﬂ
hosts => ["http://localhost:9%200"]
index => "%{[Bmetadatal] [beat]}-%{[Emetadata] [version] }-%{+¥YyYy.MM.dd}"

Figure 78: Configuring apache.conf for Filebeat
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Thereupon, some changes were performed in the configuration file of Filebeat called
“filebeat.yml”. Firstly, input should be enabled, and the path must be specified.
Subsequently output should be changed from Elasticsearch to Logstash.

J- type: log

i Chapnge fo frue to enable this input configuration.

enabled: true

# Paths that should be crawled and fetched. Glob based paths.
1 paths:

- C:/data/logs/*

T

#— C:\programdata‘\elasticsearch\logs\*

#lloutput.elasticsearch:
# Array of hosts to connect to.
#fhosts: ["localhost:9200"]

# Optional protocol and basic auth credentials.

#protocol: "https”
#username: "elastic™
#password: "changeme"

output.logstash:
# Tne Logstash hosts
hosts: ["localhost:5044"™]

Figure 79: Logstash configuration

C:\logstash-7.3.1>bin\logstash -f C:\data\apache.conf

Figure 80: Loading in Logstash the new apache.conf

[2019-88-26T13:50:31,699][INFO J[logstash.inputs.beats ] Beats inputs
5844 ”]- New input is from beats
[2019-88-26T13:50:31,715][INFO ][logstash.javapipeline ] Pipeline sta
[2019-08-26T13:50:31,870][INFO ][logstash.agent ] Pipelines ru

[2019-08-26T13:50:31,894][INFO ]
[2019-98-26T13:50:32,858][INFO ][logstash.agent JiSuccesstully

[org.logstash.beats.Server] Starting ser

[

[
:non_running_pipelines=>[]}

[

[

Figure 81: Proof that Filebeat ingests data in Logstash

Lastly, after restarting all services of the Elastic Stack a confirmation that the log sent

was successful, can be seen by searching “Filebeat*” inside Kibana. It must be
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recalled that in order for the logs to load, a change was performed inside the apache

log file.

Filters filebeatY|

@3 +Add filter

* _source

~
ISelected fields > agent.type: filebeat tags: beats_input_codec_plain_applied response: 288 input.type: log log.offset: 36723
. host.id: 51c787f7-c7cd-48da-b677-36d241e35fe6 host.hostname: DESKTOP-RAC6EVH host.name: DESKTOP-RAC6BVH host.
? _source

18 Pro host.os.platform: windows host.os.kernel: 16.8.17763.678 (WinBuild.1668101.8888) host.os.build: 17763.6
|Available fields &* ) . . S . . oen

agent.id: bB@eb6b5-83c2-41df-abdb-bbad1d9dad78 agent.version: 7.3.1 agent.ephemeral_id: bb89f5ea-dadd-42a0-a9
? @timestamp request: /favicon.ico bytes: 3638 referrer: "-" @timestamp: 2014-85-28T721:36:31.0807 geoip.latitude: 26.2435

Figure 82: Filebeat index results

2.4.4.2. Metricbeat

2.4.4.2.1. Installation

Much like Filebeat the user must head to the elastic website and download the
installation file. After the extraction inside the same file as Filebeat, the main
directory of the tool is renamed to ‘’Metricbeat’’. Later on, many complications show
up that don’t allow the installation to be performed correctly, so as a result it is booted

and used manually.

C:%Program Files\Metricbeat> .\metricbeat.exe metricbeat.yml
2819-88-27T18:52:18.377+0300 INFO instance/beat.go: 6086 Home path: [C:\Progr

[C:\Program Files\Metricbeat] Data path: [C:\Program Files\Metricbeat\data] Logs pd

Figure 83: Metricbeat installation through PowerShell

For the confirmation that the device sends through Metricbeat log files is done inside

the Kibana platform.
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Filters metricbeat*

3 + Add filter

_source

K v
Selected fields ’ index-pattern.title: metricbeat* index-pattern.timeFieldName: @timestamp index-patter|
5 e ["date”], "count”:@, "scripted” :false, "searchable"” :true, "aggregatable” :true, "readFromDocV:
["_id"], "count”:@, "scripted”:false, "searchable" :true, "aggregatable" :true, "readFromDocVa

Available fields o

Figure 84: Metricbeat index results

2.4.4.2.2. Kibana visualization

Firstly, a new index must be created with the name “metricbeat*”. Afterwards a new
visualization is created through Kibana that represents data in a pie chart. The data

that is presented, originates from the field ‘’system.network.out.packets.”.

K B vsuize create o
Save Share Inspect Refresh
- Filters KQL [ Last15minutes Show dates C Refresh
i @+ Add filter
Data L]
= .
. Metrics LEL
2 .
s Slice size Count
&
g Buckets
Split slices © %
" Aggregation
Terms
Field
system.network.out packets

Figure 85: Visualize things with Kibana example

2.4.5. X-Pack

X-Pack as opposed to the previously mentioned tools and platforms is installed both
in Elasticsearch and Kibana. This happens because it adds features that can work

standalone for either of them. Firstly, it must be installed into Elasticsearch with the
following command. This is already done since newer distributions have it included

already.
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:\Elastic Stack\elasticsearch-7.3.@\bin>elasticsearch-plugin install x-pack

ERROR: this distribution of Elasticsearch contains X-Pack by default

Figure 86: Installing X-Pack (Windows) part 1

- X-Pack . -
- — > installation in —» _ '-5'SSt _}- 5| Password set
. Configuration for users
- Elasticsearch

Elasticsearch Elasticsearch
stopped start

Figure 87: Steps to install X-Pack

Afterwards, the TLS/ SSL protocol must be configured to run in the cluster settings. It
is crucial that the user configures this for every single node of the cluster. This
requirement applies mainly to clusters with more than one node and to clusters with a
single node that listens on an external interface. It is noteworthy that single-node

clusters that use a loopback interface do not have this requirement.

To begin with a certificate must be created for secure communication for the node that
exists in the cluster. When it asks the user for a file name, the user will have to put it

in the configuration directory, since that is where Elasticsearch will look for it.

:\Elastic Stack\elasticsearch-7.3.8\binjelasticsearch-certutil cert I

then the output will be be a zip file containing individual certificate/key files

Please enter the desired output file [elastic-certificates.pl2]:|config/elastic-certificates.pl2

Figure 88: Installing X-Pack (Windows) part 2
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Once that is done, some commands that are needed to enable security and configure

TLS must be pasted inside the Elasticsearch’s configuration file, called

“elasticsearch.yml”.

xpack.
xpack.
xpack.
xpack.
xpack.

security.
security.
security.
.transport.ssl .keystore.path: elastic-certificates.plZ2

security

security.

enabled: true
transport.ssl.enabled: true
transport.ssl.verification mode: certificate

transport.ssl.truststore.path: elastic-certificates.pl2

Figure 89: Enabling X-Pack in Elasticsearch conf file

Now it is crucial that Elasticsearch starts again for the user to setup the password for

the cluster. To do so the Elasticsearch command for auto setting passwords is used.

This will generate random passwords for the various internal stack users.

:\Elastic Stack\elasticsearch-7.3.0\bin>elasticsearch-setup-passwords auto
Initiating the setup of passwords for reserved users elastic,apm_system,kiba
he passwords will be randomly generated and printed to the console.
Please confirm that you would like to continue [y/N]y

hanged password for user apm_system
PASSWORD apm_system =

hanged password for user kibana
PASSWORD kibana =

hanged password for user logstash_system
PASSWORD logstash_system =

hanged password for us

J

hanged password for user remote_

monitoring user
PASSWORD remote_monitoring_user =*

hanged password for user elastic
PASSWORD elastic =

Figure 90: All passwords for the suite

Now that Elasticsearch is configured, user should also set up Kibana. To do so, from

the passwords terminal the user must grab the kibana password and paste it inside the

Kibana configuration file called ‘’kibana.yml’’. Afterwards Kibana should also boot

up.
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X-Pack Build-in
—» installation in ——» password —»
‘ Kibana added ‘

Kibana Kibana start
stopped

Figure 91: Installing Kibana steps

1=

If your Elasticsearch is protected with basic authentication,

# the username and password that the Kibana server uses to perf
# index at startup. Your Kibana users still need to authenticatd
# is proxied through the Kibana server.

elasticsearch.username: "kibana"

elasticsearch.password: "SyoNFhP1lgUDualCC fLuN"|

Figure 92: Kibana configuration file

After all the successful configuration, the user logins in the Kibana platform with the

credentials of super user ‘“’elastic’’. There new roles and users can be configured.

A

Welcome to Kibana

Your window into the Elastic Stack

Username

elastid

Password

--------------------

Figure 93: Kibana login screen

It is important to note that the same exact procedure follows for Logstash.
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X-Pack Build-in
— installation in ——» password ——»
. Logstash added

Logstash
stopped

Logstash start

Figure 94: Logstash installation steps

2.5. Elastic Stack and GDPR

2.5.1. General

The General Data Protection Regulation or GDPR is a regulation in European Union’s
law on data protection and privacy for all individual citizens of the EU and the
European Economic Area (EEA). It also addresses the transfer of personal data
outside these areas. It aims basically to give control to individuals over their personal
data and to simplify the regulatory environment for international business by unifying
the regulation within the EU. A simplified diagram on GDPR handling of personal
data is presented below (by personal data it is meant any information which are

related to an identified or identifiable natural person).

Collect but:
1. Protect with
et measures
Data from Data | YES YES — — YES YES| appropriate to the
Subject with }—» Anonymized? —» Le%'t'm"‘lfecffs's > Sensitive data? —» risk
consent? HlEnEtl 2. Transfer only

according to rules
3. Preserve Data

Subject rights
NO NO NO NO
h 4 [ Anonymized data , :
DON'T COLLECT] ‘ = (DONT COLLECT|  [DONT COLLECT]
Mot personal

Figure 95: How GDPR works with personal data according to Elastic
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As can be seen in the next figure, the GDPR handling of personal data, is a performed
as a three-stage process. Firstly, there is the preparation of an organization for
controlling or processing personal data. Afterwards, a guide on how to protect any
such personal data. Lastly, how are privacy processes done in order to preserve the
rights of the Data subject over their data. The design below, has the implementation

steps that can be performed with the Elastic Stack.

1 PREPARE } | PROTECT t | PRIVACY PROGESSES }
; - DATAROLE & DATA b DATA DATA -

: ATA SECURITY bl INCIDENT

i | pavence | |PA| | LEeALBazis | | ReTENTION MEASLRES i1 | sussect TRANSFER AESEoNSE

N i CONFIRMATION | | PLANNING : RIGHTS PROCESSES

— — i ——— >

Figure 96: Which steps does Elastic cover

2.5.2. Preparation for Personal Data handling (1 Set of processes)

When initiating a GDPR compliance process, a certain preparation must be performed
for it to be successful. Firstly, as the diagram implies is the Data Flow Mapping
process. Through this process, all Data Flow processes are identified and documented
within the organization that controls or processes personal data. If this documentation
is incomplete or irrelevant due to the organization’s inability to identify them, the
GDPR initiative may be ineffective. It is crucial, to take into consideration the place
where personal data are stored since it is highly correlated with the whole process of
indexing information. This process is a technique that is advised to be used whenever
personal data are stored, since Elasticsearch, by indexing, can execute a full-text

search in a matter of seconds.

Furthermore, in the preparation stage, it is decided by the organization how long the
personal data must be stored. Since GDPR specifies limited retention the organization

must delete any personal data not needed or when the data subject withdraws consent.
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This is easily manageable with indices. This is performed by using time-based indices

that will be deleted after a certain expiration date.

2.5.3. Protection of Personal Data (2" Set of processes)

After the preparation phase, it is only consequent for the protection phase to take
place. By protection phase, it is meant every possible security measure adaptation.
The first feature of Elastic Stack that helps with compliancy is corelated with privacy
by design and privacy by default terms. The stack can put the organization on the
track from the start by limiting access, maintaining accuracy and ensuring that data is
secure. Only data that is relevant to the project will exist inside a cluster, which makes

the minimization of personal data possible.

Additionally, in order to prevent unauthorized access to the cluster there must be a
way to authenticate users. Elastic Stack features a way to validate a user for who he
claims to be. This can also work along with other technologies as an Active Directory
or even a PKI. It must be stated that only by authenticating users, GDPR compliance
is not enough, that’s why techniques like whitelisting and blacklisting IPs can also be
used. Furthermore, assigning access privileges to specific roles and assigning these

roles to users is also considered a necessity.

Moreover, when the personal data is stored inside the Elastic Stack, its security
features can create and maintain audit trails by auditing security events. These events
can help the organization to observe who accesses, or tries to without any success, the
cluster. Insights can be collected by looking at attempted attacks or breaches. On the
other hand, if Elastic Stack is not the primary place where data are stored, it is used as

a centralized logging platform which is basically a security analytics solution.

Either if the stack works as a place that stores data or not, it can be an essential
component for monitoring and threat detection. It is not a common secret that
deployments follow basic principles of monitoring data store health and monitoring
log continuity within the environment. Through features of the stack, administrators
can keep track on the health of the cluster while on the same time be alerted for

interruptions or failures.

2.5.4. Privacy processes and maintenance of rights (3" Set of processes)
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When a data subject uses their right to erasure or even withdraws their consent, one of
the most difficult tasks for the organization is to find that data. Elasticsearch is a tool
that can identify sharply multiple personal data for the organization to delete them.
This can be performed in queries, reports or even applications. This can be performed

by features such as Delete API or Update API.

2.5. Companies that use it

This suite is used by big time companies like the following:
e Wikipedia

Elasticsearch is used for full-text search
e Stack Overflow

It relies on Elasticsearch as a means to support full-text search capabilities, thus

providing source related question or/and answers
e Netflix

It heavily relies on Elastic Stack for monitoring and analysing customer service-

related operations and security related logs
¢ LinkedIn

It uses the Elastic Stack along with kafka to monitor performance and security in real

time
e GitHub

Elasticsearch is used to query billion lines of code everyday
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3. Document Management

3.1. Creating an index

Firstly, as an example an index will be created. This will activate the procedure of
adding documents to it because without them or indices an Elasticsearch cluster is not
much. Since the JSON file that was used earlier contains products, the index that will

be added will be named “products”.

The PUT HTTP verb will be used and the path will simply be a slash followed by the
name of the index. To make the result of the query easy to read, a query parameter
named “pretty” can be added which will format the JSON for humans. Since the
query parameter is a flag, there is no need to specify a value, so it can simply be done
as shown in the figure below. Furthermore, since the Console tool is used, there is not
an actual need to do this, because it will format everything nicely automatically, but if
another tool is used for sending requests it is a necessity. After pressing the play
button, it can be seen at the results that the index was created, which will be used to
store several products in the form of documents. If the default number of shards and
replicas remains at the default values, there is nothing more to add about creating

indices.

Console Search Profiler Grok Debugger

- I

L
"acknowledged” : true,
"shards_acknowledged” : true,
"index" : "products”

1 PUT /products?pretty] | _JON

[V, A STV N
>

—

Figure 97: PUT request to show a specific index

3.2. Adding documents in an index

To add documents inside an index, a POST request is sent to a URI consisting of the

index name, followed by a type. It is noteworthy, that since types got removed from



Elasticsearch, a type name will be specified as “default”. Since the index name is
“products”, that makes the request URI “/product/default”. Although this is the HTTP
verb and the endpoint, the document that is to be added is missing. To specify that
document, a JSON object is added on a new line, which can be of any structure that
the user desires. This arbitrary JSON object will be the document, so any JSON is
valid here. In this case, a car will be added as a product. So, a “model” field is added,
which will be the name of the car model, followed by an object called “extras”. This
object will include the engine’s cc, the wheel horsepower and the number of
cylinders; “cc”, “WHP”, “cylinders”. To execute the query, much like creating an

index the green triangle is pressed and the results are as follows.

1 POST /products/default >
2+ {

3 "model™: "B180",

4+ extras": {

5 "cc": "two thousand”,

6 "WHP": "two hundred",

7 "cylinders"”: "four"

8+ }

g a }

Figure 98: POST request to add a new object

1 #! Deprecation: [types removal] Specifying types in document index requests is deprecated, use the typeless endpoints
instead (/{index}/_doc/{id}, /{index}/_doc, or /{index}/_create/{id}).

27

3 "_index" : "products”,

4 " _type" : "default”,

5 " id" : "J-gprmwB5bBHU7vdzlke",

6 " version" : 1,

7 "result” : "created”,

8 " shards™ : {

9 "total" : 2,

10 "successful” : 1,

11 "failed" : @

2. ),

13 "_seq_no" : 1,

14 " _primary term" : 1

15~ }

16 r

Figure 99: Proof that version changed

The “_id” field is an identifier that Elasticsearch automatically generated for the

document, because an ID for the document was not specified in the time of creation.
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To do so the HTTP verb should change to PUT and after the type specification the ID

should be assigned.
1 POST /products/default 1 #! Deprecation: [types re
2~ instead (/{index}/ doc/-
3 "model”: "B18@", 2+ {
4~ extras": { 3 " index" : "products”,
5 "cc": "two thousand”, 4 S SVISY- S -y - (T R
6 "WHP": "two hundred”, 5 " id" "1V,
7 "cylinders™: "four” 6 —version & 1,
g8~ } 7 "result” : "created”,
9~} 8~ " _shards" : {
18 9 "total" : 2,
11 PUT /products/default/1 > @(-3 10 "successful™ : 1,
12+ { 11 "failed" : @
13 "model”: “"B208@", 12},
14~ “extras": { 13 " seq no" : 2,
15 "cc": "three thousand”, 14 " primary term" : 1
16 "WHP": "three hundred”, 15« }
17 "cylinders™: "six" 16
18~ }
10 - |

Figure 100: Adding a new object with ID example

It is crucial to understand that sending a request to index a document for an index and

type that don’t exist, isn’t an obstacle since Elasticsearch will create them for and on

behalf of the user behind the scenes. The purpose of this, is to make Elasticsearch as

easy to use and user friendly as possible. Of course, this can be disabled in case the

user wants to stay in control of which indices are created.

3.3. Document retrieval

To perform a document retrieval, it is crucial to know and actually use a unique ID.

More specifically this can be performed by using the GET HTTP verb. The request

path will be the index name, the type and the ID of the document.
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1 | GET /products/default/1l > 9 1 #!| Deprecation: [types removal] Sp¢
endpoint dinstead,
2-i
3 " index" : "products”,
4 " _type" : "default”,
5 S (I R
o " _version” : 1,
7 " _seq_no" : 2,
8 " _primary_term” : 1,
9 "found" : true,
1@~-f "_source” : {
11 "model™ : "B2@0",
12~ "extras" : {
13 "cc" : "three thousand”,
14 "WHP" : "three hundred”,
15 "cylinders™ : “"six"
16 - 1
17-] }
18-}
19

Figure 101: GET request to retrieve an object

It is clear from the results that Elasticsearch, when storing documents, adds some
meta fields, which are all prefixed by an underscore. These include the index, type, ID
and version of the document. The document itself can be found within the “ source”

meta field which is usually the only thing needed when searching for it.

3.4. Document supplanting
3.4.1. Original replacing and updating

To perform a document replacement a case example will be presented. A product was
added earlier that the user forgot to put a price tag on it. Since the user knows the ID
of that document, it can easily get replaced. It is fairly easy because the query is
exactly the same as for adding a new document with a given ID. Therefore, only a

new field must be added.
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1 PUT /products/default/1 1 #! Deprecation: [types removal] ¢
2~ endpoint instead.
3 “model™: “B28G". 2+ {
4 "price": 30000, 3 " index™ : "products”,
5+ Uextras : q 4 " type" : "default”,
6 "cc™: "three thousand”, 5 S 1o B
7 "WHP": "three hundred”, 6 " version” : 2,
8 "cylinders™: "six" 7 —teq no. T 3,
9~ 8 " _primary term" : 1,
10+ } g "found" : true,
11 18- " source” : {
12 GET /produc‘ts/de-FaulHll » Q_) 1T mmodal o TRICRT
12 "price” : 3pe0ee,
13 ~ “extras  : |
14 "cc” @ "three thousand”,
15 "WHP" : "three hundred”,
16 "cylinders™ : "six"
17 » 1
18+« }
19 « }
20

Figure 102: Updating an object. Single argument (Version proof)

Within the results, at the “_source” field, it is visible that the “’price’’ field has been
added. Also, it should be noted how the “_version” meta field now has a value of two

instead of one, indicating how many times the document has been changed.

If the user on the other hand, wants to update a value without replacing the entire
document another procedure takes place. To do that, a POST request will be sent to
the Update API, which is available by using the “’_update’” endpoint on a specific
document. The Update API expects a JSON object and within this object a “’doc’’
property is added, which itself should be an object. In the “’doc’’ object, the user can
specify the fields that he wants to change. In this case scenario, a key named “WHP’’
will be added in order to update the value of wheel horsepower of the car. It should be
emphasized that with this approach new fields can be added as well. A “’lbs’’ key to

the object will be added for describing the weight of the car.
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1 POST /products/default/1/_update 1 #! Deprecation: [types removal]
2+ endpoint instead.
3 "doc™: {"extras™: {"wHP": "four hundred"},"lbs": 9ee0} 2-{
4«1} 3 "_index” : "products”,
5 4 " type" : "default”,
6 | GET /products/default/ll [ ‘9{5 5 Yoid" s M1,
6 " version" (4,
7 "_seq_no" : 55
8 " primary term” : 2,
9 "found" : true,
1@~ " _source” : {
11 "model” : "B2ee",
L2 "price” : 3eeee,
1% "extras” : {
14 o theos thousand™
15 "WHP" : "four hundred”,
16 “cylinders™ i Ts1X”
17+ N
18 "1bs" : opee,

Figure 103: Updating an object. Multiple argument (Version proof)

5

It is notable that even though the whole document wasn’t replaced, that the “_version’

value still changed to another value.

As already mentioned, documents in Elasticsearch are immutable, meaning that they
cannot be changed once they have been indexed. Even though it looks as if the
document has been partially updated, this is actually not the case internally. What
actually happens, is that the Update API retrieves, changes and re-indexes the
document. This means that it will actually retrieve the document, change it according
to the user’s specification and then replace the existing document. It just does this in a
convenient way so that the user doesn’t have to deal with multiple requests himself.
All of this also happens within a shard so that there is not network overhead of

multiple requests as there would be if this was done manually.

3.4.2. Updates with scripts

Apart from specifying the new values for fields or new fields directly within an
update query, it is also possible to use scripts. A good example would be to reduce the
weight of the car by a hundred lbs. More thoroughly, instead of first retrieving the
document to find the current weight of a car and then updating the document with the
previous weight minus a hundred, Elasticsearch can do this in a single query. This is
accomplished by using something called scripting. It allows the user to do dynamic

things within queries.
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Much like before, the same HTTP verb and request URI will be used but the “’doc’’
property will be replaced with a “’script’’ one. The document object can be accessed
on a variable named “’ctx’’. This variable contains the fields that were presented in

query results, such as the “_id” meta field and the “_source” field.

1 POST /products/default/1/ update > 1 #! Deprecation: [types remc
2+ { /_update/{id} instead.
3 "script": “"ctx._ source.lbs -=[1ee]" 2+ {
4+ 1} 3 "_index" : "products”,
5 4 " type" : "default”,
6 GET /products/default/1 5 " id” 1T,
6 " _version” :{6)
7 "result” : "updated”,
8 " shards™ : {
9 "total” : 2,
10 "successful” : 1,
11 "failed" : @
12+ }J
13 " _seq_no” : 7,
14 " _primary_term" : 2
15+ }
16
Figure 104: Update an object’s value that already exists
1@ 9 "found” : true,
11 18- " _source" : {
12 11 "model™ : "B2@e”,
13 12 "price” : 30000,
14 GET /products/default/1| > 13~ "extras" ! {
14 "cc" i "three thousand”,
15 "WHP" : "four hundred”,
16 "cylinders” : "six"
17+ | e
18 "lbs" : 8908,
19 "WHP™ : tour hundred”
20+ )
21~}
22

Figure 105: Proof that the value changed

3.4.3. Document upsert

Firstly, the document that was created in earlier stages will be deleted for the purposes

of showing how upsert works. The deletion and confirmation are presented below.
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1| DELETE /products/default/1 1 #! Deprecation: [types remo
2 endpoint instead.

3 GET /products/default/1] > Q i

" index" : "products”,

" type" : "default”,

S T« B

"found” : false

- }

0~ U BN
4

Figure 106: DELETE request and proof

Another common thing to do, is to update a document if it exists and add it otherwise.
This procedure is referred to as an “’upsert’’. To perform this the Update API is used

with a script as earlier but this time an “’upsert’’ key will be also specified.

1 POST /products/default/1/ update > 1 ! Deprecation: [types rt
2+ 4 /_update/{id} instead.
3 "script™: "ctx. source.lbs -= 180", 2+ {
4 "upsert™: 3 " index" : "products”,
5~ 4 " type" : "default”,
6 "lbs": 1000 5 = agl g HIE-
7 - i 6 " yersion” : 1,
8-} 7 “result” : "created”,
9 8~ " shards™ : {
10 | 9 "total" : 2,
18 “successtul” o1,
11 “Talled” @ ©
12 - }:
13 " seq_no” : 18,
14 "_primary_term" : 2
15+ }
16

Figure 107: Upsert example part 1 (POST request)

The aforementioned query in the figure states that if the document already exists, the
script will run and increase the weight of the car by a hundred. On the other hand, if
the document does not exist, then the object for the “’upset’’ key is added to the
document. In this case, this means that an object with a “’lbs’’ key and a value of a

thousand will be added.
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1 POST /products/default/1/ update 1 #! Deprecation: [types rel
2~ endpoint instead.
3 "script": "ctx. source.lbs -= 180", 2= {
4 “upsert™: 3 " index" : "products”,
s+ 1 { 4 " type"” : "default”,
6 "lbs": 1000 5 " id" o M,
7~ 11} 6 " version” : 1,
g~} 7 " seq_no" : 18,
9 8 " _primary_term” : 2,
186 GET /products/default/ﬂ =), 9 "found" : true,
v 19~ " source" : {

11 "lbs" : 1000

12 = k

13+ }

14

Figure 108: Upsert example part 2 (proof)

3.5. Deleting

3.5.1. Documents

Deleting documents can be extremely easy. It can be done by using the “DELETE”
HTTP verb and specifying the index, type and ID of the document that is to be
deleted. Although updating multiple documents at once is not possible, deleting
multiple ones in one query is. For the purposes of this example three new documents

have been added.

POST /products/default/2

1

2

3 "name": “"prius”,

4 "category": "sedan”
5

7

8

POST /products/default/3

9 "name”: "passat”,
10 "category”: “sedan"

13 POST /products/default/4 >
14~ {

15 "name": "GLA188",

16 "category": “"crossover”

Figure 109: Adding new documents example
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Afterwards it is desired that all the products that with a category of “’sedan’’ will be

deleted. With the documents currently in the index, this will match two documents:

2" and 3", To do so an API named “Delete by Query” is used, which is available at

the index level. So, a POST request is issued with the stated API. Afterwards a JSON

object must be added with a “’query’’ property, which will contain the type of query.

So, this object will contain the conditions for the documents that are to be deleted.

The type of the query will be a ““match’’ query, so a key of that name will be added,

and an object as a value. This object should then contain the field name to match as a

key and the value that the field should contain in order for a document to match, as

the value. In this case ‘’category’’ and ‘’sedan’’, respectively.

1 POST /products/_delete_by query > 1~
27 { 2 "took" : 45,
3 "query”: 3 ~timed out™ . false,
A a "total” : 2,
5 "match”: 5 "deleted” : 2,
6~ { 6 "batches™ : 1,
7 "category™: "sedan” 7 "version_conflicts™ : @,
8- 8 "noops™ : @,
9~ 1} 9-  "retries" : {
10~} 10 "bulk” : @,
11 "search” : @
12+ 1,
13 "throttled millis" : @,
14 "requests per second” : -1.0,
15 "throttled until millis" : @,
16 "failures" : [ ]
17« }
18
Figure 110: DELETE multiple documents example
1 GET /products/default{/2] DN 1 #! Deprecation: [types r
endpoint instead.
2+ {
3 " _index" : "products”,
a4 " type" : "default”,
5 ' id" : "2",
6 'found” : false
7~}
1 GET /products/defaultl/3] > 1 #! Deprecation: [types r
endpoint instead.
2.
3 " index" : “"products”,
4 " type" : "default”,
5 T aal g TF
6 "found” : false
7+ 1}
8

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020

Figure 111: DELETE multiple documents proof




As shown above it is confirmed that not only two documents were deleted, but that it
is not possible to search for them either. It should also be emphasized that if the user
wants to delete all the documents from the index, deleting the index itself is far more

efficient.

3.5.2. Indices

Deleting an index is as simple as using the “DELETE” HTTP verb and specifying the
name of the index with a slash in front of it. So, the user can just write DELETE, an
optional forward slash, and the name of the index which is “products”. After running

the query, it is confirmed that the index has been indeed deleted.

1 DELETE /products 1~
2 2 "acknowledged” : true
3 | ZBON 3+ ]
4 i 4
Figure 112: DELETE request for an index
1 DELETE /products 1-
2 2= | "error” k {
3 3- “root_cause" : [
a 4- {
5 5 "type" : "index not found exception",
6 6 “reason’ : "no such 1ndex [products]|”,
7 7 "resource.type” : "index or alias",
8 8 "resource,id" : "products”,
9 | GET /products] > 9 "index_uuid™ : "_na_",
10 "index" : "products”
11+ }
12- 1,
13 "type" : "index_not_found_exception”,
14 "reason” : "no such index [products]”,
15 "resource.type” : "index_or_alias”,
16 "resource.id" : "products”,
17 "index wuid" : " na ",
18 "index" : "products”
9=,
20 "status" : 404
21+ }

Figure 113: Proof that index was deleted

3.6. Processing multiple documents

To import test data, as already done into the “’product’’ index, processing of multiple

documents will be used, in order to have multiple specimens. This means that many
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documents will be added in a single request. If the user wants to import hundreds or
even thousands of documents, it would be much better to run a single query instead of
a thousand because there is some overhead in sending a request. This type of
processing is done by using a special format for the request using what is called the
Bulk API. Bulk as its name states about quantities in bulk. This API is not limited to
adding documents, because it can also be used to update or delete documents. Either

way, what must be done, is to send a POST request.

1 POST /products/default/ bulk BN
2 {"index": {" _id": "1@" }}

3 {"model": “"yaris"}

4  {"index": {" id": "11" }}

5 {"model": "galardo"}

6 {"index": {"_id": "12" }}

7 {"model": "twingo"}

8 {"index": {" id": "M13" }}

9 {"model”: "carrera"}]

Figure 114: Adding values on multiple documents at once

It is recalled that even though the index was earlier deleted, with the request above it
was automatically created. Since different kinds of operations can be performed
within the same request, the type of operation that is to be performed must be
specified. Firstly, a line is added specifying the type of operation, which will be to
index a document in this case. So, the operation will be “’index’’ to add a document to
the index, and for that key a JSON object is needed. Within this object, an “’_id’’ key
is added containing the ID of the document. On the next line the values of the

document itself will be described.
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L J
3 "took" : 222, 39+ Ts
4 "errors"” : false, 40 - 1
5+  Uitems" : [ 41 - "index" : {
6~ 1 42 "_index" : "products”,
7~ "index" : { 43 " type" ; "default”,
8 "_index" : "products”, 44 " idT ifT12”
9 " type" 3 "default”, 45 "_version® : 1,
5 " id" 18" 46 "result” : "created”,
1 " version® : 1, a7 = " shards” : {
2 "result” : "created”, a8 "total" : 2,
3+ " _shards” : { 49 "successftul™ : 1,
a "total" : 2, 50 "failed" : @
5 "successful” : 1, 51 = +,
6 "failed" : @ 52 " _seq_no” : 2,
7 I 53 "_primary_term” : 1,
8 " seq no" : @, 54 "status” : 201
9 " _primary_term” : 1, 55 = }
o "status” : 201 56 « Ts
p1 - } 57« I
p2 - T, 58 - "index" : {
tER { 59 "_index" : "products”,
pa - "index" : { 6 " _type” _default”,
P5 " index" : "products”, 61 toid" Uit
6 " type" ; "default”, 6 " version : 1,
7 " id" it 6 "result” : "created”,
s " _version® I 1, 64~ " _shards” : {
po "result” : "created"”, 65 "total" : 2,
po - " _shards™ : { 66 "successful™ : 1,
B1 "total" : 2, 67 "failed” : @
2 "successful” : 1, 68 - b
b3 "failed" : @ 68 " seq no" : 3,
B4 ~ }s 70 "_primary_term" : 1,
B5 " _seq_no” : 1, 71 "status” : 201
b6 " primary term” : 1, 72~ 1
7 "status” : 201 73~ }

j4 - ]

Figure 115: Proof for multiple document processing

So, this request added four unique documents with different IDs; 10, 11, 12, 13. If a
user wants to do multiple things at the same query such as deleting and updating
different documents, it is possible with this API. In this case, document with the

“11”’ ID will be updated while the document “’13’’ will be completely deleted.
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T Ta . =

) o o
1 POST /products/default/ bulk | 0N % ..;;E:ﬁ?”: 'l'usaated"
2 H'update™: {"_id": "11" }} 13 - " shards™ : T ?
3 |{"doc": {"model™: "CHR"1} 14 Tototal” : 2
4 [{"delete™: {"_1d": "13" }} 15 ”Sutcessful‘j' D1,
> 16 “failed” : @
7 17 T

18 " seq_no" : 4,

19 " _primary_term” : 1,

20 "status" : 200

21- }

22+ })

23~ {

24 ~ "delete" : {

25 "_index" : "products”,

2% " _type" : "default”,

27 "id" o 13,

28 " _version" : 2,

29 "result” : "deleted",

30 - " shards" : {

31 "total” : 2,

27 "cyccocefylt o

Figure 116: Update and delete documents on the same query

3.7. Observing how the cluster works

For the sake of looking at how the cluster actually looks like “cat API” will be used.
This API is basically what provides the user with human readable information about
clusters and nodes. It is very convenient to use in alliance with a terminal. It is
significant that there is also a “cluster API”, but it returns illegible and verbose JSON

objects with a lot of details.

The API is entered directly after the GET HTTP verb, because it is no operating at a
specific index and type. The “v” query parameter is used to add a header to make the

results more readable.

1 GET /_cat/health?v _ON

Figure 117: Cluster's health part 1
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epoch timestamp cluster status node.total node.data shards
1566385363 11:82:43 elasticsearch yellow 1 1 4
1

pri relo init unassign pending tasks max_task wait time active shards percent
4 o 0 2 %] = 66.7%

Figure 118: Cluster's health part 2

The results show the health of the cluster. More specifically present that there is a
single cluster containing one node, four primary shards and two replicas (unassigned).
The replicas are unassigned since there is only a single node within the cluster. It is
worth recalling that, replica shards are never assigned to the same nodes as the
primary shards. So, since there is no other node inside the cluster, this means that
there is nowhere to store the shards. This is also why the status of the cluster is
“yellow’’ (it can be either green for fully functional cluster, yellow for all cluster’s

data availability but not all replicas are allocated, red for no availability in some or all
of the data).

Although it is clear that only a single node exists it is worth looking some details

about it. This procedure is again performed with the “cat API”.

1 GET /_cat/nodes?v, > @{b
ip heap.percent ram.percent cpu load_1m load 5m load_15m node.role master name
127.0.0.1 1@ 8@ 25 dim * DESKTOP-RAC66GVH

Figure 119: Node's health

With this someone can observe that this node is also a master node, which is not
surprising since it is the only node in the cluster. The ‘’node.role’’ column specifies

that the node may be elected as master, that it is a data node and that it is an ingest

node.
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The next level of hierarchy inside a cluster is indices. To explore them again the same
API is used. The following query provides the user with some useful information such

as index health, primary shards, replica shards, number of documents and storage

space used.
1 GET /_cat/indicespv — p &
Figure 120: Indices health part 1

The index that was

imported with bulk

1 health status index uuid pri rep docs.count docs.deleted store.size pri.store.size
2 green open .kibana_task_manager sKXJxgW QE-RTZzJ8hprNA 1 @ 2 (2] 53.7kb 53.7kb
3 yellow open product 2UZ-s52-SQK-9 nas7sSyMw 1 1 1000 2] 385.7kb 385.7kb
1 green open .kibana_1 VXLmk9iwQYmYY1zEM 9cvg 1 @ 5 1 44.5kb 44,5kb
5 Iv&ﬂ low open products aeNFumoLSSGgXCvfevpuTg 1 1 3 1 3.9kb 3.9kb
Example for multiple

documents from last

paragraph

Figure 121: Indices health part 2

It should be stated that two more APIs are useful for observing how shards operate.
To be more precise a user can see how the shards have been allocated inside the
cluster and more. Subsequently from the figure, it can be seen that all four shards are
allocated to the only node that exists in the cluster, while the replica ones wait for
another node to be added in order for them to be assigned. The query also provides

information on disk usage.

1 GET /_cat/allocationfv p &

Figure 122: Disk usage and shard allocation info part 1
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1 shards/disk.indices disk.used disk.avail disk.total disk.percent host ip node
2 4 4387 .9kb 70.8gb 47.7gb 118.6gb 59 127.8.0.1 127.0.0.1 DESKTOP-RAC6GVH

3 2 UNASSIGNED

Figure 123: Disk usage and shard allocation info part 2

Lastly, this query lists all the shards within a cluster. It is visible which index each
shard belongs to, whether it is a replica or a primary, the state of the shard and how
many documents it contains. The documents should be evenly distributed are across
the shards, which is thanks to the default routing that was aforementioned in this
Thesis. This is not visible since no action was taken for the index “product” so all are

stored inside one primary shard.

1 GET /_cat/shardspv DN

Figure 124: Shard health and distribution part 1

1 dndex shard prirep state docs  store ip node

2 product 5] p STARTED 1000 385.7kb 127.9.0.1 DESKTOP-RACEOVH
3 product 5] r UNASSIGNED

4 .kibana 1 5] p STARTED 5 44.5kb 127.9.0.1 DESKTOP-RACEOVH
5 products 5] p STARTED 3 3.9kb 127.0.0.1 DESKTOP-RAC6@VH
6 products 5] r UNASSIGNED

7 .kibana task manager @ p STARTED 2 53.7kb 127.9.0.1 DESKTOP-RACEOVH
8

Figure 125: Shard health and distribution part 2
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4. Mapping

4.1. Preface

In Elasticsearch, mappings are used to define how documents and their fields should
be stored and indexed. The point of doing this, is to store and index data in a way that
is appropriate for how the user wants to search data. A couple of examples of what
mappings can be used for, could be to define which fields should be treated as full
text fields, which fields contain numbers, dates or even geographical locations. Date
formats and analysers for full text fields can also be specified. Basically, mappings in
Elasticsearch are the equivalent of a schema definition for a table in a relation
database -such as MySQL. Referring to a previous statement in this Thesis,
Elasticsearch and relational databases are very different technologies, so this analogy
is not too accurate, but perhaps it helps to give an overall idea of what mapping is all
about. It should be pointed out, that for simple examples, user should not consider to
actively deal with mappings. On the other hand, if greater control over how

Elasticsearch handles data is needed, then defining mappings is crucial.

4.2. Dynamic

Mapping can be defined explicitly, which is referred to as explicit mapping. That is
when the user instructs Elasticsearch what to do with the data when new documents
are added. There is a convenient alternative to explicitly defining the data types for all
fields; called dynamic mapping. Dynamic mapping means that no mapping is defined
explicitly, or at least not for some fields. When new documents are added,
Elasticsearch will automatically add mapping for any fields, that do not have any

mappings already.



{
"cheese™:
{ ) A "-.\ “type“: Il.textll
—_— " oow " 3
cheese": "gouda”, > DYMNAMIC : }
—— "cheese2": "blue" MAPPING "cheese2™:
"type”: "text”
Adding new 1
document }

Figure 126: Steps to dynamic mapping

This is done by inspecting the types of values for a document’s fields. For example, if
a new field called “cheese” is added consisting a string, then Elasticsearch will

automatically detect this field as containing characters and use the “text” data type.

It is possible to define rules and defaults for dynamic mapping, but it is something
that users are not advised to do. To see which mappings have been added by
Elasticsearch behind the scenes Mapping API is used in the Console tool. Type is not

used at the request since it runs an error after Elasticsearch version 7.0.

ells - Savory","price":9%,"in stock":10,"sold":430,"tags": [],"description”:"pellentesque at nulla. Suspendisse potenti. Cras in purus eu magna
13
- Schloss","price":25|"in stock":24|"sold":215,"tags": []1,"description":"In eleifend quam a odio.","is_active":true|"created":"2000\/11\/17"}

1}

offee - Colombian Portioned","price":37,"in stock":37,"sold":477,"tags": ["Coffee"],"description”: "Lorem ipsum dolor sit amet, consectetuer adipiscing
v_idmis))
enison - Liver", "price":87,"in stock":24,"sold": ,"tags":[1,"description":"Etiam pretium iaculis justo. In hac habitasse platea dictumst. Etiam faud]
v_id"ie))
NeStea - Iced Tea","price":121,"in_stock":23,"sold":431,"tags": [1,"description”:"Donec ut mauris eget massa tempor convallis. Nulla neque libero, convel

Figure 127: Mapping APl example for behind the scenes mapping

The first field that can be seen is “created” where dates are supplied. It is obvious that
Elasticsearch, correctly detected this and used the “date” data type. When adding new
string fields, Elasticsearch performs date detection and checks if the field’s contents
match any of the dynamic date formats that have been defined. By default, that would
be a year, month and day separated by slashes and an optional timestamp. If there is a
match, the matching date format will be added to the mapping for the field. It should

be underlined that date detection can be configured to be turned off.
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The “description” field has been mapped as a text field and the “in_stock” field as the
“long” data type. This happens because it has no way of knowing how large numbers/
integers are intended to be stored. It is clear that “is_active” field has been mapped to

a Boolean field because it contains Boolean values; true or false.

1 GET |/productfmapping > 2

Figure 128: GET request for mapping information over an index part 1

1~ f
2+  "product” : {
3~ "mappings" : {
a4~ "properties™ : {
5~ "created” : {
6 "type” : “"date",
7 "format™ : "yyyy/MM/dd HH:mm:ss||yyyy/MM/dd||epoch millis™
8+ ¥
g~ "description” : {
10 "type" : "text",
11 "fields™ : {
12 “keyword :{
13 "type" : "keyword",
14 “lgnore_above" : 256
15 1
16 1
17 }s
18 "in_stock" : {
19 "type" :§"long"
20 ,
21 "is active" : {
22 "type" : "boolean"
E’ 3

Figure 129: GET request for mapping information over an index part 2

For the most part, the rules of how Elasticsearch dynamically maps fields, are quite
simple. One thing that is a bit special though, is how text fields are treated. For
example, the "description” field is mapped as the type “’text’’, when at the same time
it has a “’fields’’ property containing a field named ‘’keyword’’ with a type of
“keyword’’. What this means is that the field has two mappings, meaning that a field
can have multiple mappings. By default, each text field is mapped using both the
“text’’ type and the “’keyword’’ type. The difference between the two, is that the

“text’’ type is used for full-text searches, and the “’keyword’’ type for exact matches,
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aggregations and such. To facilitate both use cases, Elasticsearch automatically maps

each text field in both ways.

4.3. Meta-fields

Every document that is stored within an Elasticsearch cluster, has some meta-data
associated with them, apart from the data fields that were specified earlier in this
Thesis, when indexing documents. These fields are called meta fields. There are ten of
them and are not equally important. Often times, they will not be needed for direct

use, but it is a valuable feature to exist.

First there is a meta field named ¢’_index”, which contains the name of the index to
which a document belongs. This field is added to documents automatically and is used
by Elasticsearch internally. Next, the “_id” meta field unsurprisingly stores the ID of
documents and can be queried within certain queries. Usually this field will not be
queried directly, but it is used when looking up documents based on their IDs. The
“_source” meta field contains the original JSON object that was passed to
Elasticsearch when indexing the document. The field is not indexed, and therefore it
cannot be searched, but it can be retrieved. Furthermore the “_field names” meta field
contains the names of every field that contains a non-null value. It should be recalled
that routing helps with shard manipulation by Elasticsearch. For this property
“_routing” meta field is used. More specifically, if custom routing is used to route
documents to shards based on a specified value, then this value is stored within that
meta field. Unless custom routing is used, this meta field is of no importance.
Elasticsearch as mentioned earlier in this Thesis, uses versioning of documents
internally with a meta field named “_version”. If a document is retrieved by ID, this
meta field will be part of the result. The value is simply an integer which starts at one
and is incremented every time a change occurs on the document. Lastly, the “_meta”
field can store custom data that is not touched in any way by Elasticsearch. It is

therefore a place, where whatever application specific data that the user might have,

can be store.
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4.4. Data types

Each field within Elasticsearch is of a given data type. Data types can be divided into
four categories: core data types, complex data types, geo data types and specialized

data types.

4.4.1. Core data types

Firstly, core data types will be examined. To begin with there is a data type called
“text’’, which is used for full-text values. Examples of such values would be product
descriptions, blog posts and so on. Due to the nature of full-text fields they are rarely
used for sorting and aggregating documents. That is something that is typically
accomplished with “’keyword’’ fields. Such fields also contain text, but not ‘’full
text’’. This is because “’keyword’’ fields are not analysed. It basically means that
values are stored exactly as defined at the time of adding documents to an index,
whereas “’text’’ fields are stored in a way that is optimal for performing full-text
searches. A couple of examples of “’keyword’’ fields would be a “’model’’ or a
“category’’ field. So “’text’’ fields are used for text that the user wants to search,
whereas “’keyword’’ fields are you used for values that the user wants to filter or use

for aggregations. The above mentioned was a slight simplification, but accurate.

Next, “numeric” data types exist, which is a group of data types that are used for
numeric values. This can include integer, float, long, half_float, scaled_float and
many more that are used in most programming languages. Two of them are important
and are worth mentioning; “’byte’’ data type and “’scaled_float” data type. First, the
“byte” data type is used for integer values between -128 and 127, so lower numbers
even than “’short’’ data type. Secondly, the “scaled_float” data type is basically a
floating point, but it is stored as a “’long’’ internally. That is possible because the data
type is accompanied by a so-called scaling factor. What this does, is that at index
time, the floating point is multiplied by this scaling factor and rounded off to the
closest long value. For example, a floating point of 4.56 and a scaling factor of 10,
would be stored as forty-six internally. All search queries will behave as if the

document had a value of 4.6, even though that is not the value that is stored internally.
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The idea is that floating point types are more efficient to store as integers, because it
saves disk space, as integers are easier to compress. By doing so, accuracy is

sacrificed but that may be a good compromise if no ultra-precise numbers are needed.

Afterwards, “’date’’ data type exists, which as its name implies, is used for storing
dates and can supply dates in three unique ways; by specifying the date as a string, an
integer representing the number of seconds since the epoch or as a long representing
the milliseconds since the epoch. The date format that should be used for a field when
supplying a string value, can be configured. If no format is configured, a default
format is used, which can either be a string which optionally contains time, or the
number of milliseconds since the epoch. Internally, dates are stored as a long value

representing the number of milliseconds since the epoch.

Moving on, there is the “’Boolean’’ data type, which is used for storing true or false
values. Binary data can be stored with the “’binary’’ data type, which expects a
Base64 encoded string. It must be stressed that the value is not stored by default,
meaning that the user cannot search the field and he also cannot retrieve it

independently of the “_source” meta field.

Finally, the last core data type is named “range” which is a bit special. It is used for
range values, such as date ranges or integer intervals like five to one hundred. A lower
and an upper boundary is defined when indexing a document, and this can be done by
using the keywords “gt”, “gte”, “It”, “Ite”; greater than, greater than or equal to, less
than, less than or equal to. There is a query named “range” which utilizes this data

type, which is mainly used in the searching part of Elasticsearch.

Text —> | went to UNIPI. It was a great MSc.
Numeric —>» float, integer, long etc.
Keyword —> "published", "jvoulgaris@gmail.com"
Date —> "2019-8-22", "2019-8-05T11...", "1566469883"
Text —>» | wentto UNIPI. It was a great MSc.
Binary —» cXdlcnR5dWivcGxram...
Range —» ["gte™ 5, "It": 100}

Figure 130: Core data types with examples
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4.4.2. Complex data types

The next category of data types is referred to as “’complex’’. These data types as their
name states are more complex data types than the core ones. The first data type is the
“object” one. It is mainly used for storing objects. Since objects, are plainly JSON
objects there is nothing special about them. They consist of fields that are of a given
data type, and they may contain nested objects as well. When an object is indexed, the
system is supplied with a JSON object, but Elasticsearch flattens the object for
storage. This means that internally, the object simply consists of key-value pairs, and
any nested objects are handled by adding dots to the key names to preserve the

hierarchy of the objects.

INDEX TIME STORED
{
"phones™: {
{ "phones.nokia": "3310",
"nokia": "3310", "phones.iphone”: "6s"
"iphone": "6s" 1

Figure 131: Complex data type structure example

Next up, there is an “’array’’ data type. Any field in Elasticsearch may contain zero or
more values by default, such as an array of strings. That is possible without having the
user to explicitly declare this, and it will work even if the data type is defined as
“integer’’, for instance. It is important that all values must be of the same data type.
Arrays are flattened out within Elasticsearch. For example, [ 1, [2, 3]] is flattened to
[1, 2, 3]. It should be emphasized that even though an array of objects can be stored,
the user cannot perform queries independently for one object alone, since he is
obligated to do it for the whole array. That is how Elasticsearch and by extension

Lucene works, since they have no concept of inner objects.

Lastly, the last category of data types in this section is the ’geo’’ data types. As the

name suggests, these data types are used for handling geographical data, such as
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latitude and longitude pairs. A data type that handles exactly that, is the “geo_point”
type. It allows the user to specify topographical pairs in four different formats. The
first option is an object with “’lat’’ and “’lon’’ keys. The next option is as a string with
latitude and longitude separated by a comma. The third option is a so-called geohash,
and the fourth way is as an array with latitude and longitude on this specific order.
The point is that this data type is used when a specific geographical point exists that

can be expressed as a latitude and longitude pair.

{
"location™:
{ {
"location": "108.5.., 97.3.."
"lat": 108.5.., |
"lon": 97.3..
1
} 1 2
{ {
"location": "asd7astagd97s" "location™: [ 108.5.. , 97.3..]
1 }
3 4

Figure 132: Complex data type (geo_point) example

4.4.3. Specialized data types

The last category of data types is referred to as “’specialized’’. These data types as
their name states have a very specific purpose, such as storing IP addresses,

attachments etc.

The data type “IP” stores IP addresses as either IPv4 or IPv6 addresses. These queries
are used according to the CIDR notation. The next data type is about enabling auto-
completion and search suggestions. That is done by using something called
suggesters. Using this data type enables very efficient lookups, because auto-
completion/ search as you type, needs to be sharp. Elasticsearch therefore uses data

structures that are slow to build, but enable very fast lookups, and stores this in
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memory. All things considered the last data type of this category is named as
“attachment’’ data type. This data type is used for indexing documents that contain
text, and to make this text searchable. For example, a PDF document exists that must
be available for search by the users. Doing this requires a plugin named “Ingest
Attachment Processor”. This plugin uses a library named ‘’ Apache Tika’’ for

performing text recognition.

sudo binfelasticsearch-plugin install ingest-attachement

Figure 133: Specialized data types tool installation
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5. Wazuh

5.1. General idea

Wazuh is a security detection, visibility and compliance open source project.
Although its purpose wasn’t it, it was integrated with Elastic Stack, evolving into a
more comprehensive solution. It is used mainly for monitoring: applications, user
behaviour, file integrity and cloud. Also, important is that it can be used as a
Detection tool since it offers, diagnostics and information about intrusion attempts,
vulnerabilities and malware activity. It is noteworthy that the Response feature that it

offers for prevention and forensics is a crucial part of a suite of this calibre.

5.2. Components

The main components of the Wazuh architecture include Wazuh Agents and
Wazuh Servers. Wazuh agents run on Windows, Linux and Mac operating
systems. They are used to collect different types of system and application data
that are forwarded to the Wazuh Server. This information is sent through an
encrypted and authenticated channel. Furthermore, the agents can be used to
monitor physical servers, virtual machines and cloud instances like Azure or

Google cloud.

On the other hand, the Wazuh server, is the component that is in charge of
analysing the data received from the agents. Subsequently, it triggers alerts
when an event matches a rule (e.g. file changed). The server usually runs on a
stand-alone physical machine, virtual machine or cloud instance. As shown in
the figure below Wazuh is integrated and works fluently with Elastic Stack
(single node example). The main components that Wazuh needs from Elastic

Stack to work are Elasticsearch, Kibana and Filebeat.



BT EEEr Monitored Server 1 Menitored Server 2
Wazuh Agent 1 Wazuh Agent 2
Elasticsearch |
Wazuh Manager
Kibana
Wazuh API [ i Monitored Server 3 ‘ . . . ‘_"I

Filebeat L. . (devices -

Wazuh Agent 3 “*e-.. thatsend .
data)

Figure 134: Wazuh structure

5.3. Required ports

In order for Wazuh and Elastic Stack to operate, several ports must be available and
opened. The ports needed for Elastic Stack were mentioned earlier in this Thesis but
will be summarized in a table as well with the ones used by Wazuh. These ports are
used for the different components of the system to communicate freely and efficiently

with each other.

WAZUH
Component Port Protocol Purpose

Collected events are sent

1514 TCP from agents through this
port (for TCP)
Collected events are sent

1514 UDP from agents through this
port (for UDP)

1515 TCP Service for agent

Wazuh registration
Manager 1516 TCP Used for Wazuh cluster

communications
Collected events from

514 TCP syslog are sent through this
port (for TCP)
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Collected events from
514 UDP syslog are sent through this
port (for UDP)
Wazuh API 55000 TCP Used for incoming HTTP
requests

ELASTIC STACK

Component Port Protocol Purpose
9200 TCP Used by the Elasticsearch
Elasticsearch RESTful API
9300-9400 TCP Used for the cluster
communications
Used for the Kibana web
Kibana 5601 TCP interface

5.4. Archiving data storage

In addition to being sent to Elasticsearch, both alerts and non-alert events are stored in
files on the server side. These files are written in JSON format or in plain text as logs.
They are daily compressed and signed with the MD5 and SHA1 cryptographic

algorithms and the path of the directory is presented below.

Recent

Home

ossec- ossec-
Desktop archive-04.  archive-16.
log log

Documents

Figure 135: Data storage/ archive

5.5. Common use cases
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5.5.1. Signature-based log analysis

Since Wazuh is used to automatically aggregate and analyse log data, there are many
cases where evidence of a probable attack can be found inside the logs. The agent
running on a client is responsible for reading log messages and sending them to the
server where the analysis takes place. It is of high importance to know, that when no
agent is deployed, the server can receive data from network devices or applications
through syslog. Wazuh afterwards will use decoders to identify the source application
of the log message and then analyse the data with a particular ruleset in mind. Rules
can be found in the following directory while at the same time some examples are

shown.

<rule id="5716" [level="5"p
<if_sid>5700</if_sid>
<match>"Failed|"“error: PAM: Authentication</match>
<description>SSHD authentication failed.</description>
<group>authentication_failed,pci_dss_10.2.4,pci_dss_10.2.5,</group>
</rule>

Figure 136: Signature-based log analysis example

Rules as can be seen include a “match” field, which is used to define the pattern that
the rule should look for. The resulting alert priority is specified with the “level”
argument. To be more precise about how this operates, when an event is collected by
an agent, the manager will generate an alert. It is a prerequisite that the alert level
must be higher than zero for this to be successful. An example of how an alert will

look like is presented below.
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"Mar 5 18:26:34 vpc-agent-centos-public sshd[9549]: Failed

{
"agent": {
"id": "1041",
"ip": "10.0.0.125",
"name": "vpc-agent-centos-public”
frn
"decoder": {
"name": "sshd",
"parent”: "sshd"
Fq
"dstuser": "root",
"full_log":
"location": "/var/log/secure",
"manager": {
"name": "vpc-ossec-manager"
Io

Figure 137: Alert example for Signature-based log analysis

Once the alerts are generated, they are sent to Elasticsearch where they are enriched

with geolocation information and visualized inside Kibana.

5.5.2. Rootkit detection

Each monitored system that hosts a Wazuh Agent, is scanned both at a kernel and user

level to detect rootkits that might sneaked inside. Rootkits can hide other processes,

files or network connections like themselves. It is a type of malware that replaces or

changes existing operating system components for the adversary’s favour. Wazuh

uses the Rootcheck component to detect such anomalies or suspicious activities.

ACTION DETECTION SYSTEM BINARY
MECHANISM CALLS

Detection of hidden | Compare output of Setsid()

processes system binaries and Getpgid() ps
system calls Kill()

Detection of hidden | Compare output of Stat()

files system binaries and Opendir() Is
system calls Readdir()
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Detection of hidden | Compare output of

anomalies detection

ports system binaries and Bind() netstat
system calls
Finding in a database Stat()
about malicious files Fopen()
Opendir()
Detection of known | Inspecting files content
rootkits by using signatures Fopen()
Ownership anomalies
and file permission Stat()

An example of an alert that is generated when a hidden process is found can be seen

in the figure below.

"agent": {
"id": "1030",
"ip": "10.0.0.59",
"name": "diamorphine-pPOC"
bo
"decoder": {
"name": "rootcheck"

}?

"location":| "rootcheck",
"manager": {

"name": "vpc-ossec-manager"
}?

"rule": {

"firedtimes": &,

"groups": [
"ossec",
"rootcheck"

B

oad’: "510°,

i"level": 74
e =t

,,,,,,, A

"full_log":|"Process '562' hidden|from /proc. [Possible

"description”: "Host-based anomaly detection event

kernel level rootkitJ",

(rootcheck).",

Figure 138: Rootkit detection example
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5.5.3. File integrity monitoring

Wazuh offers a component called FIM that detects and alerts when operating system
and application files are altered. This is often used to detect modification and
unauthorized access to data that is sensitive. It is highly notable that if the servers are
in scope with PCI DSS, the requirement 11.5 mention that a file integrity monitoring
solution must be installed. An alert that is generated when a file is altered is presented
below with its according metadata; SHA1 and MD5 checksums, the file sizes before

and after the modification, privileges, ownership and who-data information.

{
"timestamp":"2018-07-10T14:05:28.452-0800",
"rule":{
"level":7,
"description”:"Integrity checksum changed."]
"id":"550",
"firedtimes":10,
"mail":false, "size_before":"421",
"groups":[ "size_after":"433",
"ossec", "perm_after":"100644",
"syscheck" "uid_after":"0",
1, "gid_after":"0",
"pci_dss":[ "mdS5_before":"4b8ee210c257bc59f2b1ld4fafcbbec3da”,
"11.5" "md5_after":"acb2289fba96e77ceefa2c3889b49643",

"shal before":"d3452e66d5cfd3bcbh5fc79fbcf583e8dec73
"shal_after":"b87a0e558cab7073573861h26e3265falab35¢
"sha256_before":"6504e867b41labd1lb87e225cfafaef3779a]
"sha256_after":"bfalcPec3ebfaac71378ch62101135577521]

Figure 139: FIM example

5.6. Rulesets

5.6.1. Introduction to Wazuh Rulesets

The Ruleset, which is include in the Wazuh Manager installation by default, is a set of
XML files called Decoders and Rules. The Decoders are used by the “Analysis
Daemon” to extract the required fields and values from the incoming events or log
messages. Then, the Rules are used to generate an alert based on the fields extracted
by the corresponding Decoder. The alerts will follow the data flow and they will be

finally displayed on the Kibana web.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



There is a Wazuh-Ruleset repository in GitHub where someone can find all of the
Decoders and Rules that are currently available in the corresponding version of

Wazuh.

Furthermore, it is highly notable that there is a file called “update_ruleset” in the
following directory that is used to update the current ruleset on the system in case of a

possible out-of-date.

/var/ossec/bin/update_ruleset

Figure 140: File used to update rulesets

5.6.2. Decoders

5.6.2.1. Traditional decoding

Every time an event pops up, in order to extract information, there is an important
step for detection and processing of threats. More specifically, Wazuh uses decoders
that extract the most relevant fields of an event and identify event types. This has a
result in enhancing event’s information to help further in indexing and analysis.
OSSEC traditionally provides thirteen fields for storing extracted information while

only eight of them can be extracted at the same time. These predefined fields are:

e user e id

e srcip e url

e dstip e data

e srcport e extra_data

e dstport e status

e protocol e system_name
e Action

An example about how a typical decoder works is shown in the following screenshot.
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<decoder name="web-acces§log">
<type>web-log</type>
<prematch>™\d+.\d+.\d+.\d+ - </premghch>
<regex>™(\d+.\d+.\d+.\d+) - \S+ [\S+ -\d+] </regex>
<regex>"\w+ (\S+) HTTP\S+ (\d+) </regex>
<order>srcip,url,id</order>

</decoder>

Figure 141: Traditional decoder example

5.6.2.2. Dynamic decoding

It is often necessary to extract more than eight relevant fields from an event. Also, the
actual data items extracted have no relationship to the limited list of predefined field
names. Since there is no way to operate within these constraints, Wazuh has extended
OSSEC to allow the decoding of an unlimited number of fields with field names that

clearly relate to what is being extracted.

Wazuh transforms any field name included in the <order> tag into a JSON field.

<decoder name="auditd-config_change">
<parent>auditd</parent>
<regex offset="after regex">*auid=(\S+) ses=(\S+) op="(\.+)"</regex>
<orderxaudit.auid,audit.session,audit.opk/order>

</decoder>

** Alert 1486483073.69
2017 Feb @7 15:57:53
Rule: 86705 (level
type=CONFIG_CHANGE
audit.type: CONFI
audit.id: 2e
audit.auid: @
audit.session: 6
audit.op: add rule
audit.key: audit
audit.list: 4
audit.res: 1

89: - audit,audit_configuration,

azuh-example->/var/log/audit/audit. log

-> "Auditd: configuration changed’

sg=audit(1486483072.194:20): auid=@ ses=6 op="add rule” key="audit-wazuh-a" list=4 res=1
CHANGE

Figure 142: Dynamic decoding example
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}l
"full_log": "type=CONFIG_CHANGE msg=audit(1486483072.19
"audit": {
"type": "CONFIG_CHANGE",
"id": "20",
‘auid": "o~ £
ey A, rfle 3 f |
"op": "add rule", level®: 3,
"key": "audit" "description”: "Auditd: Configy
e a0 "id": 80705,
npegt: "qM ' "firedtimes": 2,
} "groups": [
4 - n
e audit",
"parent”: "auditd" "audit_configuration”
"name": “"auditd"
b i

Figure 143: Decoder explained through a JSON output

5.6.2.3. Decoder syntax

The decoders extract the information from the received events. When an event is
received, the decoders separate the information in blocks to prepare them for their
subsequent analysis. According to Wazuh’s documentation, the attributes listed below

define a decoder and its link with another parent decoder.

Example:
<decoder name="ossec" type="ossec">
A A
</decoder>
Attribute Description /
name —-"""'-'-I-Z)ecoder's name
type Decoder's type
parent e
Example:
Default value nfa <decoder name="child_decoder"
<parent>father_decoder</parent>
A
Allowed values Any decoder name | | </decoder>
J

Figure 144: Decoder syntax part 1
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After, there are attributes called regexes or Regural expressions. They are sequences
of characters that define a pattern. Decoders use them to find words or other patterns

into the rules.

regex
Default value na Example:
<regex= [+ -]?(\\d+)({[ e E ][+ -]... </regex>
Allowed values Any regex expression ‘

Figure 145: Decoder syntax part 2

Another attribute of a decoder is the fts. It is used to designate a decoder as one in

which the first time it matches the administrator would like to be alerted.

location Where the log came from
SICUeET Exracts the source username This example will extract the user who generated
dstuser Extracts the destination (target) username the alert and the location from where it comes
user An alias to dstuser (only one of them can be used) l
srcip Source IP S~ ~
dstip Destination IP ( EXAMPLE |
srcport Source port =decoder>
dstport Destination port =fts>srcuser, location=</fts>
protocol Protocol i
id Event id A J
url URL of the event
action Event action (deny, drop, accept etc.)
status Event status (success, failure etc.)
extra_data Any extra data

Figure 146: Decoder syntax part 3
Finally, the last argument that can be placed inside a decoder is var. It defines a

variable that may be used in any place of the same file. An example can be seen in the

screenshot below.
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s/ EXAMPLE ™

<var name="header">myprog</var>
<var name="offset">after parent</var>
<var name="type">syscall</var>

<decoder name="syscall">

Attribute Value <prematch>"$header</prematch>
</decoder>
‘ Name ‘ Name for the variable <decoder name="syscall-child">
<parent>syscall</parent>
<prematch offzet="Soffset">": S$type </prematch>
<regex offset="after prematch">(\3+)</regex>
<order>5y§éall<!order>
\ </decoder> /
\\M_ s

-

Figure 147: Decoder syntax part 4

5.6.3. Rules

5.6.3.1. General idea

Regarding the Rules creation process, there is a custom Rules and Decoders creation
guide in the Wazuh site. It is used when there is a specific log message or event with a
format that is not ready to be managed by the current Ruleset. In those cases, firstly a
custom Decoder must be created to extract the necessary fields and their values.
Afterwards, the corresponding custom Rule must be created to generate an alert
according to the requirements. The place to store all these Rules and Decoders is as

follows.
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/var/ossec/etc/decoders

o /var/ossec/etc/rules

/var/ossec/ruleset

o

Not recommended
since this is overwritten when wazuh-manager
installation is updated

Figure 148: Storing options for rules and decoders

These XML files can be created and edited directly from the CLI with any text editor
and then can be uploaded to the Wazuh-Manager Server. It is worth mentioning that

this procedure can also be performed inside the Kibana Wazuh application.

EZ B 4%wAzZUH

® [fi; overview & Managememel:_l Agents  (#)Discover  >_ Dev tools

@ Management / Ruleset

ot

[t Rules D-cw:cu:‘rsa Lists
=

E

<) Q
MA
“‘-ﬁ’

. Add new decoders %e
ey

= File Actions

Figure 149: Steps for adding a decoder file on Wazuh-Manager

Finally, every change requires to restart the Wazuh-Manager service to update the file

changes. The logs that the expert wants to parse can be tested with the following.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



[var/ossec/bin/ossec-logtest

Figure 150: Testing tool for logs

Basically, it tests how an event is decoded and if an alert is actually generated. To do

so an example will be as follows.

Mar 8 22:39:13 ip-10-0-0-10 sshd[2742]: Accepted publickey

for root from 73.189.131.56 port 57516

Figure 151: Log file to be decoded and tested

$ /var/ossec/bin/ossec-logtest

Mar 8 22:39:13 ip-10-0-0-10 sshd[2742]: Accepted publickey fc

x*xPhase 1: Completed pr

full event: 'Mar

hostname: 'ip-10

xxAlert to be generated.

Figure 152: Decoding and testing result

5.6.3.2. Rule syntax

In this section, XML labels used to configure a rule will be introduced. The first label

used inside a rule is called <rule> and it includes basic information about the rule.
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level i Level of the e | .
(Alerts and responses use this) 3

Mumber of times the rule must be
— frequency H o b More than 2

matched before firing
ID - Specifies the ID of the rule~ -------- Number |Z-2777C
Used i
together .
noalert = If rule matches not trigger any alert ----: No value attribute :
—] timeframe H Timeframe in seconds =~ -~-----s-smmssssssoioeoee *

Figure 153: Rules syntax part 1

Another important label is <match>. It is basically an if condition, where the rule is
activated when the condition is true. The same way <if_sid> and <regex> works,
since the first checks if the id is matched and the second tests if there is any match

with a regex.

if_sid Allowed values: Any rule ID
match Allowed values: Any sregex expression
g Example

- : Level of rule is 3
The ID is 100001 T

<rule id="100001" maxsize="300" level="3":> |

<if sid>100020</if =id> ID condition of rule 100020
<match>Queue flood!</match>
<description>Flodded events queue.</description>

| </rule>
o .
Match condition is:
If Queue flood! is in the
Maxsize of events (in characters) is 300 rule with id 100020, trigger

Figure 154: Rules syntax part 2

Another use case would be to match something related to IP addresses. With <srcip>,
any IP address can be compared to an IP decoded as srcip. Furthermore with <dstip>,

any IP address can be compared to an IP decoded as dstip.
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If rule 100225 is

<rule id="100225" level="0"> _ .
triggered by localhost,

sid> p1</if si oo
<srcip>127.0.0.1</srcip>] don't produce any alert

iption>Ignore this</description>

Figure 155: Rules syntax part 3

Subsequently as shown above, there is a field called <description>, which as its name
states, it gives a human readable description to the rule in order to provide context to
each alert regarding the nature of the events matched by it. It is important to note that
it is a necessary field.

To conclude there are some arguments that specify that a decoded attribute of the rule

»

must be the same. Therefore, they all start with the term “same_".

Decoded ID must be the
same

‘ same_id Decoded source IP must

be the same
same_source_ip

These options are used in
‘ same_src_port

conjunction with <frequency=
and <timeframe>

Decoded source port must
be the same

same_dst_port Rule 100002 will trigger when the last three events
- Decoded destination port have the same netinfo_iface.mac address.
‘ same field must be the same
Decoded field must be the
same as the previous one

/ = ™

<rule id="100001" lewvel="3">
<if_ sid>221</if sid>
.iface.name">ens33</field>

<field name="netinf
<description>Testing interface alert</description>

</rule> [

<rule 1d="100002" level="7" fregquency="3" timeframe="300">
<if matched sid>100001</if matched sid>
<same_field>netinfo.iface.mac</same_field>

<description>Testing cptions for correlating repeated fields</description>
/

\ </ruls>
N e

Figure 156: Rules syntax part 4

5.6.4. Regex
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5.6.4.1. General idea

A regular expression or regex is a sequence of characters that define a search pattern.
Usually such patterns are used by string searching algorithms for “find” or “find and
replace” operations on strings, or for input validation. It is a technique developed in
theoretical computer science and formal language theory. Regex is often referred to as
rational expression or regexp. There are two types of regular expressions in Wazuh:

regex (OS_Regex) and sregex (OS_Match). A great example of a regex is displayed

below.
Min occurrences of a character | Word boundaries
Imin} —» 2} (7=w) ——» (7=<=\)
- i Ve ™
| Atleast two spaces are | I watch three climb before it's my
matched, but only if they 's a ne
occur directly after a period
(.} and before an uppercase
letter.
\ _/"
Word boundaries - Uppercase Characters l
" All together
(?=[2-2]) (?==\) {2} (?=[A-2])

Figure 157: Traditional Regex syntax

5.6.4.2. Regex syntax

The types of regular expressions have both different syntax and meaning. OS_Regex
or regex is a fast and simple library for regular expressions in C. It is designed to be

simple while still supporting the most common regular expressions.
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SUPPORTED EXPRESSIONS
EXPRESSIONS VALID CHARACTERS
w a-z, A-Z 09 - '@
\d 0-9 character
\s Spacesor""
it Tabs
\p 0+ ===2"} £%"&
W Anything not w
D Anything not d
\S Anything not s
L Anything
MODIFIERS
EXPRESSIONS ACTIONS
+ To match one or more times
* To match zero or more times

Figure 158: Wazuh Regex syntax part 1

SPECIAL CHARACTERS
EXPRESSIONS ACTIONS
l To specify the beginning of the text
$ To specify the end of the text
| To create a logical or between multiple:
patterns

CHARACTERS ESCAPING

Figure 159: Wazuh Regex syntax part 2

It is noteworthy that there are some limitations.

e The “*” and “+” modifiers can only be applied to backslash expressions, not bare

characters

9, ®

\d+ 0+

Figure 160: Wazuh Regex syntax part 3
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e Alternation in a group cannot be performed, e.g. “(fruits | vegies)” is not allowed
e Complex backtracking is not supported. For instance, “\p*\d*\s*\w*:” does not
match a single colon, because “\p*” consumes the colon

e There is a difference between “.” and “\.”

Matches a literal dot

Matches any
character

Figure 161: Wazuh Regex syntax part 4

e There is no syntax to match a literal caret (“A”), asterisk (“*”) or plus (“+”)

On the other hand, OS_Match or sregex is faster but only supports simple string

matching and the following special characters.

EXPRESSIONS ACTIONS
n To specify the beginning of the text
$ To specify the end of the text

| To create a logic: or, between multiple patterns

! To negate the expression

Figure 162: Wazuh Regex syntax part 5
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6. Monitoring and Log Analysis Case Scenario

6.1. Installing tools on Linux

6.1.1. Elasticsearch and Kibana

As with windows a combination of files and tools must be downloaded either from the
elastic website or from the web. Firstly, since Linux are used for this example a

¢ tar’’ file must be downloaded and extracted from elastic’s website.

john@john-virtual-machine:~/Downloads$ tar -zxf elasticsearch-7.3.1-linux-x86_6

}.tar.gz

Figure 163: Unzipping the Elasticsearch file on Linux

And the tool is booted as follows.

root@john-virtual-machine: fusr/share/elasticsearch/bin# ./elasticsearch

Figure 164: Starting Elasticsearch on Linux

Afterwards to make sure that the procedure was successful and that the tool indeed
runs properly the curl tool must be downloaded in order to see if the request for

fetching Elasticsearch queries is working.

john@john-virtual-machine:~5 sudo apt install curl

Figure 165: Install CURL tool command



john@john-virtual-machine:~$ curl http://localhost:9200
{

"name" : "john-virtual-machine”,
"cluster_name" : "elasticsearch”,
"cluster_uuid" : "DjQNWSzbQf-RcO-4XbRGSW",
"version" : {

"number" : "7.3.1",

"build_flavor" : "default”,

"build_type" : "tar",

"build_hash" : "4749ba6",

"build_date" : "2019-08-19T20:19:25.651794Z",

"build_snapshot™ : false,

"lucene_version” : "§.1.0",

"minimum_wire_compatibility_version” : "6.8.0",

"minimum_index_compatibility_version” : "6.0.08-betal”
}J

"tagline” : "You Know, for Search”

1

Figure 166: Showing with CURL tool the Elasticsearch cluster

It is not a common secret that this procedure must be followed for Kibana as well but
in order to evaluate the successfulness of the procedure, user must head to the

localhost address.

john@john-virtual-machine:~/Downloads$ tar -zxf kibana-7.3.1-1linux-x86 64.tar.g

Z

Figure 167: Unzipping the Kibana file on Linux

root@john-virtual-machine: fusr/share/kibana/bin# ./kibana --allow-root

Figure 168: Starting Kibana on Linux

6.1.2. Logstash

Much like all the other tools it is downloaded, extracted and configured through the terminal.

john@john-virtual-machine:~/DownloadsS% tar -zxf logstash-7.3.1.tar.gz

Figure 169: Unzipping the Logstash file on Linux

6.1.3. Filebeat
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It is noteworthy that Filebeat doesn’t need Logstash to operate. On the other hand,
Logstash will be downloaded for the purpose of this scenario. Firstly, at the elastic’s
website the package is downloaded. Afterwards, much like in the aforementioned

tools it is extracted and then booted as follows.

john@john-virtual-machine:~/DownloadsS tar -zxf filebeat-7.3.1-1linux-x86_64.tar

.gz

Figure 170: Unzipping the Filebeat file on Linux

john@john-virtual-machine:~/Downloads/filebeat-7.3.1-1linux _64% sudo chown r
oot filebeat.yml

john@john-virtual-machine:~/Downloads/filebeat-7.3.1-1linux 645 sudo ./ffileb
eat -e

Figure 171: Starting Filebeat on Windows and proof part 1

It goes without mentioning that first the “’.yml’’ file for Filebeat must be altered in

order for it to work as planned. The configuration can be seen in the figure below.

filebeat.inputs:

- type: log

enabled: truel

paths:
- [fvar/log/*.log

Figure 172: Filebeat configuration on Linux part 1
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output.elasticsearch: setup.kibana:

hosts: ["localhost:9288"]

host: "localhost:5601"

Figure 173: Filebeat configuration on Linux part 2

Confirmation that the installation of Filebeat was successful is presented in the figure

below.

john@john-virtual-machine: sudo systemctl daemon-reload
john@john-virtual-machine: sudo systemctl start filebeat.service
john@john-virtual-machine: sudo systemctl daemon-reload
john@john-virtual-machine: sudo systemctl enable filebeat.service
Synchronizing state of filebeat.service with SysV service script with /lib/syste

md/systemd-sysv-install.

Executing: /[lib/systemd/systemd-sysv-install enable filebeat
john@john-virtual-machine:~$ sudo systemctl stop filebeat.service
john@john-virtual-machine:~$ sudo systemctl start filebeat.service
john@john-virtual-machine:~S

Figure 174: Starting Filebeat on Windows and proof part 2

6.1.4. Wazuh (scenario)
6.1.4.1. Manager

Wazuh is separated to two parts on the server side. The first component is called
Wazuh Manager. To install Wazuh manager the following commands are used and

then at the second figure a confirmation that it indeed runs correctly is shown.
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# curl -Ls https://github.com/wazuh/wazuh/archive/v3.9.5.tar.gz | tar zx

# cd wazuh-=*
# ./install.sh

Figure 175: Install Wazuh-Manager with CURL tool

03 13:45: john-virtual-machine env[61963]: Started ossec-analysisd
03 13:45: john-virtual-machine env[61963]: 2019/09/03 13:45:42 oss
03 13:45: john-virtual-machine env[61963]: 2019/09/03 13:45:42 oss
03 13:45: john-virtual-machine env[61963]: Started ossec-syscheckd
03 13:45: john-virtual-machine env[61963]: ossec-remoted. .
03 13:45: john-virtual-machine env[61963]: ed ossec-logcollec
03 13:45: john-virtual-machine env[61963]: ed ossec-monitord.

john@john-virtual-machine:~, zuh-3.9.5% systemctl status wazuh-
managerf]

Figure 176: Starting Wazuh-Manager and proof

6.1.4.2. API

The second component is called Wazuh API and the installation is performed in the
following matter. Likewise, a confirmation is performed by using another system type

command.

curl -sL https://deb.nodesource.com/setup 8.x | sudo -E bash -
apt-get install -y nodejs

—

npm config set user @

Figure 177: Install Wazuh APl with CURL tool part 1

I(ur'l -s -0 install_api.sh https://raw.githubusercontent.com/wazuh/wazuh-api/v3.9.5/install_api.sh && bash ./install_api.sh download I

Figure 178: Install Wazuh API with CURL tool part 2
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john@john-virtual-machine:~/Desktop/wazuh-3.9.55% systemctl status wazuh-

wazuh-api.service - Wazuh API daemon

Loaded: loaded (/etcfsystemd/systemf/wazuh-api.service; enabled; vendo

Active: active (running) since Tue 2019-09-03 13:57:04 EEST; 12s ago
Docs: https://documentation.wazuh.comfcurrentf/user-manual/api/index

Figure 179: Proof that Wazuh API is up and running

6.1.4.3. Agent on Windows machine

The Wazuh Agent is always installed on the device that the users are using and that
needs to be monitored. So, it was connected on a Windows physical machine in order

to send log information not only to Elasticsearch but also to the Wazuh Manager.

Analytically, the installation starts with the user’s computer. To do so the agent
program is installed, but without entering the registration key. The key must be

generated through the machine where Wazuh manager is installed.

in# ./manage agents

Figure 180: All agents with their IDs

Afterwards the generated key will be pasted to the agent so that it can be registered

into the system.
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Confirm Importing Key

Adding key for:

Agent |D: 006
Agent Name: DESKTOP-8MSAG4T
IP Address

—

Cancel

v
Wazuh v3.7.2
Agent: Auth key not imported. (0) - 0

Status: Require import of authentication key.
- Not Running

Manager IP: (

Authentication key: ||

Save ‘ Refresh

https://wazuh.com Revision 3727

Figure 181: Importing authentication key and proof

Inside the Wazuh option in Kibana, it is confirmed that the registered agent is

connected to the central system.

Never connected  Agents coverage

80.00%

. At Active  Disconnected
M Oiscomneded 4 1 0
— ted
Last registered agent Most active agen:
DESKTOP-8M9AGAT
e arch
3 agent
ID*  Name P Status Group 08 name 05 version Version Registration date
v ] [ defaul PfSense BSD 2 Wazuhv395 202001108 110927
oos | I o defeult Microsaft Windows 10 Enterprise 10.0.17763 Wazshv3.111 2020101108 11.16:33
o D B - default Ubuntu_18 04 Ubuntu 18.04 1178 Wazuhv3 111 202001108 12:30:08
o | - Disconnecied  defeull Ubuntu_18.04 Ubuntu 16.046 LTS Wazuhv3 111 2020101110 06.36:58
006  DESKTOP-BMIAGAT | e dafault Microsoft Windows 10 Pro 10.047763 Wazuh v3.7 2 2020101122 14:33:57

Last keep alive
2020101122 16:40
2020101/22 16.40
2020101/22 16:40
2020/01/16 08:30:

2020/01/22 16:40:

28

ar

56

33

& Refresh

Actions &)

Figure 182: Proof that the new agent is added and active

An example for file integrity monitoring for this device will be done at this point. To

do so, a proper query and index are used. Then by opening the registered log file, it is

clear if a file has been altered or updated by comparing the checksums.
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+ Add filter
wazuh-alerts-3.x-* (change)
Q
@ Filter by type 0

Selected fields

Available fields

<)~ agent.id :"D06" and rule.id : "550" KaL B v Today Show dates

16 hits
Jan 23, 2020 @ 00:00:00.000 - Jan 23, 2020 @ 23:59:59.999 —  Aute

Count

timestamp per 30 minutes
Time « _source

v Jan 23, 2828 © 88:30:23.544  ggent.id: @86 rule.id: 558 syscheck.path

m\CurrentControlSet\Services\W3zTime\TimeProviders\NtpClient

_befare: BaZed8Zaec119caBABf462aB4bochbaa

log agent.ip: 192.168.2.48 agent.name: DESKTOP-BMIAGAT

7 rule.pei_dss: 11.5 rule hipea: 164.312.c.1, 164.312.c.2

Figure 183: FIM example part 1

t agent.id

t agent.ip

t agent.name

t decoder.name

t full_log

t syscheck.event

t syscheck.md5_after

t syscheck.md5_before
t syscheck.path

t syscheck.shal_after
t syscheck.shal_before

@ timestamp

086

192.168.2.48

DESKTOP-8MIAGAT

syscheck_integrity_changed

> File 'HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\W32Time\TimeProviders\NtpClient' checksum changed.
01ld md5sum was: '@aZed82aec119ca848f482a84bccbbaa’
New mdSsum is : 'd92709b8f8328558607ceb2dfed28b6b"

0ld shalsum was: 'c64454a6d2ed7a258c6ebdab2a533b83317024d8"
New shalsum 1s : '43c9d7fab3e5c65c7T56648d2189db168bdB6e37d"

modified

d92769b8TB328558687ceb2dfeB28b6b

BaZed82aec119cag48f402a84bccbbaa

HKEY_LOCAL _MACHINE\System\CurrentControlSet\Services\W32Time\TimeProviders\NtpClient
43c9d7fab3e5c65c7156648d2189db18bd86e37d

cb4454a6d2ed7a258chbebdab2a533b83311824d8

Jan 23, 2020 @ 88:38:23.544

Figure 184: FIM example part 2

6.1.4.4. Custom Rules and Decoders

It is possible to modify the default rules and decoders from the Wazuh Ruleset and

also to add new ones in order to increase Wazuh’s detection capabilities. It is

noteworthy that with this procedure, Wazuh might not be as efficient since the user

decides what to filter but will be more robust since it is highly customisable.

To implement small changes “local_decoder.xml” and “local_rules.xml” files will be

used. On the other hand, for larger scale changes or additions to the stock rules and
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decoders, it is recommended for a new decoder/ rule file creation. These files can be

found on the following directories.

/var/ossec/etc/decoders/local_decoder.xml

/var/ossec/etc/rules/local_rules.xml

Figure 185: Rules and decoders directories

It is important to state that some rules must be followed in order for Wazuh to run
smoothly and with ease. Firstly, inside the “/rules” and “/decoders” directory it is

b N1Y

already stated that only “local_decoders” and “local_rules” “.xml” files must be
altered since any changes to another file may modify the behaviour of entire chains of
rules. Secondly, the ID of the custom rule must exceed the number one hundred
thousand since the rest of the IDs are reserved. Interfering and modifying those IDs
equals with tampering the distributed rules files themselves. To be more precise any
update of Wazuh will overwrite all the hard work that the expert has put into it. The
third rule is for the user to maintain order in the rules. As the rule’s parser is loading
the rules at start-up, it validates the existence of references inside the rules and

groups. Therefore, if a reference of a rule is out of place (not loaded rule) the parser

will collapse and fail its purpose.

To begin with, information must be decoded, so a new decoder is added to the

aforementioned file.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



Figure 186: Custom decoder example 1

Same applies for the rule that is needed.

Figure 187: Custom rule example 1

Now that the new decoder and new rule are ready, they must be tested. This can be

performed as already stated with the help of the “ossec-logtest” tool.

Figure 188: Testing the new ruleset from example 1
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Some examples of log testing can be seen below.

Figure 190: Testing random logs part 2
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Figure 191: Testing random logs part 3

6.1.4.5. Changing existing files

6.1.4.5.1. Rules

In order to preserve the changes, the changes are performed inside the
“local_rules.xml” file. The example that will be explained refers to an SSH rule with

an ID value of 5710.

The first step is to find the corresponding file to the rule that is to be changed. This

file is inside the “/rules” directory and is named as follows.

Figure 192: Locating the rule that needs to be changed
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The next thing to do is inspect the “.xml” file with the “nano” command. Then any

rule that is to be changed must be copied in order to be pasted inside the

“local_rules.xml” file.

/var/ossec./ruleset/rules/OOQS—sshd_rules . xml

Level changed

Overwrite was
added since it
overwrites an
already defined rule

Figure 193: Copying and pasting the needed file (Rules) and changes

6.1.4.5.2. Decoders

Unlike how rules are changed, decoders cannot be overwritten in that way. This

happens because there is no facility for this operation. However, it is still possible to

do so.

Firstly, it must be issued that the decoder that is hosted by “0310-ssh_decoders.xml”

is the one to be altered, for the purpose of this scenario. In order for this to happen it

must be copied and pasted from the “/var/ossec/ruleset/decoders” directory to

“/var/ossec/etc/decoders” directory. This is done so that changes will stay on the

system even if an update is performed.
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Figure 194: Copying and pasting the needed file (Decoders)

The next step is to exclude the original decoder file from Wazuh’s loading list. More
specifically, this can be done by adding the <decoder_exclude> parameter inside the

“ossec.conf” file.

Figure 195: Excluding a decoder

To conclude, inside the “/var/ossec/etc/decoders/0310-ssh_decoders.xml” file changes

must be performed in order for this procedure to be successful.

6.1.4.6. Automating File Integrity Monitoring
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File integrity monitoring and registry change monitoring can be performed by
Wazuh’s syscheck system. To do so, some configuration must be done on a windows-
agent machine to monitor specific directories for changes. Afterwards it is only

logical to perform some alterations in that place and observe the generated alerts.

Firstly, syscheck debug logging must be turned on. This will be done on the agent’s
machine, by creating a file with the name “local_internal_options.conf” inside the

“C:\Program Files (x86)\ossec-agent\”.

v | ossec-agent

“ Home Share View

< A | > ThisPC > LocalDisk(C) > Program Files (x86) >Cgssec-agent>
& Name Da e
# Quick access .agent_into I e
B Desktop [ agent-auth atior 4
¥ Downloads clientkeys File
hel -
| Documents P
internal_options.conf €
&= Pictures
libwazuhext.dll exter 4
Auditbeat v libwinpthread-1.dll 237
32 items

o | ° g = d

|1 local_intemal_options.conf E3 1

windows.debug=2

rootcheck.sleep=0
syscheck.sleep=(|

Figure 196: Syscheck debug logging enable

Afterwards two directories will be created with the help of cmd.

Figure 197: Creating test directories
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Periodic scan
1. Start of Wazuh agent
2. Restart of Wazuh agent
3. Every 300 seconds afterwards

Changes will not include
details of actual file content
changes

TEST1

Changes will trigger an alert
TEST2 Real time monitoring that includes the details of
the actual changed text

Figure 198: Properties of the test files

Now it is time to enable syscheck FIM on the windows-agent on par with the
aforementioned table. This is performed by going to the “view config” option inside
the agent. There, the “<syscheck>" field must be replaced as it can be seen on the

following screenshot.

¢!-- File integrity monitoring --»
<syscheck>
<disabled»no</disabled>
<scan_on_start»ryes</scan_on_start>
<frequency>388</frequency>
<directories check_all="yes" realtime="yes" report_changes="yes">c:/TEST2</directories>
<directories check_all="yes">c:/TE5T1</directories>
</syschecks>

Figure 199: Enabling syscheck FIM on Windows agent

Now after restarting the agent, it is clear inside the “view logs” option that the new

entries refer to the new syscheck monitoring of the two new directories.

ossec-agent: INFD: Monitoring directory: "c:\test2’
ossec-agent: INFD: Monitoring directory: "c:l\testl’

Figure 200: Proof of monitoring part 1

Lastly in order to check if it works, a new file will be created inside “TEST2”

directory in order to see any changes inside the Kibana app.
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Rule ID Description Level Count »

554 | File added to the system. | 5 2

553 File deleted. 7 1
Security events Integrity monitoring Inventory data

[5] v | test2 tesit

&) manager.name:- agentic: [l + Add filter

Figure 201: Proof of monitoring part 2

6.1.5. Beats (scenario)

Beats are used instead of Wazuh. They perform the same workload but are heavier for
a device to handle. They are also heavily customisable from the user making them
extremely robust. Beats are often preferred over Wazuh since Wazuh needs lots of
modification when handling logs from different sources while Beats recognise them

with ease.

6.1.5.1. Installing Metricbeat

Much like Wazuh, beats must be installed and configured locally, on a client’s device.
As far as Metricbeat goes, the installation on a Windows machine was

straightforward. After downloading the file, it was moved in a specific directory and

then the install “’.ps1’’ was executed.
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ogram Fi d Metricbeat
rogram Fi

Directory: C:\

Name

kibana
module
moadule

metrich
metricheat. erence.yml
metricbeat.yml

ICE.txt
README . md
uninstall-service-metricheat.psl

rogram File

Figure 202: Metricbeat directory on Windows agent with installation

For the configuration process, inside the “’modules.d’’ directory all modules can be

found. These modules can be enabled accordingly in order to be used.

|| kubernetes.yml.disabled DISABLED File 2KB
|| kvm.yml.disabled DISABLED File 1 KB
| | logstash.yml.disabled DISABLED File 1 KB
| | logstash-xpack.yml.disabled DISABLED File 1 KB
|| memcached.yml.disabled DISABLED File 1 KB
|| mongodb.yml.disabled DISABLED File 2KB
|| mssqglyml.disabled DISABLED File 1 KB
|| munin.yml.disabled DISABLED File 1 KB
|| mysglyml.disabled DISABLED File 1 KB
|| nats.yml.disabled DISABLED File 1 KB
|| nginxyml.disabled DISABLED File 1 KB
|| oracle.yml.disabled DISABLED File 1 KB
|| php_fpm.yml.disabled DISABLED File 1 KB
| | postgresqlyml.disabled DISABLED File 1 KB
|| prometheus.yml.disabled DISABLED File 1 KB
|| rabbitmg.yml.disabled DISABLED File 1 KB
|| redis,yml.disabled DISABLED File 1 KB
|| statsd.yml.disabled DISABLED File 1 KB
|| system.yml ¥ML File 1 KB

Figure 203: Configuring Metricheat on Windows agent part 1

Also, it is important to notice that inside this directory a file called “’system.yml’’

exists that is used for deciding the information that will be sent from that device.
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period: 1l0s
metricsets:
- cpu

| $- load

E— module: system

- mMemory

- network

- process
PIOCESS_SUummary
socket summary

- entropy
core
- diskio

W ok | oW |

- socket

Figure 204: Configuring Metricbeat on Windows agent part 2

Finally, in the “’metricbeat.yml’’ the Elasticsearch host IP is filled.

Houtput.elasticsearch:

# Array of hosts to connect to.

hosts: ["Higy. il N W :5200"]

# Optional p:ctdcc; and basic auth credentials.
¥protocol: "https”

#username: "elastic"

$password: "changeme™

—————————————————————————— Elasticsearch output —--——-——-—————————————————————————

Figure 205: Configuring Metricbeat on Windows agent part 3

6.1.5.2. Installing Auditbeat

Much like Metricbeat, Auditbeat follows the same procedure as far as installation
goes.
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-auditbeat.psl

ARAMETERS

Figure 206: Auditbeat directory on Windows agent with installation

To continue though, the configuration is slightly different. Likewise, there modules as
well here inside the “’auditbeat.yml’’ file. Firstly, a module called ‘’file_integrity”.
Some paths are included in this module, some of which are added by the user.
Whenever something is altered in one of those directories a log will appear in the
Elasticsearch. More specifically this occurs whenever a file is deleted, created or

updated.

Following, a module called “’system’” which includes some data sets that supplies the
system with valuable information about the host, the user, the stopped and started
processes etc. One example, regarding the host, is how long he has been running
while monitoring user login and logouts. In this module, any transactions related to
software installation on the system, are also contained. It is highly noticeable, that the
value called “’state.period’’ determines how often the system will send the system
data to the Elasticsearch. By default, every 12 hours these details are sent to the
Elasticsearch. It is important to state that hours are represented with an “’h’’ while

minutes are represented with an “’m’’.
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}======—==================== Modulss configuration =ss=ss=========================
anditbheat.modules:

H- module: file integrity
paths:

- C:/windows

- C:/windows/system3Z2

- C:/Program Files

- C:/Program Files (x36)

H- modnle: =system
| datasets:
- host
- process

£
w =
£
T

General host information, e.g. uptime, IPs

# How often datasets send state updates with the

% nt state of the system (e.g. all currently
# running processes, all open sockets).

state.period: 12h

Figure 207: Configuring Auditbeat on Windows agent part 1

Finally, in the same file, Elasticsearch host IP is filled.

F— Elasticsearch output --—————————————————————— — ————

[Houtput.elasticsearch:

# Array of hosts to conmnect to.

hosts: [")y. R .J.W:52007)

# COptional protocol and basic auth credentials.

¥prot: "https"

$username: "elastic"

fpassword: "changems"

Figure 208: Configuring Auditbeat on Windows agent part 2

6.1.5.3. Installing Winlogbeat

The last beat used in this scenario is called ’"Winlogbeat’’. The installation process is

the same as before.
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PS

Then on the configuration, again inside the “’winlogbeat.yml’’ the Elasticsearch host

IP is filled.

C:\Program Files\Winlogbeat>

Figure 209: Winlogbeat directory on Windows agent with installation

module
.build_hash

ce-winlogbeat.psl

ice-winlogbeat.ps1

erence.yml

1 A

SAdnstall- ce-winlogbeat.psl

L

£
w

w

= = = e

Array of

Cptional
protocol:
username:

PasSSWOoId:

e e o pr e

Hontpnt.elasticsearch:

connect to.

hosts to

hosts: ["¥Fg. . g3.9.[:9200"]

protocol and basic auth creden

r”:ttx:ﬂ"
"elastic"®

"changeme™

Figure 210: Configuring Winlogbeat on Windows agent

To start all three services, the “’Services’’ tab is opened to windows and by manually

right clicking on them the user starts them. When booting the beat start-up is

automatic. This beat is basically a tool for centralizing Windows event logs.
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" Services - O x
File Action View Help
e | HEc= HmE »enw
., Services (Local) . Services (Local)
.
winlogbeat Name Description Status Startup Type La™
) {55 Windows Perception Simul...  Enables spa... Manual La
%Eatlrfhs:?g:veice {5k Windows Push Notification... This service ... Running  Automatic La
— {5k Windows Push Notification... This service ... Running  Automatic La
£k Windows PushTolnstall Serv... Provides inf... Manual (Trig... Lo
‘£ Windows Remote Manage..  Windows R... Manual e
55 Windows Search Provides co..  Running  Automatic (D... Lo
5k Windows Security Service Windows 5e.. Running  Manual La
£k Windows Time Maintains d... Manual (Trig.. Lo
£k Windows Update Enablesthe.. Running Manual (Trig.. Lo
£k Windows Update Medic Ser... Enables rem... Manual Lo
EEWinHTTP Web Prosy Auto-.. WinHTTPi.. Running Manual Lo
&winlogbeat Running  Autematic (D... Lo

Figure 211: Winlogbeat runs as a service proof

6.1.5.4. Installing Packetbeat

The first step in installing Packetbeat includes the installation of a packet sniffing

library, such as Npcap, which implements the libpcap libraries. Afterwards, the

windows zip file must be downloaded for Packetbeat like all the aforementioned

beats. Its contents will be placed in a folder called “Packetbeat” as shown below.

:\Program Files> cd .\Packetbeat\

:\Program Files\Packetbeat> 1s

Directory: C:\Program Files\Packetbeat

LastWriteTime

12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019
12/16/2019

Figure 212: Packetbeat directory on Windows agent with installation

Length

165150
864
13675
302830
53080576
65650

87

6
E
5

9
2
4

Name

kibana
.build_hash.txt
fields.yml

install-service-packetbeat.psl

LICENSE.txt
NOTICE.txt
packetbeat.exe

packetbeat.reference.yml

packetbeat.yml
README .md

uninstall-service-packetbeat.psl
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Finally, in the configuration file called “packetbeat.yml”, the host IP of Elasticsearch

is filled.

[Houtput.elasticsearch:

# Array of

hosts: ["Jl. . §.00:

#D
Figure 213: Configuring Packetbeat on Windows agent
Services
File Action View Help
éa=s| 3 ﬂ I
. Services (Local) Services (Local)
Select an item to view its description.  MName ' Description Status Startup Type Log On As

& Network Setup Service The Networ... Manual (Trig... Local Syste...
Sl Network Store Interface Ser...  This service... Running  Automatic Local Service
& Office Source Engine Saves install... Manual Local Syste...
L Offline Files The Offline ... Manual (Trig... Local Syste...
5 OpenS5H Authentication A...  Agent to ho... Disabled Local Syste...
& Optimize drives Helps the c... Manual Local Syste...
L packetbeat Running  Automatic (D... Local Syste...

Figure 214: Packetbeat runs as a service proof

6.1.5.5. Visualization

METRICBEAT VISUALIZATION

metricbeat-*

Avallable fiekds

@umestamg por 3 hours

Figure 215: Metricbeat visualization part 1
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Time « _source

> Dec 18, 2819 @ 12:26:33.326  host.name: DESKTOP-8MIAGAT Gtimestamp: Dec 10, 2019 @ 12:26:33.326 agent.ephemeral_id: 729862dc-81b6-44d6-8f50-d47b2753fede agent.hostname: DESKTOP-8MOAG4T agent.id: 9ee6fd

> Dec 18, 2019 @ 12:26:3

host.name: DESKTOP-8MOAGAT @timestamp: Dec 10, 2619 @ 12:26:33.325 ecs.version: 1.1.8 event.module: system event.dataset: system.cpu metricset.name: cpu metricset.period

2 Dec 18, 2819 © 12:26:3 host.name: DESKTOP-8MIAG4T G@timestamp: Dec 10,

®

12:26:33.325 agent.id: 9ee6f044-1de9-46d7-93bf-efcdcdS6dBee agent.version: 7.5.8 agent.type: metricheat

Figure 216: Metricbeat visualization part 2

AUDITBEAT VISUALIZATION

auditbeat-* 26 hits

Sebected fiskds

H = B O

Count

Btimestamp per 30 secands

Time - source.

Figure 217: Auditbeat visualization part 1

Time + _source

> Dec 18, 2019 @ 12:

®

571 host.name: DESKTOP-8MOAGAT @timestamp: Dec 18, 2019 @ 12:28:57.571 ecs.version: 1.1.8 event.kind: event event.action: process_started event.module: system event.dataset: p

Dec 1

, 2019 @ 12:20:57.571  host.name: DESKTOP-8M9AGAT @timestamp: Dec 10, 2819 @ 12:28:57.571 user.group.id: S-1-5-18 user.name: NT AUTHORITY\SYSTEM user.id: S-1-5-18 service.type: system

> Dec 1

. 2819 € 12:28:37.552  jost.name: DESKTOP-8MOAGAT @timestamp: Dec 10, 2019 @ 12:

message: Process RuntimeBroker.exe (PID: 1192) by user DESKTOP-8M9AGAT\jvoul STOPPED user.id: $-1-5-21-345

Figure 218: Auditbeat visualization part 2

WINLOGBEAT VISUALIZATION

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



3 days ag in 4 days o Refresh

winlogheat- " 100 hits

Seiected fields

Caunt

[re—r—.

, timastamo per 3 hours

Figure 219: Winlogbeat visualization part 1

Time « _source

Dec 9, 2019 @ ©8:09:29.862 post.name: DESKTOP-8MIAGAT @timestamp: Dec 9, 2619 @ 88:69:29.862 event.code: 1604 event.provider: Microsoft-Windows-Security-SPP event.created: Dec 18, 2019 @ 12:27:49.594

Dec 9, 2019 @ 28:09:29.731 phost.name: DESKTOP-8MOAGAT @timestamp: Dec 9, 2019 © B8:09:29.

31 agent.type: winlogbeat agent.ephemeral_id: 6c396c67-79d8-46dc-950d-7dbcf5c9aec agent.hostname: DESKTOP-BMI

Dec 9, 2019 @ £8:89:29.738  phost.name: DESKTOP-8MOAGAT Gtimestamp: Dec 9, 2010 © B8:09:29.

38 agent.type: winlogbeat agent.ephemeral id: 6¢396c67-79d8-46dc-950d-7dbef5c9aec agent.hostname: DESKTOP-8MQ

Figure 220: Winlogbeat visualization part 2

PACKETBEAT VISUALIZATION

packetbeat-* {change) 1,540 hits
A Jan 12, 2020 @ 11:54:53.820 - Jan 12, 2020 @ 12:09:53.821 — Auto ~
© Filter o
Salected fields 'g‘ I
:

_ ;

— T [ .. III.I-
. @timestamp per 30 seconds

Figure 221: Packetbeat visualization part 1

> Jan 12, 2026 @ 12:69:40.804 @timestamp: Jan 12, 2020 @ 12:09:40.804 type: flow network.community_id: 1:0l+8PGrF99wKIHPD9gh5SpR/HFW= network.bytes: 712.2MB

network.packets: 536,464 network.type: ipv4 network.transport: top destination.mac: [ destination.ip: [
destination.port: 9268 destination.packets: 268,321 destination.bytes: 41.2MB ecs.version: 1.1.8 flow.id: EQQA////DP
//1/1/FP8BAAEADCka028ADCmhq7LAQATVwWKgCFPAjndg flow.final: false event.category: network_traffic event.action: network_flow
event.start: Jan 8, 2020 @ ©9:29:26.766 event.end: Jan 12, 2020 @ 12:09:36.129 event.duration: 355209963.1 event.dataset: flow

> Jan 12, 2020 @ 12:09:40.084  @rimestamp: Jan 12, 2028 @ 12:089:40.884 network.transport: tcp network.community_id: 1:U6ZvBEWNssAu1MeyB5Cx1yKwXgg=

network.bytes: 378.4MB network.packets: 255,962 network.type: ipv4 source.mac: [ ] source.ip: | 1

source.port: 55786 source.packets: 128,554 source.bytes: 364.6MB destination.packets: 127,408 destination.bytes: 13.8MB
destinationmee: [ ] destination.ip: ] destination.port: 9266 event.start: Jan 8, 2020 © 11:33:35.219
event.end: Jan 12, 2028 @ 12:09:31.539 event.duration: 347756320.4 event.dataset: flow event.kind: event

Figure 222: Packetbeat visualization part 2
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6.4. Elastic SIEM

6.4.1. Security Information and Event Management

In the field of IT security, a SIEM is basically the combination of Security
Information Management (SIM) and Security Event Management (SEM). These
acronyms have sometimes been used interchangeably, but generally refer to the
different primary focus of products. Firstly, a SIM is a system that stores (for long
periods of time), analyses and reports log data. Afterwards, a SEM is a system that

monitors (in real time), monitors and notifies for any security related event.

As already mentioned, a STEM combines these two and provides real time analysis of

security alerts generated by network hardware and applications.

6.4.2. Introduction

Elastic SIEM, which is offered for free as part of the default distribution, offers
security practitioners features such as new data integrations, intuitive ways to triage
events, network-related security event analysis, interactive and composable timeline
event viewers for collaborative threat hunting. Basically, it provides a solution for the
users to achieve security analysis. It is very important to understand that it is a product
that integrates all technologies like docker containers, cloud, firewalls etc. into a
single ecosystem. It enables analysis of two important types of data which is host-
related and network-related. The most important advantage of Elastic SIEM is that it
is built to be collaborative. This means that it can be highly interactive- for the user to

just move things around and play with the data.

In order to introduce network data into Elasticsearch it is crucial to use some products
and technologies like Packetbeat or Filebeat. Through Packetbeat, DNS information
and flows can be transferred to Elasticsearch, and through Filebeat IDS, IPS or even

Firewall modules information.
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Elastic SIEM app |
Visualization

Kibana

Analytics engine

f "Elastic Common \ ‘

Elastic and
community security

Schema (ECS) Elasticsearch content
Data shippers Pipeline
Beats Logstash ‘

Network and host ™
data integrations

Figure 223: Elastic SIEM structure

The figure above is in the same context of SIEM since it has ECS included which is a
very important part of the solution itself. A huge priority also, is the interaction with
the elastic community to make sure that this product is heading in the right direction.
So, there are many types of data shippers (Beats), as mentioned before multiple times,

that are used for ingesting host and network security events data into the SIEM app.

Furthermore, when multiple data from different sources is ingested, it must be ensured
that there is correlation among those data sources. This is performed by using the
Elastic Common Schema; a tool that basically normalizes data if there is a common
set of fields. It also provides some best practices as far the field and mapping defining

goes.

Finally, ECS must be explained a little more thoroughly. It is an open source
specification, developed with support from the Elastic user community. ECS defines a
common set of fields to be used when storing event data in Elasticsearch, such as logs
and metrics. The goal of ECS is to enable and encourage users of Elasticsearch to
normalize their event data, so that they can better analyze, visualize, and correlate the

data represent in their events.

6.4.3. Components
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The SIEM has different components although it is a simple application as it is. Four
different options are offered. Firstly, there is an option called ‘’Overview’’, which
gives information about the type of data that are to be processed. The second option is
called “’Hosts’” which gives basically information about the data coming from the
host. Afterwards, another option is called “’Network’’, which is the same with the
“’Hosts’’ option but targets anything related to network activities. The next option,
called “’Timelines’’, is probably the defining part between Elastic SIEM and every
other SIEM out there. The user, through this option, can generate and provide data
with queries. It is important to state that the last two options are either not needed for

this case scenario or in a paid package.

app/siem#/overview?_g=(&timerange=(global:(linkTo:! (timeline), time

Overview Hosts Network Timelines [ Anomaly detection v I [ @ Add data
G]
_ SIEM BETA
=

Security Information & Event Management with the Elastic Stack 5 6

B}

Figure 224: Elastic SIEM components

6.4.3.1. Overview
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e

Overview Hosts Network Timelines Anomaly detection ~ ‘ ‘ @ Add data

@

[

= SIEM =m

0
Security Information & Event Management with the Elastic Stack

o

o]

8
Gettin

3 Host Network

i2) starte event | View hosts events ‘ View network
Welcome to Sho ast sh ast 24

B Security 24 hou

= Information &

b Event

o Management Auditbeat Audit 1,019 Auditbeat Socket 183,178
(SIEM). Get ) ) ) )

s started by Auditbeat File 13 Filebeat Cisco 0

N Integrity Module

® eV eW o ea Filebeat Netflow 219,754

B documentation Auditbeat Login 1

o] or ingesting Filebeat Palo Alto 0
data. For Auditbeat 3,638 Networks

& information Package ) )
BECUT Filebeat Suricata 0

. Auditbeat 18,467

gapcomng Process Filebeat Zeek 0
features and
tutorials, be Auditbeat User 198 Packetbeat DNS 73
sure to check
out our SIEM Endgame DNS 0 Packetbeat Flow 863,436
solution page. Endgame File o Packetbeat TLS 15

Figure 225: Elastic SIEM Overview visualization

In the Overview tab, a bird’s-eye overview of the data volume in the past 24 hours is
presented. This data is collected through a variety of different sources. The volume of
the data is highly correlated with the number of machines connected to the SIEM
through the beats.

6.4.3.2. Hosts
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Figure 226: Elastic SIEM Hosts visualization

The Hosts tab basically presents information for all or a subset of the hosts inside this
cluster. If there is a search query to find within this security environment and call out
any specific behaviour that needs to be looked at (as the uncommon processes and

events).

The first feature of the Elastic SIEM application is a very user friendly yet powerful
query building capability. It is highly notable, that a security professional must always
search along his investigation journey. This means that he has to navigate within the
collected security events without any compromises on his query performance. So,
Elastic STEM wants to free the user from canned reports and dashboards without

taking a tremendous amount of time to compose the query.

As the user looks at different places within the same application, he can drag and drop
a Ul component into the timeline UI widget. This will open a window behind the

scenes with info sent by a query to the backend Elasticsearch cluster. It is important to
state that this particular query will be matched with security events which will be later

on presented on the window.
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p—
o All hosts (o]
X 1% Notes 0 | & [ v Last24 hours show dates  [NCHEEIICUNN (3
dd f
hostame:
Hosts User aut -
Filter
I m @timestamp me 31 ‘event.action host.name source
Jan1 419:45. = = -
outbound GUEOIZLXAIDIWKbx4=
DDDDD Destination
All hosts Authentications Uncon
Jan - -
[GE790guGOIZLNX4IDfwKbx4=
A” h t Destination

1VLpaSpbwtJp3o+PWSprFYmILTyQ=

Host name
Destination

Figure 227: Creating timelines example part 1

These events as seen are a lot. So, in order to narrow down the results, the query can

be enhanced with another drag and drop option.

OR host.name: "LkyvDC" x

25 v~ of 1817110 Events

¥

OR host.name: "LkyvDC" X AND | user.name: "SYSTEM" x

25 + of 54 Events

Figure 228: Creating timelines example part 2

6.4.3.3. Network

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020




OerEw Hess fewen T A
P e ez
Network
[P ——
p— ——
<
-
H
[l o, L]
! e L) L L A PSR A
‘. T g e v SR
U e L) . 20 ¥
1 +, . L] * '
+ (-
Y v Ge i Ay s N
5, s s
=" kAl L L]
. UL R L e L v sl
e, Union pevate £
43 @ 38 source @ 113 destination
Tuansnasnsnes - T ———
13 . . o 2ev0e eeons e 2 om o000t a0
Fl CHS L
Source IPs
o
w54 -
TREE ss0 B
n -
o

Figure 229: Elastic SIEM Networks visualization

Similarly, for the Network tab, the same application presents all kinds of information
related to the network entities in the security environment. Much like Hosts specific

entities or behaviours can be checked out, such as the top talkers and top DNS

domains.

6.4.3.4. Timelines

Overview Hosts Network Timelines Anomaly detection ' Add data
Timelines
All timelines
Q| Only favorites
Timeline name Description Last modified Modified by 7 o 0
elines match the search criteria
Rows per page: 10

Figure 230: Elastic SIEM Timelines visualization
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The Timelines tab on the other hand is a repository of all of the working threads by
the investigators and responders where they basically capture and navigate in arbitrary
directions of their investigation effort. This happens by either collaborate with their

peers or pass that on to subsequent investigators and responders.

X ¢ Suspicious Weird activities! Notes | 1 l

OR host.name: "LkyvDC" X AND | user.name: "SYSTEM" X

Drop here to build an OR query

ano | Filter Q

Figure 231: Using a custom timeline part 1

After creating a query as aforementioned with the help of the Timelines UI, some
suspicious activity is already -hypothetically- identified. Therefore, the concluded
events are on a certain timeline that the user can easily rename it and add notes and
descriptions. This will help the investigator and responder to pick it up as it is and
refine it to take further actions. One last thing to note is that all those timelines can be
associated with Kibana spaces, so that different teams and people can get access to.
Therefore, this feature is great to facilitate collaboration among peer analysts and with

Kibana spaces everything can be isolated and secured.

All timelines

Q|

Showing: 1 timeline

Timeline name Description Last modified -

> Suspicious Weird activities! 2 minutes ago

Rows per page: 10 v~

Figure 232: Using a custom timeline part 2
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6.5. Elastalert

6.5.1. Installing and configuration

At this point, a way to alert the user about certain events must be used. X-Pack offers
an alerting feature but is on paid subscription. Subsequently, an open source tool

called Elastalert will be used.

Apart from Elasticsearch and Kibana a client virtual machine will be used as well to
send syslog logs through Filebeat. Furthermore, Elastalert will query Elasticsearch
and depending on the configuration if it finds a matching event or an inconsistency in
data in the Elasticsearch, it will send an alert to the Slack channel/ chosen email. It is
important to notice that Elastalert is not installed on the client machine, although it
can be installed on any machine that has access to the Elasticsearch. Elastalert, is a
standalone tool that doesn’t have to be in the ELK server or in the client virtual/
physical machine. Simplified, it is an alerting tool that automatically queries and

analyses log data in Elasticsearch clusters.

The installation procedure consists of some prerequisites, as installing the “pip” tool

and python3.6. To continue, the latest released version of Elastalert is installed with

[13 »

pip”.

% pip install elastalert

% pip install "setuptools»>=11.3"
% python setup.py install

Figure 233: Installing Elastalert

After enabling Elastalert as a service, indexes must be created for the tool to be

connected with Elasticsearch and visualized by Kibana.
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I $ elastalert-create-index I

Figure 234: Creating Elastalert's indices

These indexes are “elastalert_status*”, “elastalert_status_error*”,

“elastalert_status_silence*” and “elastalert_status_status*”, as shown below.

elastalert_status® (change) 1 hits
Jan 9, 2020 @ 13:25:22.610 - Jan 9, 2020 @ 13:40:22.610 —  Auto v
@ Filter by type o
Selocted fields E
3
S
TS . . . . . . .
a 0 4
G @timestamp per 30 seconds
. . Time _source
q - Jan 9, 2620 @ 13:48:21.525  ryle_name: blacklist endtime: Jan 9, 2620 @ 13:40:21.368 starttime: Jan 9, 2020 @ 13:25:21.368 matches: 17 hits: 266
Stimestamp: Jan 9, 2020 © 13:40:21.525 time_taken: ©.157 _id: PSkaimBBr20BYPsd-vWX _type: _doc _index: elastalert_status_status
t _ype
_score
t a
g > Jan 9, 2820 @ 13:39:26.381  ryle name: blacklist endtime: Jan 9, 2620 & 13:39:26.221 starttime: Jan 9, 2020 @ 13:24:26.221 matches: 19 hits: 266
Stimestemp: Jen 9, 2026 © 13:39:26.381 time_taken: 8.16 _id: tpkein8Br2QBYPsBL_Iu _type: _doc _index: elastalert_stetus_status
L : _score: -

Figure 235: elastalert_status* visualization

elastalert_status_err... (change) 18 hits
= Jan 9, 2005 @ 14:12:17.238 - Jan 9, 2020 @ 14:12:17.238 Auto v
@ Filter by type ]
Selected fields £
H
2
S
Available fields
8 T 1
. @timestamp per 30 days
¢ inde Time + _source
" > Jan 9, 2020 @ 13:30:51.476 pegsage: Error running query: RequestError (488, ‘search_phase_execution_exception’, 'failed to create query: {in “bool” : {\n "filter"
: [\n {\n "bool” : {\n "must” : [\n {\n “range” : {\n "Otimestamp” : {\n "from" : "2020-B1-89T11:15:51.4547292",\n “to
B

2620-81-89T11:39:51,4547292", \n "1includs

ower” : false,\n "include_upper” : true,\n “b

st* : 1.8\n J\n }in 1\ {\n “query_string

{Wn “query” : “#",\n “fields” : [ ].\n “type” : “best.f

\n "default_operator” : “or”,\n "max.determinized_states™ : 18869,\n

enable_pasition_increments” : true,\n “fuzziness AUTC

\n “fuzzy_prefix_length” : @,\n "fuzzy_max_expansions’ : 58,\n

Figure 236: elastalert_status_error* visualization
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elastalert_status_sil... (change) 14 hits
- Jan 9, 2005 @ 14:13:05.289 - Jan 9, 2020 @ 14:13:05.289 Auto ~
Q
=) Filter by type [
Selected fields €
s
]
S
Available fields
q @timestamp per 30 days
5 I Time + _source
- Jan 9, 2828 @ 13:33:25.844  gyponent: @ rule name: blacklist @rimestamp: Jan 9, 2020 @ 13:33:25.844 until: Jan O, 2020 @ 14:33:25.844 _id: BJKUimBBr2QBYPsan-S2
_type: _doc _index: elastalert_status_silence _score: -
t
. » Jan 9, 2020 @ 12:22:85.795  exponent: @ rule_name: pornhub @timestamp: Jan 9, 2020 & 12:22:85.795 until: Jan 9, 2028 @ 12:23:85.795 _id: ZpnTiWGBr20BYPsaUzXk
. ) _type: _doc _index: elastalert_status_silence _score: -
. . . R . .
Figure 237: elastalert_status_silence* visualization
elastalert_status_sta... (change) 131 hits
Jan 9, 2005 @ 14:13:45138 - Jan 9, 2020 @ 14:13:45138 —  Auto
Filter by type 0
Selected fields g
3
S
Available fields
¢ @timestamp per 30 days
i Time + source
. an 9, 2620 @ 14:01:33.565 Jaekl 9, 2620 o "
jan 9 ime_taken
t
score

Figure 238: elastalert_status_status* visualization

Each of these aforementioned events, can be expanded so that the user can see more

information about it.
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[ Expanded document
Table JSON

[ @timestamp Jan 9, 2620 @ 14:01:33.565
t _id 7pouim8Br2QBYPs8Yyt_
t _index elastalert_status_status
# _score -
t _type _doc
E endtime Jan 9, 2620 @ 14:01:32.778
# hits 263
# matches 263
t rule_name blacklist
[ starttime Jan 9, 2020 @ 13:53:01.934
# time_taken @.795

Figure 239: Examining a document with elastalert_status_status* index

The configuration part consists only of a file called “config.yaml” which is configured

as presented below.
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Figure 240: Elastalert configuration

Lastly in order to start the Elastalert service the following command must be used,

where “verbose” is an option that provides additional display info level messages.

elastalert --start NOW --verbose

Figure 241: Starting Elastalert

6.5.2. Elastalert rules
6.5.2.1. Arguments

Elastalert, is comprised of rules that are saved inside a folder called
“example_rules’’. These easy-to-write rules are the main component used for the

alert creating. The specific path for the rules, is shown in the screenshot below.
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Figure 242: Elastalert rules directory

They are used for many different reasons, like blacklisting and event spiking. All

these rules are described inside of “.txt” files and have specific required arguments.

To be more precise in the following table all required arguments are analysed.

es_host

IP of the host where the ELK stack is

running on

es_port

The port that Elasticsearch is listening

on

num_events

The number of events that will trigger

the event
timeframe The period of time that the number of
events should be done
filter Filter, query that specifies what to match
in order to fetch from a specific rule
type The rule type (e.g. spike)
alert Where to send the notification about the
alert (slack, email etc.)
index

The Elasticsearch index that will be used

to send data to it

Every rule can run independently with the following command.

elastalert# python3.6 —m elastalert.elastalert --rule example rules

requencyl.yaml

Figure 243: Running a rule independently
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But since it is practically impossible to depend on multiple sessions of terminal, a file

is created that will automatically run every rule on the background.

Figure 244: File that runs all rules in the background part 1

Figure 245: File that runs all rules in the background part 2

Figure 246: File that runs all rules in the background part 3

6.5.2.2. Example: Frequency — Winlogbeat

For this example, a frequency rule will be created. This rule will alert on a specific
Slack chat when a machine that has Winlogbeat installed, types the command

“ipconfig” on the command prompt.

MSc Thesis, Security in Digital Systems, loannis Voulgaris 2019-2020



Figure 247: Elastalert example 1 configuration file

For this to work, Winlogbeat must be installed on the client’s machine so that it can
collect logs from the command prompt. This is performed by firstly navigating to the

Group Policy Editor. There, by following the path:

Local Computer Policy -> Computer Configuration -> Windows Settings ->
Security Settings -> Advanced Audit Policy Configuration -> System Audit
Policies -> Detailed Tacking

Figure 248: Group Policy Editor changes part 1

”Audit Process Creation” is selected and then a box appears where the “Success” and

the “Failure” radio buttons must be checked.
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File Action View Help Policy  Explain
= = m Hm
[ Audt Process Creation
4 Local Policies || Subcategory Audit Events -

| Windows Defender Firewall with Advanced 5

4| Audit DPAPI Activity Not Configured
:T“m:‘“;”fa“ge'p°“““ 5 Audit PNP Activity Not Configured R -
y a v ’ .
uolic key Pelicies B Audit Process Creation Success and Failure =T L L
Software Restriction Policies .
. ) Audit Process Termination Mot Configured Success
Application Control Policies
®, 1P Security Palicies on Local Computer £| Audit RPC Events Not Configured Faiure
v [ Achanced Aud Pokicy Configuration ] Audit Token Right Adjusted Not Configured

+ 8 System Audit Policies - Local Group Polic
5 Account Logon
5 Account Management
7 Detailed Tracking
55 DS Access
3 Logon/Logoff
5 Object Access

Figure 249: Group Policy Editor changes part 2

Afterwards, the command line process creation must be enabled. This is succeeded by
navigating to another directory of the Group Policy Editor. The path that is used is the

following:

Local Computer Policy -> Computer Configuration -> Administrative Templates
-> System -> Audit Process Creation -> Include command line in process

creation events

Figure 250: Group Policy Editor changes part 3

At this option the “Enabled” field must be selected.
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File Action View Help

Aol NERN 7 No:l 4

-/ Local Computer Policy
v & Computer Configuration
1 Software Settings
“] Windows Settings
v Administrative Templates
Control Panel
Network
Printers
 Server
Start Menu and Taskbar
v System
1| Access-Denied Assistance
App-V
_ Audit Process Creation
Credentials Delegation
Device Guard
| Device Health Attestation Service
Device Installation
Disk NV Cache
| Disk Quotas
Display
1 Distributed COM
1 Driver Installation

v

Audit Process Creation

Include command line in process
creation events

Setting
E; Include command line in process creation events

State Comment
Enabled No

Edit policy setting

Requirements:
At least Windows Server 2012 R2,
Windows 8.1 or Windows RT 8.1

Description:

This policy setting determines
what information is logged in
security audit events when a new
process has been created.

This setting only applies when the
Audit Process Creation policy is
enabled. If you enable this policy
setting the command line
information for every process will
be logged in plain text in the
security event log as part of the
Audit Process Creation event
4688, "a new process has been

Extended / Standard?

& Include command line in process creation events

EE] Include command line in process creation events

O Not Configured ~ Comment:
@ Enabled
O Disabled
Supported on: [ At least Windows Server 2012 R2, Windows 8.1 or Windows RT 8.1
Options: Help:
This policy setting determines what information is logged
security audit events when a new process has been create

This setting only applies when the Audit Process Creation
is enabled. If you enable this policy setting the command
information for every process will be logged in plain text i

Figure 251: Group Policy Editor changes part 4

In order to make sure that logs are gathered for the command prompt by Winlogbeat,

the service is restarted, and the group policies are updated through the cmd by using

the “gpupdate” command. Now on the Event Viewer, in the Security tab, after

opening cmd and pressing “ipconfig” the following events are collected.

& Event Viewer
File Action View Help

= xm BE

B Event Viewer (Local)

Security Number of events: 174

# Custom Views
v [ WindowsLogs Keywords Date and Time Source A
Audit Success 1/10/2020 2:41:00 PM Microsoft Windoy
Audit Success 1/10/2020 2:39:38 PM Microsoft Window
<4, Audit Success 1/10/2020 2:39:38 PM Microsoft Window
< >
£ Applications and Services Logs Event 4688, Microsoft Windows security auditing. x
3 Subscriptions General [Detaie
[A new process has been created. ~
Creator Subiect: e
Log Name: Security
Source: Microsoft Windows security Logged: 1/10/2020 2:41:00 PM
Event ID: 4588 Task Category: Process Creation
Level: Information Keywords: Audit Success
User: N/A Computer DESKTOP-8MOAGAT
OpCode: Info
More Information: Event Log Online Help

Figure 252: Group Policy Editor proof part 1
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General Details

[2] Event Properties - Event 4688, Microsoft Windows security auditing.

P\ new process has been created.

Creator Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Target Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Process Information:
MNew Process ID:
MNew Process Name:
Token Elevation Type:
Mandatory Label:
Creator Process ID:
Creator Process Name:
Process Command Line:

jvoul

DESKTOP-8MSAGATjvoul

DESKTOP-8M9AGAT
0x55E4685

NULL SID

[151]

Oxbal

CAWindows\System32\conhost.exe

%%1938

Mandatory Label\Medium Mandatory Level

x1d8c

CAWindows\System32\cmd.exe
\INC\Windows\system32\conhost.exe Oxffffffff -ForceV1

Figure 253: Group Policy Editor proof part 2

v | Windows Logs
=] Application
fo] Security
] Setup
& System
] Forwarded Events
w L Applications and Services Logs
{&] Hardware Events
| Intel
Internet Explorer
fs] Key Management Service
v | Microsoft
| AppV
| User Experience Virtualization
v [ Windows
| AAD
| All-User-Install-Agent
1 Allloyn
| AppHost
ApplD
| ApplicabilityEngine
_| Application Server-Applications
| Application-Experience
| Applocker
_| AppModel-Runtime
| AppReadiness
| Apps
Apps-AP|
| AppXDeployment
| AppXDeployment-Server
| AppxPackagingOM
| ASN1

L

Event Viewer (Local) - Security Number of events: 73 (!) New events available
7 Custom Views

Keywords Date and Time

4, Audit Success 1/10/2020 1:18:16 PM
1/10/2020 1:17:51 PM
1/10/2020 1:17:27 PM
1/10/2020 1:17:26 PM
1/10/2020 1:17:26 PM
1/10/2020 1:17:26 PM
1/10/2020 1:16:23 PM
1/10/2020 1:15:47 PM
1/10/2020 1:15:43 PM
1/10/2020 3
1/10/2020 1:15:35 PM

:'NAudit Success
9, Audit Success
:'NAudit Success
9, Audit Success
:"Audrt Success
<, Audit Success
:'NAudit Success
9, Audit Success

¥ Audit Success
9 Audit Success

Event 4688, Microsoft Windows security auditing.

General  Details

A new process has been created.

Creator Subject:
Security ID: DESKTOP-8MSAGATjvoul
Account Name: Jvoul
Account Domain: DESKTOP-8MOAGAT
Logen ID: 0x55E4685

Target Subject:
Security ID: NULL SID
Account Name: &
Account Domain: -
Logon ID: O

Process Information:
New Process ID: Ox1d8c
New Process Name: C:AWindows\System32\cmd.exe
Token Elevation Type: %%1938

Figure 254: Group Policy Editor proof part 3
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2] Event Viewer (Local) [J] Security Number of events: 73 () New events available
7 Custom Views .
v [a Windows Logs Keywords Date and Time
{51 Application N Audit Success 1/10/2020 1:37:00 PM
[+] Security <\, Audit Success 1/10/2020 1:36:58 PM
] Setup 2, Audit Success 1/10/2020 1:36:58 PM
f- System . Audit Success 1/10/2020 1:36:58 PM
] Forwarded Events <, Audit Success 1/10/2020 1:36:57 PM
v L3 Applications and Services Logs %, Audit Success 1/10/2020 1:36:57 PM
{&] Hardware Events 2, Audit Success 1/10/2020 1:36:56 PM
= Intel 2, Audit Success 1/10/2020 1:36:56 PM
@ Intemet Bplorer @, Audit Success 1/10/2020 1:36:56 PM
&l ::Y M‘"f:g"“‘"’ Service 2, Audit Success 1/10/2020 1:36:55 PM
v | Microsof A, Audit Success 1/10/2020 1:36:55 PM
_ AppV
. User Experience Virtualization Event 4688, Microsoft Windows security auditing.
v Windows
AAD General Details
| All-User-Install-Agent
1 AllJoyn Target Subject:
AppHost Security ID: NULL SID
5 AiplD Account Name: -
i Account Domain: =
| ApplicabilityEngine Logon ID: 0x0
| Application Server-Applications
| Application-Experience Process Information:
| ApplLocker New Process ID: OxEZB_O . :
AbeModel-Ruikinie New Process Name: C:\Windows\System32\ipconfig.exe
PP Token Elevation Type: %%1938
Figure 255: Group Policy Editor proof part 4
New Save Open Share Inspect
B v ipconfig KQL @~ Today
@  +Addfilter
winlogbeat-* (change) 48 hits
Jan 10, 2020 @ 00:00:00.000 - Jan 10, 2020 @ 23:59:59.999 —  Auto v
QU search field hames
@ Filter by type 0 2
Selected fields g ¥
g 20
«» _source @
10
Available fields
0 —
B @timestamp 0000 - 200 _— 00
8 I @timestamp per 30 minutes
- Time « _source
t _index
P — > Jan 18, 2020 @ 13:37:00.335 pegcage: A new process has been created. Creator Subject: Security ID: S-1-5-21-3455728164-22784
jvoul Account Domain: DESKTOP-8MIAGAT Logon ID: Bx55E4685 Target Subject: Security ID: S-1-8-8 Aci
tREpe Logon ID: @x@ Process Information: New Process ID: ©x3280 New Process Name: C:\Windows\System32\ij
t agent.ephemeral_id %%1938 Mandatory Label: S-1-16-8192 Creator Process ID: @x1d8c Creator Process Name: C:\Windows\S:
Line: ipconfig Token Elevation Type indicates the type of token that was assigned to the new proc
e ——

Figure 256: Proof that the rule works (Example 1) part 1
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elastalert APP 7.37p
frequencyl

frequencyl

1 events occurred between 2020-01-12 17:06 UTC and 2020-01-12 17:36

@timestamp: 2020-01-12T17:36:58.113Z
Umm8Br2QBY
gheat-/.0.

)-000001

emeral_id": "51d9213d-8161-481d-87de-2868e7da01c4

lee-a3ee-991c96de285b",

Figure 257: Proof that the rule works (Example 1) part 2

6.5.2.3. Example: Frequency — Packetbeat

Another use case example would be if a user visited a restricted site for which the
security expert would want to be notified for. The site that will be used for this
example will be “youtube.com”. So, every time a device navigates to the youtube.com
domain, the expert will be alerted. This procedure will be performed by using a device

with Packetbeat installed and running.

___ Allinformation is sent to
—Elasticsearch through
Packetbeat for this example

Filtering the domain
name to decide if alerting
should be done

Figure 258: Elastalert example 2 configuration file
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~ Jan 12, 2628 @ 15:26:12.478  ryle name: youtube endtime: Jan 12, 2020 @ 15:26:12.461 starttime: Jan 12, 2020 @ 15:11:12.461 matches: © hits: 2 Otimestamp: Jan
12, 2020 @ 15:26:12.470 time_taken: ©.808 _id: 4avumW8Br2QBYPs89jr3 _type: _doc _index: elastalert_status_status _score: -
[ Expanded document View surrounding documents  View single document
Table  JSON
® @ [ B £ otimestamp Jan 12, 2020 @ 15:26:12.470
t _id 4avumW8Br2QBYPs89jr3
t _index elastalert_status_status
# _score
t _type _doc
@ endtime Jan 12, 2020 @ 15:26:12.461
# hits 2
# matches 2]
t rule_name youtube
Figure 259: Proof that the rule works (Example 2) part 1
>-l, elastalert ApP 942 AM
v
youtube
youtube

uTC

@timestamp: 2020-01-13T07:41:54.765Z
_id: BK_anW8Br2QBYPs8I2Ef
index: packetbeat-/.5.1-2020.01.03-000001
_type: _doc
agent: {
"ephemeral_id": "b739055e-fala-4b7f-bbd9-751b%e1713ac",
"hostname™: _
"id": "762b07bc-8700-4d98-aala-d266333188b3",
“type": "packetbeat"
‘'version"; "7.5.1"
}
client: {
'bytes": 33,
i
"port": 49796
}

At leasti5 events bccurred between§2020-01-13 07:11 UTC and 2020-01-13 07:41

Figure 260: Proof that the rule works (Example 2) part 2

6.5.2.4. Example: Whitelist - Packetbeat

A Whitelist rule, as the name clearly states uses the basic concept of whitelisting. It is

the practice of explicitly allowing some identified entities access to a particular IP, in
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our case. This rule, much like the next example, requires three additional options;
“compare_key”, “whitelist” and “ignore_null”. The first argument specifies the
information that will be compared in order for the event to be triggered. Afterwards,
the “whitelist” option lists all whitelisted values or a list of paths to flat files. Lastly,
the “ignore_null” variable is used so that events without a “compare_key” field will

not match.

ﬂane: whitelis

The index used

The argument sent by packetbeat that
will be compared

File that specifies
which IPs are
allowed to access

Query everything

Figure 261: Elastalert example 3 configuration file
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».|, elastalert APP =:53 AMm
- whitelist
whitelist
@timestamp: 2020-01-13T06:37:59.122Z
_id: 662fnW8Br2QBYPs848ls
_index: packetbeat-7.5.1-2020.01.03-000001
_type: _doc
agent: {
"ephemeral_id": "77111ddb-43dd-49ab-a89b-468a70cbfb27",
"hostname”: ||
"id": "2080d7cd-67bf-4813-a24f-23584ee25855",
"type": "packetbeat"]
"version"™; "7.5.1"
]
client: {
"bytes": 32,
“io”: | -
}

destination: {

o

Figure 262: Proof that the rule works (Example 3) part 1

Time + _source

> Jan 13, 2020 © 11:20:36.813  le name: whitelist endtime: Jan 13, 2028 ©® 11:28:30.165 starttime: Jan 13, 2828 @ 11:85:38.165 matches: 65 hits: 12,437
@timestamp: Jan 13, 2026 @ 11:20:36.813 time taken: 6.648 _id: cLIBnm8Br20BYPs8eRf0 _type: _doc _index: elastalert_status_status

_score: -

> Jan 13, 2620 @ 11:19:42.135  ryle name: whitelist endtime: Jan 13, 2620 @ 11:19:31.457 starttime: Jan 13, 2628 @ 11:84:31.457 matches: 833 hits: 12,737
@timestamp: Jan 13, 2026 @ 11:19:42.135 time_taken: 10.678 _id: YrIznm8Br2QBYPs8pBc4 _type: _doc _index: elastalert_status_status

_score: -

Figure 263: Proof that the rule works (Example 3) part 2

6.5.2.5. Example: Blacklist - Packetbeat

At this point a Blacklist rule will be created. It will check a certain field against a
blacklist, and match if it is in the blacklist. This rule opposed to the earlier examples
requires two additional options; “compare_key” and “blacklist”. These options
specify the key that is used to compare with the contents of the blacklist in order to
match with a certain event. Also, the second option includes all the files that are

embodied in the blacklist.
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Figure 264: Elastalert example 4 configuration file

0 elastalert APP g:45 am
blacklist
blacklist

@timestamp: 2020-01-13T06:45:29.1157
_id: vgémnW8Br2QBYPs8wQI5
_type: _doc
agent: {
‘ephemeral_id": "77111ddb-43dd-49ab-a89b-468a70cbfb27",
'hostname™: " IIGzGIN',
"id": "2080d7cd-67bf-4813-a241-23584ee25855",
‘type": "packetbeat’,

‘version™: "7.5.1"
}
client: Client that triggered
‘bytes™: 32, the event
'ip”:
}
destination: | IP which is
'in": TR Uscd inside the
} blacklist txt file

Figure 265: Proof that the rule works (Example 4) part 1
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> Jan 13, 2020 € 11:20:42.939  ryle name: blacklist endtime: Jan 13, 2026 © 11:20:42.832 starttime: Jan 13, 2020 @ 11:65:42.832 matches: 8 hits: 243
@timestamp: Jan 13, 2020 @ 11:20:42.939 time_taken: 0.107 _id: cbIOnm8Br2QBYPs8kRe_ _type: _doc _index: elastalert_status_status

_score: -

> Jan 13, 2020 @ 11:19:45.991  ryle_name: blacklist endtime: Jan 13, 2020 @ 11:19:45.843 starttime: Jan 13, 2620 @ 11:04:45.849 matches: 12 hits: 260
Otimestamp: Jan 13, 2020 @ 11:19:45.991 time_taken: ©.142 _id: Y7Iznm8Br2QBYPs8sxdJ _type: _doc _index: elastalert_status_status

_score: -

Figure 266: Proof that the rule works (Example 4) part 2

6.5.2.6. Example: Spike - Metricbeat

The last example use case will be a spike rule for CPU usage of a device. The beat
which is needed is Metricbeat and doesn’t need any modification since it was installed
earlier. It has multiple -unknown to other rules- options that are explained thoroughly
in the screenshot below. Proof that the data is sent to Elasticsearch and shown in

Kibana is also attached.

Figure 267: Elastalert example 5 configuration file
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e: DESKTOP-BMOAGAT etimest

5 Expanded document

da14dc26-c919-4f2d-8b3c-c3f11bcedbd2

DESKTOP-8MIAGAT

Figure 268: Proof that the rule works (Example 5)
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7. Concluding Remarks — Empirical Findings

Cyber threats and cybercrime in general are currently serious problems, which will
remain in the coming years. Some scenarios were described and analysed in this

Thesis, that will help mainly with monitoring, forensics and accountability issues.

I showed that it is fairly difficult to make a perfectly secure system, since it needs
massive configuration. The reason is that cybercriminals and researchers/ security
experts are involved in an arms race; every time a new detection technique is

developed, miscreants come up with more advanced attack and malicious strategies.

In this Thesis, I showed that GDPR, although fairly new can be easily integrated
inside a platform like Elastic Stack; important since it is mainly used as a search

engine suite.

Furthermore, I found out that Beats are a better solution contrary to Wazuh, since they
need less configuration as they work natively inside ELK. It is highly notable that for
every single log file Wazuh couldn’t handle, a new ruleset had to be created, which is
not an issue with Beats. As far as availability goes, Beats in older versions were
heavily resources dependent, but now are fairly light making them equally as light as

the Wazuh platform.

In the future, I plan to keep studying internet threats. As these threats, vulnerabilities
and exploits become trickier and more sophisticated, the defending mechanisms must
be always spot on and up to date. The security expert must always be informed and

well trained in order to address the needs of this IT sector; cybersecurity.
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